
SAFETY, LEGAL, AND ETHICAL 

IMPLICATIONS OF ARTIFICIAL 

INTELLIGENCE IN THE 

MILITARY DOMAIN

EDITED BY: ZENA ASSAAD, JESSICA DORSEY 

AND NEIL RENIC

AUSTRALIAN ARMY RESEARCH CENTRE
/ Australian Army Collected Papers Series

SERVING THE NATION ARMY.GOV.AU





SERVING THE NATION ARMY.GOV.AU

SAFETY, LEGAL, AND ETHICAL 

IMPLICATIONS OF ARTIFICIAL 

INTELLIGENCE IN THE  

MILITARY DOMAIN

EDITED BY: ZENA ASSAAD, JESSICA DORSEY  

AND NEIL RENIC

AUSTRALIAN ARMY RESEARCH CENTRE
/ Australian Army Collected Papers Series



© Commonwealth of Australia 2026

This publication is copyright. Apart from any fair dealing for the purpose of study, research, criticism 

or review (as permitted under the Copyright Act 1968), and with standard source credit included, 

no part may be reproduced by any process without written permission.

The views expressed in this publication are those of the author(s) and do not necessarily reflect 

the official policy or position of the Australian Army, the Department of Defence or the Australian 

Government. 

ISSN (Print)	 1448-2843 

ISSN (Digital)	 2200-0992

DOI: 10.61451/2675150

All enquiries regarding this publication should be forwarded to the Director of the Australian Army 

Research Centre.

To learn about the work of the Australian Army Research Centre visit  

https://researchcentre.army.gov.au 

Cover image: Australian Army soldiers from 8th/7th Battalion, Royal Victoria Regiment, and Royal 

Australian Air Force aviators from 1st Security Forces Squadron took part in an enhanced combat 

shooting course at Puckapunyal, Victoria, in June 2024.



CONTENTS

Safety, Legal and Ethical Implications of Artificial Intelligence  

in the Military Domain: An Australian Army Perspective������������������������������������������������������� 1

Zena Assaad, Jessica Dorsey and Neil Renic

AI-DSS and the Erosion of Technical Integrity: Rethinking Human  

Decision-Making in Modern Warfare������������������������������������������������������������������������������������� 4

Zena Assaad and Adam Hepworth

Pathways Towards Ensuring Human Control and Judgement  

Across the Military AI Lifecycle: An Australian Army Perspective���������������������������������������� 28

Ingvild Bode and Anna Nadibaidze

Responsible Procurement of Military Artificial Intelligence in Australia:  

A Window of Opportunity���������������������������������������������������������������������������������������������������� 50

Netta Goussac and Vincent Boulanin

The Role of Article 36 Legal Reviews Across the Military AI Assurance Lifecycle�������������� 66

Damian Copeland

TEVV and the Responsible and Lawful Use of Military AI Systems����������������������������������� 92

Manoj Harjani

Digitising the Commander’s Intent Towards Effective Governance  

of Decentralised Human–AI Teams�����������������������������������������������������������������������������������119

Adam Hepworth and Hussein Abbass

Governing Joint Innovation: Legal Review and Emerging Technologies  

under AUKUS Pillar 2��������������������������������������������������������������������������������������������������������138

Natalia Jevglevskaja and Renato Wolf

Predictability in the Governance of Autonomous Weapon Systems����������������������������������166

Rain Liivoja

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain



Architecting Trust: A ‘Trust by Design Plus’ Framework for Military AI��������������������������������189

Branka Marijan

Military AI Systems and the Design of Lifecycle-Sensitive 

Governance Frameworks������������������������������������������������������������������������������������������������� 207

Rob McLaughlin and Conor McLaughlin

Built In or Bolted On: Industry’s Role in Designing 

Human–Machine Interaction in AI-Enabled Land Warfare������������������������������������������������ 225

Lena Trabucco

Industry Development of Military AI: Operationalising International  

Humanitarian Law Across the Lifecycle���������������������������������������������������������������������������� 245

Taylor Kate Woodcock



� 1

Australian Army Occasional Papers 

Safety, Legal and Ethical Implications of Artificial Intelligence in the Military Domain: An Australian Army Perspective

SAFETY, LEGAL AND ETHICAL 

IMPLICATIONS OF ARTIFICIAL 

INTELLIGENCE IN THE MILITARY 

DOMAIN: AN AUSTRALIAN ARMY 

PERSPECTIVE

Zena Assaad, Jessica Dorsey and Neil Renic

The integration of artificial intelligence into a range of military systems is no longer the 

subject of theoretical speculation. States are, at this moment, designing, testing, procuring 

and deploying AI-enabled and autonomous capabilities across all battlefield domains. 

These technological and military advances are taking place within an insecure geopolitical 

climate—intensified great power contestation; a resurgence of civilisational politics; 

destabilising arms racing; and the return of large-scale, inter-state war. Amidst such 

conditions, calls are growing for middle powers like Australia to evaluate their approach 

to military AI—accelerate innovation, compress regulatory processes, and optimise 

warfighting to better position itself against the security challenges facing the region.

This narrative leaves a lot unaddressed, including a range of questions with genuine 

moral weight. Firstly, is the military AI arms race as critical and seemingly inevitable as 

frequently described? If it is, then what does this actually license Australian policymakers 

to do in this space? Are existing technical safeguards sufficient or in need of reform? 

What are the unintended but foreseeable negative effects of speeding and scaling up 

our technological acquisition? Within the increasingly systematic, data-infused, sensor-

saturated battlefield we are building towards, can we realistically maintain human 

operators as something more than morally inert actioning devices? These questions do 

not fall away, regardless of how seemingly dire the political and military stakes may be.

Just as importantly, who ought to bear the costs for the choices we are making; for 

our greater appetite for innovation, experimentation and risk; for the uncertainties we 

are accepting, and in some cases, magnifying? Too often in war, it is the innocent. 

Responsible governance of this technology requires meaningful reflection about 

the innocent civilians most likely and least able to bear the costs when our military-

technological policies go awry.



2�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

There are also considerations around how existing legal frameworks can be applied 

to technologies that are changing the circumstances in which military decisions are 

made. How legal requirements are to be interpreted and implemented as decision-

making becomes increasingly dependent on systems that can process vast quantities 

of data, generate recommendations, and in some circumstances act with limited (or no) 

human intervention is becoming more critical by the day. These developments call into 

question the meaning and practical operation of human judgement and control, and make 

us critically inquire how legal responsibility can be maintained when the processes 

through which decisions are reached become increasingly complex, distributed, 

and technologically mediated.

For Australia, these problems are further shaped by the increasingly collaborative nature 

of defence technology development, including through AUKUS, a factor addressed in 

these collected papers. The development and integration of AI-enabled capabilities with 

allies and partners presents significant opportunities, while also creating challenges 

concerning interoperability, differing legal and regulatory requirements, assurance 

standards, and the allocation of responsibility across national and organisational 

boundaries. More fundamentally, AI integration may alter the ‘choice architecture’ within 

which military decisions are made, in so doing shaping which options are identified, 

how information is presented, the speed at which decisions must be taken, and the 

opportunities available for appropriate levels of human intervention and compliance with 

international law. The legal implications therefore extend beyond the question of whether 

particular uses of AI are lawful. These systems also introduce socio-technical implications 

concerning whether the systems, processes and institutional arrangements through which 

military decisions are made are capable of sustaining the exercise of lawful judgement 

and preserving meaningful accountability at various levels as the character of military 

decision-making changes.

The contributions in this compendium take seriously these questions, detailing how the 

Australian military can build meaningful assurance into AI-enabled systems across the 

entire lifecycle: research and design, procurement, testing, legal review, deployment, 

and use. These contributions are not agnostic as to the hard choices and difficult trade-

offs facing Australia within this security environment. But nor do they accept that the same 

pressures justify an abandonment of safety, legal, moral and political considerations.

We would like to acknowledge the time and effort of the following people who reviewed 

and provided feedback on the papers within this series: Mel McDowell, Hannah Crothers, 

Nicholas Carroll, Laura Bound, Simon McKenzie, Austin Wyatt, Chris Kourloufas, 

Lauren Sanders, Emily Clarke and Callum Hamilton.
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AI-DSS AND THE EROSION 

OF TECHNICAL INTEGRITY: 

RETHINKING HUMAN DECISION-

MAKING IN MODERN WARFARE

Zena Assaad and Adam Hepworth

‘Someone decided to compress the kill chain… Calling it an “AI problem” gives 

those decisions, and those people, a place to hide.’  

Kevin T Baker, The Guardian, 26 March 2026

Introduction

The adage of military artificial intelligence (AI) no longer being an imagined reality has 

become a standard opening remark for much of the discourse on the topic of AI in military 

operations. Current conflicts in the Ukraine, Palestine and Iran serve as a backdrop for 

this, demonstrating multiple accounts of AI use in active conflicts. This has shifted the 

discourse away from hypothetical instantiations to real-world case studies, with aspects 

of these case studies involving the use of AI decision-support systems (AI-DSS) for 

targeting operations. 

AI-DSS are currently being used in the Israel–Gaza war1 and the Russia–Ukraine war2 

and most recently in support of Operation Epic Fury between the United States, Israel 

and Iran.3 4 AI-DSS are systems designed to support decision-making by collating and 

analysing large datasets, shortening decision loops5 and generating decision-support 

outputs.6 These tools have a wide range of uses, which can be categorised into three 

broad functions: 

•	 description, synthesis and analysis, which involves collecting, organising  

and presenting data 

•	 prediction and extrapolation, which entails identifying patterns and trends in data, 

including forecasting possible outcomes and their probabilities 

•	 recommendations, which focus on recommending the most effective course(s) 

of action.7 
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Specific operational examples of AI-DSS used for targeting include Lavender (target 

prioritisation), The Gospel (intelligence fusion) and Where’s Daddy (location tracking), 

which have been used by the Israel Defence Forces (IDF) in Gaza.8 Lavender uses 

machine learning to assign a numerical score indicating the likelihood of a person being 

a member of an armed group. The Gospel processes surveillance data to generate and 

categorise targets. Where’s Daddy utilises location data from connected devices to detect 

and locate people identified as military targets. 

More recently, there have been reports indicating the use of Palantir’s Maven Smart 

System, a machine-learning and sensor-fusion command and control platform, as well 

as Anthropic’s Claude, a frontier large language model, in a decision-support capacity 

by the US military for targeting operations in Iran as part of Operation Epic Fury.9 Public 

reports suggest Claude was being used for ‘intelligence assessments, including for target 

identification and simulating battle scenarios’ in the lead-up to strikes on Iran.

The IDF claims that the use of AI-DSS has increased operational precision and 

accuracy,10 11 although reports of increased civilian death tolls in Gaza provide 

contradictory claims.12 This outcome is, in part, due to the limited accuracy, validation 

and reliability of these systems in real-world scenarios, as well as the level of procedural 

integration and oversight of targeting decisions.13 This highlights the impact of upstream 

decision-making in capability development intersecting with operational practices. 

Technology capabilities are not deployed in a vacuum; rather they are implemented into 

existing military systems and operational procedures, some of which they complement 

and others with which they conflict. These points of conflict are often identified and 

mitigated in both acquisition and operational processes; however, as the speed of fielding 

is prioritised, established processes can be narrowed or even overlooked.

In this paper we argue that the narrowing and omission of critical military processes 

results in an accumulative degradation of human decision-making over the lifecycle of an 

AI-enabled system, leading to eroded technical integrity and compromised operational 

effectiveness. We frame operational effectiveness in this paper through the lens of 

verification leading to protection, including the safety of non-combatants and combatants, 

consistent with the international humanitarian law (IHL) principles of distinction 

(distinguishing between combatants and non-combatants) and proportionality (ensuring 

disproportionate impacts to civilians during military operations are minimised). Through 

this lens, an AI-DSS may be functioning ‘as designed’ from an operational verification 

perspective, while still producing outcomes incompatible with objective IHL distinction 

and proportionality assessments.

We posit that human decision-making upstream of the point of use—in capability 

development through requirements setting, acquisition, design, test and evaluation, 

regulatory and standards compliance including Article 36 legal reviews, and the 
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assignment of accountable officers—is critical to technical integrity and operational 

effectiveness for AI-DSS when used in operational targeting processes. 

This position aligns with Australian responsible AI frameworks as presented in Australia’s 

Policy Settings for Responsible Use of Artificial Intelligence in Defence (2025), which 

establishes a values-based approach through three obligations for AI use: lawfulness, 

adherence to values-based principles, and proportionate controls.14 The policy requires 

Defence personnel to consider legal obligations at all stages of decision-making to 

acquire and use AI. While this is specific to legal obligations, it should be noted that the 

requirements stage establishes where principles of responsible behaviour must first be 

embedded, including technical requirements of which some fall under legally mandated 

regulations. Goussac and Boulanin15 articulate a similar approach, emphasising a need 

to consider principles of responsible behaviour throughout the acquisition lifecycle, 

rather than attempting to ‘retrofit’ them at a later stage. 

While this paper focuses on human decision-making, comparative literature on human 

agency should also be noted. Conn & Bode suggest that upstream agency could be 

eroded for AI-enabled systems, noting:

[M]ost of these ethical and legal discussions have revolved primarily around the 

point of use of a hypothetical AIS,16 and in doing so, one critical component still 

remains under-appreciated: human decision-making across the full timeline of the 

AIS lifecycle. 

Their proposed corrective action is a ‘policy knot’—as a recurring loop between policy, 

design and operational practice that must hold across the full lifecycle of an AI-DSS.17 

As the legal-analytical companion to this, Dorsey and Bo state:

[I]ncreased speed and scale in conflict made possible by the integration of 

AI-DSS, especially within the JTC [joint targeting cycle], can be a tradeoff with 

other considerations, such as the erosion or loss of human agency.18 

While these studies focus on human agency, they also highlight the significance of human 

decision-making across the system lifecycle, motivating the need for a comprehensive 

discussion of how to preserve human decision-making in AI-DSS beyond the point of 

procedural use and by what means.19 

The Institute of Electrical and Electronics Engineers Standards Association (IEEE SA) 

Research Group on Issues of Autonomy and AI in Defence Systems discusses the 

significance of technical testing, evaluation, verification and validation alongside human 

decision-making through the lens of human operators. While this could be characterised as 

a technical or policy challenge, we frame it also as a procedural challenge focused around 

the idea of human skills or human readiness level. Conn and Bode outline a need for 
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human readiness levels, modelled on the technical readiness level framework widely in use 

today. Australian defence policy articulates this need, noting that the policy takes a human-

centric approach to consider impacts across all functions. The policy goes on to establish 

the ‘accountable officer’ framework within the capability lifecycle, uplifting accountability 

from an operational-only lens to include acquisition. Recent literature20 highlights that 

acquisition can be deliberately structured as the implementation lever, with emerging 

defence acquisition reforms demonstrating progress systemically in Australia.

In this paper we introduce two critical military processes, the system lifecycle and the 

joint targeting process (JTP), highlighting how they intersect. We then discuss the 

complications of compromised technical integrity, focusing on three aspects central to 

AI-DSS in targeting operations: the speed and scale of target generation and nomination; 

the contention between accuracy and precision; and the explainability of the system 

outputs. We go on to explore the relationship between decision-making and time, and the 

impacts of AI-DSS on this relationship. In the final section we present recommendations 

for decision-makers across both the system lifecycle and the targeting operations.

The Cycles of Military Systems and Operations

Military operations are enabled and conducted via iterative and repetitive processes 

which have been established and refined over years, decades and centuries. These cycles 

facilitate procedural mechanisms for acquiring military systems and deploying them in 

operational contexts. There are two cycles we will focus on here, one at the acquisition level 

and the other at the operational level: the system lifecycle and the JTP respectively. 

System Lifecycle

At the acquisition level, systems engineering is a standard framework employed by 

many states to procure and acquire military systems.21 22 23 Systems engineering is an 

interdisciplinary approach that enables the successful realisation, use and retirement 

of engineered systems.24 This framework is built around the system lifecycle, a sum of 

phases and activities which bring a system into being, support and enable its use and 

then dispose of it once it can no longer serve its intended purpose.25 The system lifecycle 

is a linear succession of phases that involves cyclical processes within each phase.

Human-made engineered systems come into being through ‘purpose-driven human 

action’26 across a system lifecycle. The significance of the human role in the system 

lifecycle process, particularly the weapon system lifecycle,27 is critical to understanding 

the true impacts of AI-DSS used in targeting operations. 
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Various representations of system lifecycles exist. Within the context of this paper we 

will refer to the system lifecycle illustrated in Figure 1, adapted from our previous work.28 

We deliberately use an idealised end-to-end representation of a systems lifecycle, 

which has been adapted from the specific lifecycle in use in Defence and work from 

the IEEE SA Research Group on Issues of Autonomy and AI in Defense Systems;29 

importantly, the lifecycle has been amended to capture necessary considerations  

for AI-enabled systems. 

Figure 1. System lifecycle

This lifecycle involves four stages: three within the acquisition phase and the fourth within 

the utilisation phase of an engineered system. The four high-level lifecycles stages are:

1.	 Plan. The planning phase includes defining the scope and determining the objectives 

of a system. 

2.	 Design. The design phase involves outlining specific requirements, architectures, 

functions, interfaces etc. of the system. 

3.	 Develop. The development stage involves the actual building of the system,  

which includes testing, evaluation, verification, and validation (TEVV). 

4.	 Deploy. The deployment stage involves integrating the system into operations,  

which includes maintenance throughout the life of the system. 
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The iterative and cyclical nature of systems engineering practices is seen in the repetitive 

application of analysis, synthesis and evaluation across all four lifecycle stages, which 

progress linearly over time.30 Analysis resolves what is required and why, synthesis 

determines how it can be achieved, and evaluation assesses the trade-offs between 

the what and the how. A short note on terminology: acquisition and procurement are 

commonly used as synonyms; however, there is a distinction between the two terms. 

Procurement refers only to purchase, while acquisition encompasses the broader  

lifecycle process, including the act of procurement.31 

One of the core phases of a system lifecycle is TEVV, which predominantly, but not 

exclusively, occurs during the design and development phases. Testing and evaluation 

involves assessing the performance, reliability and safety of a system. It involves 

systematically examining and validating these factors to ensure they meet specified 

requirements and perform as intended. Testing and evaluation has four major categories:

1.	 Preview test and evaluation (T&E) to assist analysis and refinement of major 

acquisition options for approval

2.	 Development T&E to support design and development efforts at the beginning 

acquisition stages

3.	 Acceptance T&E, which is formal acceptance testing conducted when the system  

is more mature

4.	 Operational T&E, which involves testing what the system would be like in operation, 

using operation-like conditions or scenarios.

Verification refers to the evaluation of whether a product, service or system complies 

with a regulation, requirement, specification or imposed condition. It is often an internal 

process. Validation refers to the assurance that a product, service or system meets the 

needs of the customer and other identified stakeholders. It often involves acceptance 

and suitability testing with external stakeholders. In essence, verification is the process 

of ensuring you have built the system right and validation is ensuring you have built the 

right system. 

Targeting Cycle

The JTP is a cyclical and continuous activity consisting of six phases designed to support 

a commander in achieving an end state (detailed in Table 1).32 The JTP is the generic 

targeting methodology that has been used by the Australian military and developed 

against the US joint targeting cycle, which similarly consists of a six-phase process.33
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Table 1. Description of the six joint targeting process phases34

Phase Description

1 Commander’s guidance Mission, objectives, intent and desired effects 

2 Target development Intelligence direction, analysis, validation and target list 

management 

3 Capabilities analysis Best available means to affect targets or target sets

4 Force application Assigning forces, weapons and/or other capabilities to 

targets

5 Execution Applying the force to realise objectives and desired effects

6 Assessment Effects assessment, battle damage assessment, weapons 

effectiveness assessment, collateral assessment and re-

attack recommendations

Targeting refers to the process of ‘selecting and prioritizing targets and matching the 

appropriate response to them, considering operational requirements and capabilities’.35 

A target is defined as an object, person, organisation or geographic area which can be 

engaged or influenced in military operations to achieve a political end state.36

It should be noted that the JTP represents one specific model for targeting; however, 

it is not a universally adopted model. What this model represents, more broadly, is the 

institutional approach to military targeting operations. While not universal, it is emblematic 

of military operational processes and how weapon systems are deployed in such 

systematic and cyclical processes.

Within the JTP, there are two categories of targeting: deliberate targeting, which involves 

planned targets; and dynamic targeting which involves ‘targets of opportunity’—targets 

not identified or selected in time to be included in deliberate targeting processes.37 

Both of these categories broadly follow the same six-phase targeting process, with the 

critical differentiator being time. Dynamic targeting deliberately compresses the target 

development phase with the intention of enabling engagement of ‘targets of opportunity’. 

Similar to the system lifecycle, the JTP is an iterative and cyclical38 process intended 

to manage decision-making, across multiple human actors and systems, to achieve 

a desired outcome. These two cycles intersect when an engineered military system, 

which has been acquired through a systems engineering process, is deployed and utilised 

in targeting operations which employ the JTP. The cycles of decision-making within the 

system lifecycle ultimately have flow-on effects on the targeting process. For AI-DSS used 

in targeting operations, those flow-on effects emerge through an erosion of technical 

integrity which compromises operational effectiveness and is compounded by temporally 

compressed decision-making during operations, as is discussed in the next section.
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Through this work, we position the systems lifecycle (acquisition) as the upstream 

determinant of the JTP (operational)—two intrinsically connected processes. While 

human decision-making must be distributed across the total system, we argue that the 

most consequential system-level decisions are taken before the system is fielded.39

Compromised Technical Integrity

Technical integrity refers to a system’s fitness for service, safety and compliance with 

regulations.40 Fit for service differs from fit for purpose: the former refers to meeting 

technical standards and operational requirements and the latter relates to accomplishing 

intended functions or outcomes. Fit for purpose is outcome focused, while fit for service  

is system focused and a pillar of technical integrity.

Technical integrity is a product of human decision-making and a reflection of human 

intervention in engineered systems. One of the predominant methods for enabling 

technical integrity is through TEVV, which largely, but not exclusively, occurs during the 

design and development stages of the system lifecycle. Accelerated development of AI 

technologies is achieved through accelerated, or in some cases overlooked,41 systems 

engineering practices, including TEVV, which underpin technical integrity. Technical 

regulations are a means of enforcing and assuring TEVV practices, and consequently 

are an additional pillar of technical integrity;42 however, the absence of such regulations 

specific to AI has created an exploitable gap which further compromises technical 

integrity.

The narrowing and potential omission of these critical processes can lead to an 

accumulative breakdown of decision-making over the course of the systems lifecycle 

of AI-DSS, culminating in the erosion of TEVV: the foundation of technical integrity. 

Technical integrity enables consistency and reliability of systems,43 with the absence 

of these attributes resulting in inconsistent and unreliable systems. For example, the 

IDF’s use of AI-DSS for targeting operations in Gaza has been the subject of substantial 

reporting on the performance limitations of these systems.44 This point, more broadly, 

is structural and well established in the literature.45 It also alludes to a broader provocation 

around acceptable risk thresholds for AI-enabled systems in military operations, an open 

question which is beyond the scope of this paper. 

Offering a related critique of the argument in the absence of agreed AI risk thresholds, 

Khlaaf and Myers West state: 

AI technologists have instead advocated for risk tolerances skewed by a purported 

AI arms race and speculative ‘existential’ risks, taking over the arbitration of 

risk determinations with life-or-death consequences, subverting democratic 

processes.46 
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This perspective suggests that ongoing rhetoric about fabricated urgencies can mask 

irresponsible practices. We offer that this further motivates the need for deliberate 

treatment of the entire system lifecycle of AI-DSS, expanding beyond the weight of focus 

on operational-use phases.

The erosion of technical integrity has been identified as complicating three aspects 

central to AI-DSS use in targeting operations. These are the speed and scale of target 

generation and nomination; the contention between accuracy and precision; and the 

explainability of the system outputs. We suggest that all of these three points are 

manifestations of upstream decision-making which ultimately impact technical integrity 

and operational effectiveness, as we describe here.

Importantly, the Israel–Gaza war, the Russia–Ukraine war and Operation Epic Fury 

demonstrate, at present, the most in-depth examples of the use of AI-DSS in targeting 

operations. For these conflicts—in contrast to previous ones—much of the information 

on the specifics of use and associated limitations is presented and available in public 

reporting, as opposed to academic literature; however, many aspects of reported claims 

are substantiated by technical publications in academic discourse, which we present 

alongside our argument.47 

Speed and Scale of Target Generation and Nomination

Multiple investigative reports into the IDF’s use of AI-DSS in targeting operations 

document the increased speed and scale of target generation and nomination afforded 

by the use of these systems. Retired Lt Gen Aviv Kohavi, IDF Chief of Staff until 2023, 

described The Gospel as capable of producing 100 targets per day (over 36,500 

annually), against approximately 50 per year for human analyst—a rate increase 

exceeding two orders of magnitude.48 49 50 51 It has been reported, although also 

contested, that human analysts were making decisions regarding a single target within 

20 seconds, prior to authorisation. This is consistent with the technical capacity of 

AI-DSS, which are capable of analysing very large datasets within compressed time 

frames.52 Target development, phase two of the JTP, involves intelligence direction, 

analysis, validation and target list management—tasks traditionally distributed across 

multiple human analysts. The deployment of AI-DSS in the targeting process compresses 

these tasks temporally and procedurally, as well as informationally. 

While speed is a factor in targeting operations, particularly for dynamic targeting, speed 

at the expense of operational effectiveness presents a paradoxical challenge. A system is 

deemed fit for purpose when it accomplishes or supports the accomplishment of intended 

functions or outcomes. In the case of targeting operations, a system deployed in the JTP 

will be deemed fit for purpose if targets are correctly identified and engaged in a manner 

deemed operationally effective; here we take that to mean compliant with IHL principles  

of distinction and proportionality, as we outlined previously in this paper.



� 13

Australian Army Occasional Papers 

AI-DSS and the Erosion of Technical Integrity: Rethinking Human Decision-Making in Modern Warfare

For AI-DSS, the scaled and accelerated identification of targets may allude to a fit-for-

purpose system; however, the accuracy of those identifications and the precision of 

their engagement lends a different perspective. A system can be fit for purpose but not 

fit for service, an underpinning principle of technical integrity. AI-DSS used in targeting 

operations are an example of a type of system which could be argued to be fit for purpose 

but not fit for service. 

The erosion of technical integrity which would deem a system fit for service can be 

the result of the narrowing and omission of critical military processes, leading to an 

accumulative degradation of decision-making upstream of the point of operational use. 

The acquisition phase of the system lifecycle—plan, design, develop—traditionally 

consists of decision-making windows which allow for considerations around objectives 

of a system, identifying requirements, architectures and functions, legal obligations, and 

TEVV, among others. The shifting military acquisition landscape has temporally and 

procedurally compressed these opportunities for intervention. This may be why we are 

seeing the deployment of AI-DSS in targeting operations which are fit for purpose but not 

fit for service. 

The erosion of technical integrity of AI-DSS used in targeting operations paradoxically 

complicates the allure of speed and scale of target generation and nomination because 

the claims of efficiency and effectiveness are contradicted by the reality of operational 

outcomes. If these systems were as efficient and effective as claimed, it would be 

logical to assume civilian casualties from targeting operations involving AI-DSS would 

be minimal, in line with the definition of operational effectiveness presented herein. 

However, reporting on the civilian death toll in Gaza points to a disproportionately high 

number of non-combatant casualties.53 54 55

The use of AI-DSS in targeting operations is not the sole factor contributing to limited 

operational effectiveness. This outcome is also a product of deploying systems which 

lack technical integrity into targeting operations, conducted without deliberate, considered 

and timely decision-making. We note that, specifically regarding the IDF, speed and scale 

have historically been prioritised in their intelligence gathering and targeting activities.56 57 

The degradation of upstream decision-making begins to bleed into operational decision-

making through the encouragement of temporally and procedurally compressed decision-

making practices during targeting operations. The pursuit of speed and scale begins 

upstream of operations, during the acquisition phase of the system lifecycle, and is 

carried forward into operational practices in the JTP. 

On the first morning of Operation Epic Fury, US forces struck the Shajareh Tayyebeh 

primary school in Minab, in southern Iran, killing approximately 156 people, including 120 

children, most of them girls aged between seven and twelve.58 59 A preliminary US military 
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investigation determined US responsibility for the strikes. As widely reported, two AI 

systems were used: Palantir’s Maven Smart System for targeting and querying underlying 

databases, and Anthropic’s Claude large language model in a decision-support 

capacity.60 The Commander of US Central Command, US Navy Admiral Brad Cooper, 

has stated on public record:

these systems help us sift through vast amounts of data in seconds so our leaders 

can cut through the noise and make smarter decisions faster than the enemy can 

react. Humans will always make final decisions on what to shoot and what not to 

shoot and when to shoot.61 

In 2016, the building had been separated from an adjacent Islamic Revolutionary Guard 

Corps compound and converted into a school. The change was noted to be visible on 

both satellite imagery and local business directories.62 An investigation into this incident 

found that an analyst had recorded their observation of the change in 2019; however, 

the analyst’s record was not entered into a digital tool connected to a US military official 

targeting database.63 This critical piece of information was therefore missing from the 

targeting process. A subsequent investigation found repeated decision-making failures 

over several years, pointing to broader systemic issues. Our focus here is on the 

disconnect between upstream decision-making and operational outcomes.

The design and development phases of the system lifecycle include activities around 

implementation compatibility: determining how a system can be robustly and effectively 

integrated alongside other systems.64 65 The investigation into the Minab school bombing 

revealed a disconnect and a level of incompatibility among the many systems, both 

technical and operational, utilised in military targeting operations, highlighting the true 

complexity of system implementation—a complexity which requires its own inquiry that 

is beyond the scope of this paper. As previously noted, AI systems are not deployed in 

a vacuum; rather they are implemented into existing military systems and procedures, 

some of which they complement and others which they conflict with. 

The preliminary findings indicate an accumulation of failures across the system lifecycle, 

of which TEVV practices and consideration of implementation compatibility in the 

acquisition phase could possibly have minimised the likelihood. A mitigation mechanism 

such as mandated data quality assurance practices may have emerged during the TEVV 

process, when limitations of a system are identified, through testing and evaluation, 

and mitigations are developed to compensate for them. This is how consistency and 

reliability—that is, technical integrity—can be assured. As processes are being narrowed, 

or in some cases omitted, the opportunities for human intervention, in the form of 

decision-making, are also being constrained. Errors can propagate into the targeting 

process, in which a verification of the target’s status would have been likely to result in a 

revised assessment. 
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Table 2 summarises open-source reporting of AI-DSS functions deployed in Operation 

Epic Fury, and the role of these technologies in decision support. As with the use of AI 

across a wide range of applications, both civilian and military, we observe that a single, 

monolithic AI-DSS was not used. Rather, a series of discrete technologies were used 

to support specific decision outcomes. From available information, it is unclear how 

decision inputs were handled and the ways in which errors manifested through decision-

making processes. However, the accumulation of errors across successive decisions 

does highlight the implications of accumulative decision failure, and how this can rapidly 

propagate to lethal outcomes. 

Table 2. Analysis of AI-DSS roles in the Shajareh Tayyebeh strike66 67 68

Decision input AI-DSS function Technology

Sensing Integration of satellite imagery, 

signals intelligence and 

uncrewed system sensor data

Maven Smart System, machine 

learning vision models and 

machine learning sensor models 

Target detection  

and classification

Object recognition and detection 

confidence scoring 

Maven Smart System

Intelligence 

contextualisation

Template matching (algorithmic 

detections correlated to military 

facility records)

Human-curated Defense 

Intelligence Agency database with 

legacy data (not updated post 2016 

changes)

Course-of-action 

development and 

recommendation

Targeting prioritisation Maven Smart System

Intelligence curation Search, summarisation and 

synthesis of intelligence 

reporting

Large language model, reportedly 

Anthropic’s Claude 

The emergence of narrowing and omission of critical processes through temporally and 

procedurally compressed decision-making for AI-DSS in the acquisition phase is likely 

to be a key contributing factor in technical integrity erosion, which manifests during the 

deployment of AI systems into targeting operations, leading to compromised operational 

effectiveness. It is this accumulation of degraded decision-making across the entire 

system lifecycle—from acquisition through to utilisation—which leads to outcomes such 

as the example provided. 

Three months after Russia’s invasion of Ukraine, Palantir Technologies chief executive 

Alex Karp arrived in Kyiv to meet President Zelensky, offering to deploy the company’s 

data and artificial intelligence software in support of Ukraine’s defence.69 Palantir 

subsequently entered agreements with at least six Ukrainian agencies, including the 

Ministry of Defence, the Ministry of Digital Transformation, the Ministry of Economy, 

and the Ministry of Education.70 The MetaConstellation platform, now operational, 
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tasks commercial satellite imagery from Maxar Technologies, Planet Labs and Capella 

Space; integrates signals intelligence; and produces target packages which, in Karp’s own 

assessment, render Palantir software ‘responsible for most of the targeting in Ukraine’.71 

The specifics of the agreements remain confidential.72 

This case highlights the emerging commercialisation of military decision-making 

processes through acquisition, with essential operational and intelligence decisions 

potentially outsourced to commercial entities. While the need for procurement as 

implementation here is evident, greater risks may be yet to manifest downstream. 

The Center for Security and Emerging Technology’s Margarita Konaev has framed 

the risk as follows: 

Most companies operating in Ukraine right now say they align with U.S. national-

security goals—but what happens when they don’t? What happens the day after?73

We have described technical integrity as a means of enabling consistency and reliability 

in systems. In the case of AI-DSS, these systems may be capable of scaling and 

accelerating target identification; however, issues with consistency and reliability emerge 

in the accuracy and precision of those targets and the method of their engagement.

Contention Between Accuracy and Precision

Accuracy and precision are two terms which mean different things at a technical level. 

In computer science, precision refers to consistency evident through a lack of, or minimal, 

variance; whereas accuracy refers to the correctness of outputs.74 For example, if an 

AI-DSS correctly identified or classified targets, it would be deemed an accurate system, 

and if it consistently produced the same identification and classification results for 

individual targets when prompted multiple times, it would be deemed a precise system. 

An AI-DSS which produces incorrect target identifications and classifications would be 

deemed inaccurate; however, if it produced the same output multiple times, despite the 

output being incorrect, then it would be considered precise. It is for this reason that the 

distinction between accuracy and precision is important to delineate. The characteristic of 

precision for software systems is not an indication of accuracy or correctness, and while it 

may make a system fit for purpose, it does not necessarily make it fit for service. 

Precision and accuracy are technical factors which are commonly assessed during 

TEVV and contribute to the consistency and reliability of a system. What is challenging 

about AI-DSS used in targeting operations is the dependency on non-technical factors 

for ensuring technical accuracy. Some of these factors can be captured during the 

acquisition phase, while others require tailored decision-making at the operational level. 
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Complexity is an emergent property of AI-DSS,75 and AI-enabled systems more broadly, 

wherein certain behaviours or outputs only emerge at the system of systems level, in 

which there are interconnections and interactions with other elements.76 One of those 

elements is data. All AI-enabled systems are data-dependent systems which produce 

outputs based on training datasets. It is almost impossible to curate a dataset, for any 

industry or context, which captures every aspect of an operating environment.77 This is 

especially true for military operating environments, which are inherently dynamic and 

often unpredictable. An AI-DSS may be considered precise and accurate prior to 

deployment, based on its performance against a bounded use case represented in its 

training dataset, but inaccurate once deployed in a context which exceeds the bounds 

of its training dataset. 

For AI-DSS, or AI systems more broadly, accuracy is neither static nor definitive. This is why 

a system may be deemed fit for service at the point of deployment but its technical integrity 

may erode once it is deployed in targeting operations in which accuracy, an operational 

requirement of the system, becomes compromised. Here, the erosion of technical integrity 

did not begin at the point of deployment; rather, it began upstream of the point of use as a 

result of narrowed or omitted TEVV processes, the implication of which was amplified when 

the system was deployed in the targeting process. 

One of the major categories of testing and evaluation is operational testing, which 

involves testing what the system would be like in operation using operation-like 

conditions or scenarios. While it is true that the dynamic and unpredictable nature of a 

military operating environment is almost impossible to completely capture in a dataset, 

the limitations that come with this reality must be mitigated through both technical 

interventions (technical controls) and operational practices (procedural controls). 

One example of an operational practice to mitigate accuracy limitations is verification 

requirements of identified targets during targeting operations that extend beyond 

a performative ‘rubber stamp’. This may include integrity checks of information—

integrity in this context refers to how much the information can be relied upon (trusted). 

Mitigation strategies and redundancy measures, at both the system and operational 

levels, are standard outputs of the TEVV process. Because the TEVV process is being 

procedurally and temporally compressed with AI-enabled systems, the foresight that 

traditionally comes with these practices is now evidently missing. This raises questions 

around the extent to which these systems are truly fit for purpose. 

Verification is the process of evaluating whether a system is fit for service against 

regulations and technical requirements and specifications, and validation determines 

whether it is fit for purpose against stakeholder needs. The former underpins technical 

integrity, while the latter supports customer needs and expectations. In this paper we 

have argued that upstream decision-making erodes technical integrity across the system 

lifecycle, and this erosion of technical integrity is evidently complicating fitness of purpose 
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during system operation. Different decision-making upstream of the point of use can 

minimise, but not eliminate, the potential for system inaccuracies through technical 

interventions where feasible, and can mitigate the impacts of inevitable inaccuracies 

during operation through operational mitigation and redundancy measures. These 

opportunities for human intervention, through decision-making during the acquisition 

phase, can be narrowed and/or omitted, with consequences that manifest during the 

operational phase when these systems are deployed in targeting operations. The result 

is systems which are neither fit for service nor fit for purpose.

When implemented in targeting operations, such as the JTP, the accumulative degradation 

of decision-making is compounded by the absence of operational directives specific to 

the limitations of the system, which traditionally help to compensate for these limitations. 

The systemic and procedural nature of the JTP, be it in deliberate or dynamic targeting, 

may give the semblance of structure to targeting operations which employ AI-DSS; 

however, the reality of eroded technical integrity is the absence of consistency and 

reliability, which is evident in the contention between precision and accuracy. 

This scenario highlights the intrinsic connection between the acquisition phase and the 

targeting process; how the contention between precision and accuracy at a technical 

level complicates the classification of systems as fit for purpose, fit for service, or neither; 

and the cascading impacts of that on operational effectiveness. 

Explainability of System Outputs

The intended purpose of AI-DSS is to support, rather than replace, human decision-

making.78 79 Ultimately, the decision to engage an identified target sits with a human, 

regardless of the system or systems deployed within the targeting process to support 

that decision. A critical part of decision-making is analysing and interpreting information, 

a task which has been absorbed by AI-DSS because of their capacity to analyse large 

amounts of information in rapid timeframes. While the analysis and interpretation of 

information may be delegated to AI-DSS, the requirement for interpreting system outputs 

to inform decision-making remains with humans. 

It is difficult to interpret system outputs when the logic for how those outputs were 

produced is not clear or transparent.80 The outputs of AI-DSS are not readily interpretable 

because the computational process for achieving those outputs is too complex, which 

is why these systems are labelled ‘black box’ systems.81 This is where the contention 

between precision and accuracy further complicates operational effectiveness. 

Misinterpretation of information can result in inaccurate perceptions or understandings 

of a military operation, and imprecise or inaccurate AI-DSS present greater opportunities 

for misinterpretation, particularly when the opacity of these systems makes interrogation 

of their outputs difficult. If an AI-DSS is precise but inaccurate, it may produce the same 
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incorrect output multiple times, leading to the assumption that the output is correct 

because the system consistently produces it. In the absence of explainability of the 

system output, detecting that inaccuracy may not be straightforward. 

In addition to consistency and reliability, what technical integrity also enables is trust. 

In the context of this paper, trust is defined as confidence in the reliability of a system 

when used in the intended operation of use, a definition introduced in previous work by 

the authors.82 While the topic of trust in the context of AI-enabled systems warrants its 

own paper, here we highlight one of the important elements of trust: trust calibration. 

Over-trust or under-trust in AI-enabled systems leads to ineffective outcomes, with a 

calibrated level of trust being the ideal middle ground.83 When the contention between 

precision and accuracy is presented against an opaque AI-DSS in which the system 

outputs are not readily explainable, the result is miscalibrated trust. Over-trust leads to 

overconfidence in system outputs under the assumption the system is always correct,84 

and under-trust leads to underutilisation of system capabilities through misuse or 

dismissal of system outputs.85 

Explainability of system outputs is a means of supporting calibrated levels of trust 

in AI-DSS, a necessary requirement when these systems are deployed in targeting 

operations. Over-trust in system outputs can encourage a de-emphasis on the need for 

human verification of targets, leading to humans acting as a superficial ‘rubber stamp’ 

during targeting operations.86 Under-trust in system outputs may lead to the dismissal of 

identified targets or to missed ‘targets of opportunity’ in dynamic targeting operations. 

Explainability of system outputs can be identified as a requirement of AI-DSS during 

the acquisition phase—noting that expectations around what that explainability looks 

like must align with technical feasibility. Additionally, robust TEVV practices upstream of 

the point of use would soften the contention between precision and accuracy and would 

enforce consistency and reliability in the system in support of technical integrity, resulting 

in systems which have a greater likelihood of promoting calibrated levels of trust during 

operation.

The Relationship Between Decision-Making and Time

There is a strong relationship between decision-making and time. The use of AI in the 

military domain has impacted this relationship by compressing both decision-making 

timeframes and the opportunities to make decisions. For the system lifecycle, decision-

making is static in nature, while the targeting process involves dynamic decision-making. 

Static decision-making treats the decision task and process as fixed in time, while 

dynamic decision-making takes into account either the duration of decision-making, 

the optimal time to make a decision, or changes in the decision structure as a function 
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of time.87 The system lifecycle involves static decision-making because the sequence 

of decisions across the linearly progressing lifecycle phases are not subject to constant 

change, whereas targeting operations involve dynamic decisions resulting from the 

intrinsically dynamic nature of military operating environments. 

The ongoing AI arms race has incited a ‘fabricated fear of falling behind’,88 which has 

consequently accelerated the acquisition of AI-enabled military systems. The pace of 

planning, designing and developing engineered systems in the private technology sector 

has been condensed to promote technology adoption at unprecedented speed and scale. 

This compressed process narrows the opportunities for human intervention and critical 

decision-making windows. AI systems further exploit the factors of speed and scale 

through their capacity to analyse large datasets in rapid timeframes. When implemented 

into the targeting processes, this capacity for narrow decision-making timeframes shifts 

the relationship between decisions and time within targeting operations.

Compromised technical integrity is compounded by temporally compressed, high-stakes 

decision-making during targeting operations. Although contested, reporting on the IDF’s 

use of AI-DSS indicates that approximately 20 seconds is devoted to reviewing AI-DSS 

generated targets before engagement authorisations.89 This limited timeframe calls 

into question the purpose of humans in this evolved targeting process. While dynamic 

targeting is designed to be at a higher tempo in comparison to deliberate targeting, 

the targeting process, as outlined in Table 1, still requires a minimum viable time to be 

completed. Accelerated operational decision-making not only has the potential to result in 

ineffective operational outcomes; it also disrupts broader geopolitical tensions as ‘speed 

optimised past the pace of human judgment is itself an escalation mechanism’90—an 

escalation mechanism hidden under the veneer of a data-driven approach.91

Military operations are often framed as time sensitive or ‘high tempo’;92 hence the speed 

characterisation of AI-DSS fits within this framing as a positive intervention. Military 

operations involve cycles of decision-making, as is outlined in the previous section, and 

decision-making requires time, a requirement which challenges the purported benefit of 

AI-DSS. When these two time-dependent constructs are combined, balancing between 

pursuing speed and preserving time for decision-making becomes a difficult and 

precarious task. In the case of current deployments of AI-DSS in targeting operations, 

the scales are tipped in favour of accelerated decision-making, leading to compromised 

operational effectiveness, as was evident in the Minab school bombing.

Balancing decision-making and time is ultimately a trade-off between the benefits and 

shortcomings on either side. The inherent safety-critical nature of military operations 

adds an additional layer of complexity in the form of catastrophic outcomes when things 

go wrong. The nature of safety-critical operations, such as targeting operations, demand 

time and consideration in decision-making. However, for targeting operations, there may 
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be circumstances in which that time and consideration cannot be afforded. The issue we 

are seeing with AI-DSS used in targeting operations in current conflicts is the exploitation 

of operational time sensitivity which encourages accelerated decision-making as a 

standard practice. Accelerated decision-making aided by AI-DSS that lack appropriate 

human oversight and thorough technical integrity may be exposing military forces to 

inconsistent and unreliable systems informing decisions of life and death.

Recommendations

Recommendation 1: Technical integrity should be a mandatory requirement  

of AI-DSS intended for use in targeting operations, with evidence of ‘fitness  

for service’ demonstrated upstream of the point of use.

In this work we have argued that AI-DSS employed for targeting operations are at risk 

of being fit for purpose but not fit for service. Goussac and Boulanin frame procurement 

as the mechanism that serves to implement political commitments and legal obligations. 

Contracting within the acquisition stage is highlighted as: 

a critical opportunity for implementing principles of responsible behaviour 

because it determines what the supplier must deliver and prove (including claims 

about the results of testing and assurance processes), who is accountable for 

certain risks and failures, and what obligations and requirements are borne by 

the parties. 

While the Policy Settings for Responsible Use of AI in Defence establish a values-

based architecture, we advocate for further technical integrity depth to meaningfully 

operationalise the policy. This may include the development of fit-for-service evidence, 

such as contextual TEVV under realistic conditions to draw out system friction and 

fracture points, draw out failure modes and establish robust mitigation strategies. 

The caution of Conn and Bode that ‘if the use of the system seems to turn human users 

into button pushers and therefore risks only securing nominal human control … this 

needs to be flagged in earlier stages during testing’ applies directly: fitness-for-purpose 

performance is not a substitute for evidence of fitness for service.

Recommendation 2: Speed of operational decision-making should be assessed 

against operational effectiveness, which should include IHL obligations.

High-tempo operations do not always lead to operationally effective outcomes. 

Accordingly, the potential advantages of accelerated operational decision-making should 

be assessed against operational effectiveness. In this paper, we frame operational 

effectiveness as verification leading to protection, including the safety of non-combatants 
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and combatants, consistent with the IHL principles of distinction (distinguishing between 

combatants and non-combatants) and proportionality (ensuring that disproportionate 

impacts on civilians during military operations are minimised). 

Recommendation 3: AI-DSS operational effectiveness for targeting operations 

should be quantitatively verified against established benchmarks and validated 

against the commander’s intent prior to deployment. 

A complete operational effectiveness assessment for AI-DSS in targeting operations 

should evaluate performance against four dimensions: mission achievement, force 

preservation, operational tempo and IHL compliance. Validation against a commander’s 

intent provides the standard against which trade-offs between these dimensions are 

resolved, and retains human command and operator engagement throughout critical 

phases of the targeting cycle. Consideration should be given to the design and interface 

of AI-DSS to support human engagement, negating potentially irreversible ‘automatic 

acceptance’ of outputs.93

Conclusion

This paper has examined the lifecycle of AI-DSS deployed in military targeting, exploring 

failure modes evident at the point of use resulting from upstream decisions in acquisition 

and capability development. The omission of critical military processes results in an 

accumulative degradation of decision-making across the lifecycle, eroding technical 

integrity of the system and compromising operational effectiveness in the targeting 

operations for which such systems are deployed. We have explored the intersection 

of acquisition and operational processes through a use-case based approach to highlight 

potential pitfalls and challenges that arise from the integration of AI-DSS. The forward-

looking question is not whether AI-DSS will be deployed in targeting; these systems are 

already deployed. This paper highlights the compounding impacts of narrowed and omitted 

critical military processes across the system lifecycle and how these manifest when 

systems are utilised in military operations, specifically targeting operations. The question 

is whether the institutional governance architecture of acquisition, command accountability 

and operational TEVV will adapt to evolving military procurement processes. 
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Introduction

Militaries around the world are increasingly integrating various types of AI technologies 

into weapon systems and forms of military decision-making, including in relation to 

targeting. AI techniques that may be used for such applications include computer 

vision systems, natural language processing, large language models (LLMs) and big 

data analytics.1 In parallel to this accelerating trajectory, the past decade has seen a 

diversified governance discussion across several international forums. This discussion 

is characterised by both formally institutionalised processes at the United Nations (UN), 

especially the Group of Governmental Experts on Lethal Autonomous Weapon Systems 

(GGE on LAWS) and more ad hoc, multi-stakeholder initiatives such as the Responsible 

AI in the Military Domain (REAIM) summits.2 The discussion has matured into lists of 

potential governance principles in the form of voluntary commitments.3 This article 

focuses on the principle that pertains to maintaining the central role of humans in  

the use of force. 

From the beginning of the international debate, stakeholders have been invested in 

examining how the use of various AI technologies affects the role of humans in military 

decision-making. Consequently, the importance of safeguarding the human role is 

mentioned as a central concern in practically all outcome documents pertaining to 

autonomous weapon systems and AI in the military domain.4 Various terms have been 

used to describe this human role, with the most prominent being human control—



� 29

Australian Army Occasional Papers 

Pathways Towards Ensuring Human Control and Judgement  

Across the Military AI Lifecycle: An Australian Army Perspective

sometimes with the qualifier ‘meaningful’—and human judgement. The June 2026 version 

of the GGE on LAWS rolling text, for example, refers to ‘human judgement and control’ 

in combination.5 At the same time, ‘human control and judgement’ remains contested 

as a term and lacks a universal definition. Many actors, including from Australia, have 

expressed reservations about employing the specific term ‘human control’.6 In this article, 

we do not take this concept to imply either constant or homogenous types of human 

supervision in decision-making about the use of force. We understand human control as 

the capacity to exercise agency: to reasonably understand and foresee an AI system’s 

functions and effects in a relevant context, to deliberate on context-appropriate actions, 

and to act on these deliberations.7 Focusing on human agency as an integral component 

of human control and judgement allows us to move away from the binary assumption of a 

hierarchical relationship of humans and AI technologies.8 Broadly understood as ‘the ability 

to take actions or affect outcomes’,9 the term ‘human agency’ captures a nuanced account 

of the relationship between humans and AI technologies, including how types and degrees 

of human–AI interaction influence the capacity for any exercise of human agency.10 

Given that safeguarding human control and judgement is such a longstanding concern, 

there have been some efforts directed at turning this principle into practice.11 Many of 

these efforts recognise that securing human control and judgement cannot take place 

at the stage of employing particular applications of AI alone but needs to happen across 

the whole lifecycle of AI systems, and especially at the early lifecycle stages of pre-

development, design and procurement, as well as testing, evaluation, verification and 

validation (TEVV).12 Securing the exercise of human control and judgement will therefore 

involve various groups of humans who exercise their agency in a way that is appropriate 

to the context.13

This paper sketches concrete pathways for implementing the widely recognised principle 

of human control and judgement in the use of force through highlighting sets of best 

practices across the AI lifecycle for policymakers, military personnel and developers.14 

These pathways are based on work conducted by the AutoPractices project, which 

brought together 49 diverse stakeholders to co-create a best practices toolkit to sustain 

the human role in the context of using AI-based systems in the military domain.15 To make 

the potential application of these practices more concrete, we connect their exercise to 

the case of AI-based decision support systems (AI DSS). We define AI DSS as ‘tools 

that use AI techniques to collect and analyse data and provide information about the 

operational environment, as well as actionable recommendations, with the aim of aiding 

military decision-makers’.16

The remainder of the paper is structured as follows. First, we highlight why human control 

and judgement continues to occupy such a central place within debates about AI in the 

military domain, foregrounding safety, legal and ethical reasoning. Second, we situate 

the Australian Government’s position regarding human control and judgement in the 
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context of integrating AI in military decision-making, including Australia’s participation in 

the international governance debate. Third, we review how sets of best practices along 

the AI lifecycle can contribute to operationalising human control and judgement through 

unpacking its safety, legal and ethical components. We focus, in individual sub-sections, 

on best practices that can be performed by Australian policymakers, military personnel 

and developers within the context of developing and using AI DSS, as well as potential 

points of tension and implications for the Australian Department of Defence (Australian 

Defence). Finally, we conclude by sketching open questions and areas of inquiry.

The Importance of Exercising Human Control and Judgement: Safety, Legal 

and Ethical Purposes

Securing the retention of human control and judgement in military decision-making 

pertaining to the use of force continues to receive broad support.17 For example, at the 

March 2026 meeting of the GGE on LAWS, state delegations characterised the human 

dimension as central to the group’s mandate of proposing ‘a set of elements of an 

instrument … to address emerging technologies in the area of LAWS’.18 It is important 

to underline this enduring importance, because the governance debate around AI in the 

military domain is under stress at the time of writing (June 2026). The United States, for 

example, moved away from its previous commitment to soft governance and explicitly 

suggested removing references to human control and judgement from the GGE on LAWS 

rolling text at the March 2026 meeting. Simultaneously, the 2026 REAIM Summit outcome 

document was only endorsed by 39 states, compared to the 61 states who had endorsed 

the 2024 REAIM Blueprint for Action. The AI governance debate is therefore also affected 

by a deteriorating global security situation and an ongoing rupture in the international 

rules-based order, visible in the strains put on the regulatory capacity of international law. 

The importance of the human control and judgement principle has become an almost 

intuitive reference point in the international debate, but it is important to spell out clearly 

why this is the case.19 As Davidovic highlights, policies implementing this principle need 

to be precise—both about what types of human roles there are across the AI system 

lifecycle and about what purpose the human role serves.20 We unfold safety, legal and 

ethical purposes of ensuring the exercise of human control and judgement. As described 

in the introduction, we consider human agency as an integral component of enabling 

human control and judgement. It is particularly important to ensure that AI DSS are 

employed in a way that strengthens humans’ ability to act and affect outcomes, instead 

of undermining their potential to exercise their agency.21

Safety purposes: Retaining human control and judgement is often characterised as an 

important safety guardrail in deploying AI technologies in the military domain. This is 

essentially a functional argument that is tied to the continued concerns around both the 

reliability and predictability of AI technologies.22 For example, LLMs inevitably produce 
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factually incorrect information as part of their core statistical design.23 The purpose of 

retaining human control and judgement aligns with that of other safety-critical domains 

where the human being adds value in compensating for LLM unreliability and spotting 

incorrect information.24

Legal purposes: Across the long-running legal debate, two (somewhat) distinct purposes 

of human control and judgement have been spelled out. First, some contend that 

such a principle is already part of the spirit of international law, including international 

humanitarian law (IHL), albeit in implicit form. As Heyns argues, ‘since the use of 

force throughout history has been personal, there has never been a need to make this 

assumption explicit’.25 As the very institution of (international) law and justice is therefore 

human-centric,26 the role of the human needs to be maintained for the purpose of overall 

institutional stability.27 Second, others argue that the exercise of human control and 

judgement is the basis for and a means to ensure compliance with international law,28 

as ‘only natural persons are capable of administering the performance of IHL obligations 

binding on States’.29 

Ethical purposes: Centrally retaining the exercise of human control and judgement 

ensures the continued presence of ethical and moral reasoning. This serves the purpose 

of countering the risk of a technological systematisation of violence associated with AI 

technologies in the military domain.30 This line of reasoning underlines that warfare is 

a human activity that is characterised by vast moral dilemmas and therefore requires 

contextual human decision-making. Having unfolded the safety, legal, and ethical 

purposes that human agency serves, we now highlight Australia’s approach to AI in 

defence and its positioning in the global governance debate. 

Responsible AI and Human Control in Australian Defence

Australia is both a key developer of AI in defence and a prominent participant in 

governance debates on AI in the military domain.31 Its 2026 and 2024 National Defence 

Strategies highlight that ‘as a middle power, Australia must seek military advantage in 

innovative ways, including through developing asymmetric advantage’,32 which includes 

developing technologies grouped under the term ‘AI’. This objective is also stated in the 

2024 Defence Innovation, Science and Technology Strategy, which describes innovation 

as key for Australia’s strategic position as a middle power in the Indo-Pacific great power 

competition.33 As part of this strategic positioning in the regional and global orders, 

Australia’s approach seeks to particularly leverage AI for human–machine teaming, 

as well as to innovate and generate asymmetric advantage.

Many of the AI capabilities that Australian Defence has been developing, testing 

and demonstrating focus on AI technologies being used as a tool to support military 

personnel. In January 2026, the Australian Government announced an investment 
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of almost AU$40 million in collaborations with research institutions for ‘decision 

advantage’.34 Official documents and discourses highlight that the main objective is not 

to replace humans but to assist Australian Army personnel in decision-making, as this 

is what is perceived to give strategic advantage.35 As highlighted by Wing Commander 

Kate Conroy during Exercise Talisman Sabre 2025, which involved an AI-based system 

tested on a flight of the P-8A Poseidon aircraft, ‘The AI adds value when the crew need 

it, and helps them make faster, smarter decisions … AI is a helper, not a decider’.36 The 

Royal Australian Air Force has outlined its vision of becoming ‘AI-ready’ and developing a 

‘concept of human-machine teaming’ where AI DSS play a key role.37 One of the systems 

disclosed by the Air Force is the cognitive assistant avatar Sergeant AIMEE, a chatbot 

that is portrayed as being useful in the education and training of personnel.38

At the same time, Australia has been actively involved in global debates on potential 

governance of AI in defence, such as discussions on LAWS held at the UN under 

the framework of the Convention on Certain Conventional Weapons. Throughout its 

participation in UN expert meetings on LAWS, Australia has highlighted its commitment 

to the principle of safeguarding the human role in the use of force, although without 

supporting new legally binding measures on human control and judgement in the 

development and use of autonomous weapons. It ‘considers “human control” or 

“human involvement” as one means—but not the only means—of ensuring compliance 

with’ international humanitarian law, adding that the ‘level of human control or human 

involvement will vary depending on the context of the use of a LAWS’.39 

Australia has also endorsed all the outcome declarations from the three REAIM 

summits: the Call to Action (2023), Blueprint for Action (2024) and Pathways to Action 

(2026). It joined the 2023 US Political Declaration on Responsible Military Use of AI and 

Autonomy.40 Moreover, it voted in favour of UN General Assembly resolutions on LAWS 

(2023 and 2024) and on ‘Artificial intelligence in the military domain and its implications 

for international peace and security’ (2025). As noted in the introduction, most of these 

initiatives include a reference to safeguarding the human role, although these references 

might be formulated using different terms.41 For example, the 2026 REAIM Pathways to 

Action document mentions that ‘AI-enabled decision support systems should support, 

not replace, the exercise of human judgement’.42

Building on Australia’s commitments, Australian documents have proposed practical 

ways of implementing the principle of human control and judgement in the use of 

force, including in the context of autonomous weapon systems. In its 2019 non-paper 

submission to the GGE on LAWS, Australia outlined the concept of ‘system of control’ 

applying to ‘all aspects of a weapon system from design through to engagement’, which it 

also implements in its use-of-force procedures.43 This system is meant to enable ‘controls 

to be tailored to the specific AWS and its unique operating environment’.44 This non-paper 

notes that Australia finds the specific term ‘human control’ to insufficiently ‘cover the 
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plethora of practical controls or systems utilised by states and their militaries’.45 However, 

the proposal for the system of control emphasises the need to implement the human 

role46 and to ensure that the use of weapon systems is ‘driven by human direction’.47 

It outlines control mechanisms as part of various stages of the lifecycle of autonomous 

weapons, ranging from initial political decision-making (‘legal and policy framework’) 

to post-weapon use review (‘after-action evaluation’). While this framework of control 

concerns the case of weapon systems, it signals Australian Defence’s commitment to 

engage in practical efforts to operationalise responsible AI in the military domain, as well 

as to implement a lifecycle-based approach that stretches beyond the stage of employing 

weapon systems.48 

The Australian Government also highlights its objective to adopt a comprehensive 

framework spanning different domains, noting that all technologies, ‘including AI, are 

subject to multi-layered control measures, comprised of technical, legal and doctrinal 

measures including test and evaluation, and capability-specific training and policies’.49 

From this perspective, there are various control measures that may be implemented at 

different stages of the lifecycle, depending on the context of development and intended 

use.50 Australia’s Policy Settings for Responsible Use of Artificial Intelligence in Defence, 

which ‘implement Australia’s commitments’ under the REAIM output documents and the 

US Political Declaration, state that the responsible use of AI ‘must be considered at all 

stages of the technology life cycle’.51 This includes, according to these policy settings, 

risk-based control measures to ‘identify, assess and mitigate’ risks related to AI, ‘at 

every stage of the technology lifecycle’.52 As its delegation noted during the 2026 UN 

Informal Exchanges on Artificial Intelligence in the Military Domain, Australia supports 

an approach where responsible use of AI ‘must be integrated from the early lifecycle 

stages’53 and where ‘effective oversight throughout the lifecycle is critical’.54 

In sum, Australia’s strategic and diplomatic documents underline that the development 

and acquisition of AI systems is meant to support military personnel’s decision-making. 

At the same time, its practices in relation to responsible AI and governance debates 

demonstrate its official commitment to a context-appropriate exercise of human control 

and judgement across the lifecycle of AI systems. The Australian Government has 

indicated its interest in moving towards ‘practical efforts’ to implement responsible 

development and use of AI in defence. 55 Getting the right balance between innovation 

and robust governance throughout the AI lifecycle is therefore a ‘key priority for 

Australia’.56 In the next section, this article explores sets of best practices across the AI 

lifecycle that may be relevant to ongoing efforts within Australian Defence, considering its 

commitment to a lifecycle-based approach. 
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Practices Contributing to the Exercise of Human Control and Judgement 

Across the AI Lifecycle: the Case of AI DSS 

Various efforts to operationalise the human control and judgement principle draw 

on AI lifecycle frameworks applied to the military domain—including in Australia, 

as demonstrated in the previous section. Lifecycle-based frameworks combine 

understandings across the engineering lifecycle and the military targeting cycle, 

while also being attentive to the inherent socio-technical dynamics.57 Taken as a whole, 

a lifecycle framework depicts multiple avenues for exercising human agency and thereby 

ensuring human control and judgement across the recurring stages of AI development 

for military contexts, encompassing design, training, testing, procurement, deployment 

and post-use review. We follow a simplified version of the lifecycle framework developed 

by the IEEE Standards Association Research Group on Issues of AI and Autonomy in 

Defense Systems.58 This model distinguishes between four broad stages: 

(1) Plan: this includes defining the scope and determining the objectives of a system

(2) Design: this involves outlining specific requirements, architectures, functions, 

interfaces etc. of the system

(3) Develop: this involves the actual building of the system, which includes TEVV 

(4) Deploy and post-use: this involves integrating the system into operations, which 

includes maintenance and post-use assessment throughout the lifecycle of the system.59 

We review different practices applicable to three core sets of stakeholders—

policymakers, military personnel, and developers—with a focus on the context of 

developing and employing AI DSS. In the fourth sub-section, we reflect on the potential 

tension between some of the practices and the importance that Australian Defence 

attributes to speed and optimisation.

Policymakers

Policymakers are central focal points for the exercise of human agency as a key 

dimension of human control and judgement across both ‘stage 1: plan’ and ‘stage 4: 

deploy’. We highlight three selected practices for policymakers to perform at these 

stages. These practices not only mark important types of human agency in their own 

right but also have knock-on effects, like all practices at early AI lifecycle stages, for 

subsequent exercises of human control and judgement along the lifecycle.60 Therefore, 

such policymaker practices play a central role in ensuring that any employment of AI DSS 

across a military organisation reflects deliberate, explicit choices made early on, rather 

than having those determinations pushed to later stages of the lifecycle or even left to 

happenstance.
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Set clear objectives and boundaries for the AI DSS to be developed or acquired 

(stage 1: plan). Before the development of any AI DSS or other capability, political and 

strategic decision-makers set as clear a plan as possible around foundational system 

components. This includes considering at least three aspects: (a) the clear and concrete 

goals that the AI DSS is meant to serve, (b) planned contexts and environments for the 

use of the AI DSS, and (c) whether the development and use patterns of the AI DSS align 

with broader political, strategic, ethical and societal considerations. This step recognises 

that such foundational parameters of system design amount to socio-political questions 

that require making explicit, recorded choices. 

Setting clear objectives and boundaries for the AI DSS before development and 

acquisition serves safety, legal and ethical objectives. In terms of safety, it aligns with 

engineering practice in safety-critical settings, which includes documenting a concept of 

operations (CONOPS) ‘describing the characteristics and intended usage of a proposed 

or existing system from the viewpoint of its users’.61 This is intended to align expectations 

across different stakeholder groups involved throughout the AI DSS lifecycle and 

therefore creates an important throughline of communication and expectation. 

Going through this practice as a process should also serve to create human-set 

guardrails around legally and ethically defined undesirable ways of employing AI DSS. 

In legal terms, any AI DSS that ‘contribute[s] to the conduct of hostilities (e.g., target 

identification, collateral damage estimation, selection of weapons) fall[s] within the scope 

of Additional Protocol I (AP I) Article 36 legal reviews’.62 This means that the central 

question of whether the use of AI DSS may, even inadvertently, lead to indiscriminate 

targeting, which is clearly prohibited under IHL, needs to be raised and addressed at 

this early stage.63 In ethical terms, this practice could serve to set limits on the use of AI 

DSS that exceed positive legal obligations from the get-go, such as clear commitments to 

higher levels of civilian protection or exercising a higher degree of precautions as a result 

of using particular AI DSS. Highlighting these vital legal and ethical considerations should 

therefore also entail identifying use cases and applications where AI DSS are unsuitable. 

This has the potential to counterbalance the detrimental kneejerk response that AI DSS 

are the solution for every possible identified capability need. 

Design a comprehensive risk assessment framework and make (political) choices 

regarding risk acceptance and risk thresholds (stage 1: plan). This practice 

involves constructing a framework to evaluate various risks associated with employing 

a particular type of AI DSS and using such a framework as a guide throughout the AI 

DSS’s lifecycle. Assessing risks associated with AI DSS is not only an important exercise 

of human agency by policymakers before such a system is even developed. It also ties 

policymakers to setting clear benchmarks to ensure that AI DSS are used for intended 

objectives and enable retaining human control and judgement. 
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There is currently no risk assessment framework that is specific to AI DSS in the military 

context, at least not in the public domain. Such a risk assessment framework could be 

designed to incorporate quantitative and qualitative evaluations of risk,64 organised into 

tiers that classify AI DSS according to their risk profile—for example high-risk, medium-

risk and low-risk categories.65 Particular types of AI DSS would be classified into these 

risk categories depending on factors such as intended purpose of use (e.g., targeting, 

command-and-control, logistics), intended context of use (e.g., populated/unpopulated 

areas) or data quality. These factors are key in delineating high-risk, medium-risk and 

low-risk categories because they matter in assessing the risk of physical harm as well as 

the risk posed to civilian populations that can be associated with using particular types of 

AI DSS.

As risk assessment frameworks inform the practices of actors across the entire 

lifecycle, we consider them to be a particularly vital way of exercising human control 

and judgement. Thinking about AI DSS in terms of comprehensive risk assessment 

frameworks and the human roles therein serves legal, ethical and safety purposes. 

It follows that classifying a system as low, medium or high risk triggers different measures 

for the design, deployment and use of such systems. To illustrate, we focus on a high-risk 

AI DSS where the stakes are highest.

At the point of planning the design of high-risk AI DSS, policymakers need to consider 

how to minimise civilian harm. Such planning should include design provisions for the 

AI DSS—for example, the capacity to recognise and track civilian populations and alert 

forces to their presence.66 Such provisions could also elevate ethical responsibility in 

using AI DSS,67 thereby explicitly integrating the potential humanitarian benefits of such 

systems in proactive ways. This could entail, for example, prioritising civilian protection 

as a positive duty and featuring procedures for human control along the lifecycle in ways 

that better address unintended but foreseeable harms. At a more fundamental level, such 

measures should also include working towards actively addressing the higher likelihood 

of enemy dehumanisation and countering the risk of moral numbness in the operator that 

has been analytically associated68 and empirically reported in the use of AI DSS.69

Systems with high risk profiles would necessitate greater human intervention.70  

This could involve, for example, rigorous scrutiny and careful review processes 

where human operators of AI DSS cross-verify the system’s outputs before acting on 

them. This serves the legal purpose of ensuring that the use of a particular AI DSS 

in a particular context complies with core IHL principles, particularly the principle of 

precaution. A high risk profile should also involve slowing down the overall decision-

making speed. AI technologies can allow military personnel to access a much wider array 

of sources in making crucial decisions—for example, legal judgements—around key 

principles such as precautions and proportionality. This also echoes longstanding military 

practices around tactical patience, clearly acknowledging that speeding up decision-

making across the board cannot be an end in itself.71 
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Ensure that capability needs and objectives are met by the products offered 

(stage 4: deploy). This practice is at the heart of procurement processes, serving to 

ensure that critical choices made by policymakers at stage 1 are implemented at the 

moment of acquiring a specific AI DSS, rather than being displaced by shifting vendor 

priorities.72 While maintaining such a throughline of policymaker decisions from planning 

to procurement will generally be central, the risk of the widespread hype narratives 

around AI technologies shaping procurement decisions warrants particular attention.73 

An important element of this practice would be to engage in open conversations with 

diverse potential vendors rather than becoming locked into working with a limited range 

of suppliers circulating (potentially) hyped products. Unpacking the hype narratives should 

also translate into careful communication of TEVV results to military commanders and 

operators who will use the procured AI DSS. 

At its heart, this practice therefore concerns safety requirements by ensuring that 

relevant military personnel have access to essential information needed to comprehend 

how specific AI DSS operate within their intended operational contexts. Yet the ability 

to pierce hype narratives around AI technologies associated with this practice also has 

important ethical implications because it can contribute to maintaining a sense of moral 

agency among military personnel using AI DSS. It can allow military personnel to retain 

a sense of the moral trade-offs that are inherent in warfare and avoid falling into the 

techno-solutionist trap that ‘armed conflict can be remade into manageable problems 

and “solved” once the right algorithm is developed’.74

Military Personnel 

Military personnel are the central actors across ‘stage 4: deploy and post-use’ and their 

practices have long been a focal point for sustaining human agency. 

Develop comprehensive training programs and protocols for all military personnel 

that either employ or recommend employing AI DSS. Educating humans, including 

but not limited to operators and commanders, about relevant AI systems and how they are 

integrated into a network (which is often the case for AI DSS) plays a key role in retaining 

adequate levels of human control. Training should be comprehensively structured. 

It should include technical training around, for example, AI literacy—in other words, 

a basic technical and conceptual understanding of AI systems.75 Such basic training 

should be seen as a premise for ensuring that military personnel can fulfil both legal and 

safety functions in exercising their role. Yet training should also cover human–machine 

interaction across socio-technical components and how humans engage with AI systems. 

This type of training holds particular significance as it helps cultivate and deepen 

awareness and understanding among military personnel of decisive phenomena including 

automation bias, cognitive biases and sycophantic behaviour.76 
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To counteract inherent biases and assumptions embedded in human–machine 

interaction, a sustained training program addressing both the dynamics of such 

interactions and their effects on human control is essential.77 This type of training should 

therefore provide broader, more contextualised knowledge about how AI DSS work in 

practice and how this shapes the decision-making space for military personnel. This 

knowledge is likely to be particularly crucial for legal and ethical purposes as it centres on 

the retention and sustenance of human agency. This requires training that takes a deeper 

dive into the underlying, socio-technical logics of AI DSS.

Adequate comprehension of AI DSS and how humans interact with them should strike 

a balance that guards against users becoming overly confident or reliant on such 

technologies. Continuous training initiatives also aim to inform involved military personnel 

about the potential ramifications of deploying AI DSS in different contexts, spanning 

strategic, legal and ethical implications. Such knowledge enhances humans’ capacity 

to intervene effectively and reflect on, dispute or reject AI DSS recommendations as 

necessary and appropriate to the context—all qualities that underlie legal and ethical 

purposes that human control and judgement need to fulfil. A comprehensive training 

regime, moreover, should include recognition that its delivery and curriculum will have to 

be adaptive and evolve alongside any technological and operational changes. 

Establish ways for military personnel to understand when AI DSS do not work 

according to planned objectives and requirements. The history of integrating AI 

predecessor technologies (such as automation and autonomy) exhibits various examples 

where known failure modes were not (adequately) communicated to the human operators 

of such systems.78 Yet this is an essential component that allows humans to decide how 

best to act in cases of system malfunctions, through training protocols around steps to 

follow in unexpected situations. This practice also involves alerting military operators 

to blind spots in the AI DSS training data, as well as edge cases. This practice can be 

primarily associated with the safety purposes of human control, as it can enable military 

personnel to prevent mistakes from happening.79

It can therefore be an important step towards strengthening human operators’ ability 

to understand and assess the outputs of AI DSS. It also provides an important 

counterbalance against potential risks of human de-skilling and cognitive dependence 

that have been found in research around human–AI interaction in the civilian domain.80 

Such a practice also encompasses generating awareness around potential effects of 

machine–machine interaction—especially when various AI DSS may be used as part 

of a complex system of various intersecting types.81 

Institute feedback loops between military personnel and developers across the AI 

DSS lifecycle. This serves to sustain the exercise of human control and judgement in 

providing a consistent throughline of information from end user to developer. It ensures 
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that key design choices fulfil their intended objectives and enable rather than delimit 

human agency. This practice is based on the ability to discuss particular uses of AI DSS 

in context and on military personnel sharing experiences of interacting with AI DSS. 

Creating such a throughline of communication serves primarily both safety and legality 

purposes. In safety terms, it allows reporting of potential malfunctions and making 

assessments about their relative significance in an operational context. In legal terms, 

it provides important information about whether design choices actually had the intended 

effect in terms of sustaining human control and judgement. The impact of this practice 

ultimately rests on militaries maintaining an organisational culture that is somehow open 

to feedback and exchange. 

Developers

Practices contributing to the exercise of human control and judgement are applicable to 

developers, including those from the private sector and research institutes collaborating 

with Australian Defence.82 As the Global Commission on Responsible AI in the Military 

Domain notes, industry actors’ ‘decisions significantly influence whether downstream 

users can integrate [AI] technologies in ways that align with ethical, legal, and operational 

standards’.83 The role of developers of AI systems such as AI DSS is particularly central 

to stages 2 (design) and 3 (develop). 

Incorporate feedback from users via communication mechanisms. As mentioned in 

the last practice listed in the previous section, appropriate communication mechanisms 

between end users and developers are crucial to ensure that AI DSS are developed 

to match the operational and strategic objectives, as well as meeting legal obligations 

and ethical commitments. Feedback from military personnel is useful in making design 

choices about AI DSS and developing the systems, as ultimately the systems are meant 

to enhance the users’ capability to exercise their agency according to the appropriate 

context. This includes involving users in the design of the interface, particularly to ensure 

that these design choices match the intended role of AI DSS and their operational value 

within the context. This practice fulfils primarily a safety purpose, as its main objective 

is securing alignment between the development of AI DSS and their intended uses and 

addressing risks associated with those contexts. At the same time, institutionalising such 

feedback mechanisms also contributes to enhancing military personnel’s ability to engage 

in legal decision-making in their use of AI DSS, particularly in relation to IHL principles 

which require the exercise of contextualised human control and judgement.84 

At stage 2, design AI DSS interfaces that present information in a manner 

appropriate to the context, while considering the limitations and risk assessment 

frameworks set previously (at stage 1). The way in which interfaces present information 

to human decision-makers deserves particular attention, as interfaces are meant to 

strengthen users’ capacity to consider various options, deliberate on courses of action, 
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and decide on the one(s) most appropriate to the context. Developers should pay 

attention to interface design because it has potential to enable and constrain the exercise 

of human agency and contribute to safety, legal and ethical considerations.85

For example, interfaces that constantly change the way they present information or that 

prime users towards a particular course of action would be less likely to enable users’ 

agency at later stages, including at stage 4. Interface designs that feature a balance 

between necessary information and cognitive overload contribute to military personnel’s 

ability to exercise control and judgement from safety, legal and ethical standpoints. 

A balanced approach to interface design that includes some level of preselection but 

does not lean into oversimplification is more likely to empower users of the AI DSS. 

Design choices at stage 2 should incorporate decisions made at stage 1, including the 

clear objectives and boundaries of AI DSS and any risk assessment frameworks identified 

by relevant policymakers. Interfaces of AI DSS should also incorporate ways for users 

to be aware of when systems are not performing as expected. 

Conduct TEVV procedures that incorporate concrete metrics on various 

dimensions (stage 3). TEVV procedures should incorporate concrete metrics on a 

variety of aspects, especially on whether intended users are empowered to engage in 

decision-making that is compliant with IHL principles and appropriate ethical frameworks, 

as well as operational and security objectives. This practice therefore fulfils safety, legal 

and ethical purposes associated with the exercise of human agency, which contributes to 

human control and judgement. Testing of AI DSS and their components should ultimately 

ensure that intended users possess the appropriate mechanisms to deliberate on actions 

in relation to not only expected conditions of use but also edge cases or unexpected 

scenarios. Comprehensive procedures that match the limitations and risk assessment 

frameworks set previously (at stage 1) are particularly crucial in TEVV. Australia’s system 

of control framework from 2019 also highlights the importance of comprehensive testing 

and evaluation in autonomous weapon systems.86 

At stage 3, test the AI DSS interfaces to identify and document limitations. 

Developers can enable intended users’ capacity to exercise agency by involving these 

users in the testing of the interface and monitoring what the use of these AI DSS 

means for military personnel’s decision-making in a particular context. In other words, 

it is beneficial for testing practices to include aspects of human–machine interaction, 

including dynamics such as automation biases or sycophancy, rather than exclusively 

focusing on the technical performance of AI DSS. This practice builds on other interface 

design related practices mentioned earlier, underlining the importance of consistency and 

alignment across the lifecycle stages.87 
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Ensure that appropriate datasets are used and document potential limitations 

or biases in data. Across both stages 2 and 3, developers can engage in many practices 

that ensure transparency surrounding the data used to train the AI DSS. These practices 

are important as they strengthen users’ ability to understand how AI DSS may (mal)

function and reasonably foresee the impact of using these AI DSS within particular 

contexts. Developers should take measures to improve data quality as much as possible 

and record limitations, as part of both design and testing. Documentation regarding 

training data is a way to provide transparency surrounding potential biases in the data 

that the AI DSS were trained on. Such documentation informs other humans across the 

lifecycle, such as military personnel and policymakers, about limitations to the data and 

strengthens their ability to judge whether AI DSS are appropriate to a certain context. 

There are several key questions regarding the training data, including concerning the 

selection, labelling and assessment of the data involved in the development of the AI 

DSS. This practice is particularly relevant for the safety purposes of ensuring the exercise 

of human control and judgement. It seeks to mitigate safety risks involved with incomplete 

or wrong data in a military context, which may exacerbate security risks such as the 

brittleness of AI DSS.88 

Implications for Australian Defence

The practices outlined in the previous section contribute to operationalising the principle 

of human control and judgement across the lifecycle of AI DSS used in the military 

domain. They are therefore valuable to Australian Defence as it seeks to both promote 

innovation in its armed forces and implement its commitment to ensuring the human 

role in the use of force. Many of these practices also match the approach adopted in 

Australia’s ‘system of control’ 2019 non-paper, such as comprehensive TEVV, training 

of personnel, setting specific parameters of use, and conducing post-use reviews.89 

Although Australia’s 2019 proposal is specific to the case of weapon systems, and the 

practices listed here focus on the development and use of AI DSS, there are many points 

of intersection that are relevant to Australian Defence. 

At the same time, the application of some of these practices may entail points of 

discussion, tension and even resistance. In certain contexts, a comprehensive risk 

assessment framework which would involve human intervention, review processes and 

cross-checking mechanisms can be considered an obstacle to reaping the benefits of 

employing AI DSS. The development and the use of AI DSS are associated with speed, 

scale and optimisation.90 Mechanisms that would slow down the tempo of decision-

making are associated with reduced efficiency, which would be seen as countering the 

priority attributed to developing AI technologies in defence. As Australia’s 2026 National 

Defence Strategy states, ‘Defence must keep pace with these changes [in emerging 

technologies including AI] to leverage opportunities, respond to evolving threats and 
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remain interoperable with allies and partners’.91 There is therefore a potential point of 

tension between operationalising the role of the human on one hand, and the strategic 

importance given to increasing the armed forces’ efficiency and the speed of decision-

making on the other. 

To meet Australian Defence’s strategic objectives of developing asymmetric advantage 

and bolstering ‘the ADF [Australian Defence Force]’s ability to deter and respond’,92 the 

use of AI DSS should ‘extend users’ will’ rather than undermine it.93 This extension of 

the will—and the use of AI to truly support and help operators—requires humans across 

the lifecycle to exercise their control and judgement in a way that matches Australia’s 

priorities as well as increasing its interoperability with allies.94 Ultimately, the exercise of 

human agency which contributes to human control and judgement in the development 

and use of AI DSS involves a set of common practices but not a ‘one-size-fits-all model’.95 

Each set of actors, whether Australian policymakers, military personnel or developers/

industry, will therefore have to navigate respective trade-offs to ensure the exercise of 

human control and judgement.

Conclusion

Global governance debates on military applications of AI are considering the 

operationalisation of high-level principles agreed across various forums. As a key 

developer of AI in defence and an active participant of governance debates, Australia has 

demonstrated its commitment to the principle of the human role in the use of military force 

and to pursuing the debate on how to implement it in practice. This article has presented 

security, ethical and legal reasons why this work should continue and has offered sets 

of practices applicable to various groups of humans—policymakers, military personnel, 

and developers—within the context of development and use of AI DSS. These practices 

are based on the findings of the AutoPractices project, which co-created a toolkit of best 

practices to strengthen the exercise of human control and judgement across the lifecycle 

of military AI systems. 

The practices included in this overview match the Australian approach to the human role 

presented in its 2019 non-paper, even though this proposal states that the term ‘human 

control’ is not the most useful. As Trabucco notes, Australia’s approach broadens the 

system’s timeline and ‘lengthen[s] the perspective horizontally to broaden the range 

of actors and decision-making capacities and fold[s] them into a network of human 

control’.96 The practices explored in this article can also be integrated as part of a 

networked approach to the exercise of control and judgement across human actors 

involved at different stages of the lifecycle, with a particular focus on the early stages 

(1–3). While there are potential points of tension or even resistance to some practices, 
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this article argues that strengthening this network of practices would assist Australia in 

achieving its objective of employing AI to gain a decision advantage while remaining 

committed to legal obligations and safety considerations, especially as achieving this 

balance is a ‘key priority’ for Australia.97
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RESPONSIBLE PROCUREMENT 

OF MILITARY ARTIFICIAL 

INTELLIGENCE IN AUSTRALIA:  

A WINDOW OF OPPORTUNITY

Netta Goussac and Vincent Boulanin

Introduction

States are rushing to adopt artificial intelligence (AI) in the military domain. Australia’s 

2026 National Defence Strategy, for example, states that ‘Defence will demonstrate, 

develop, certify and integrate artificial intelligence into capability safely and rapidly’.1 

Converging factors are driving this urgency. Strategic competition between the 

major powers has intensified, with the United States of America, China and Russia 

each investing heavily in military AI as a source of competitive advantage.2 Recent 

conflicts have reinforced the perception—first expressed by the US in its 2016 ‘third 

offset strategy’3—that AI will be central to the conduct of modern warfare. In the 2020 

Nagorno-Karabakh conflict, AI-enabled loitering munitions played a significant role in 

Azerbaijan’s victory; since 2022, Ukraine’s response to Russia’s invasion of its territory 

relied on innovative uses of robotics and AI; Israel has relied on AI extensively to plan and 

conduct military operations in its conflict with Hamas in Gaza since 2023; AI was used by 

Israel and the US to identify targets and compress decision timelines in the 2026 conflict 

with Iran.4

How states should pursue the adoption of AI capabilities in the military domain remains, 

however, a challenging question, as they face two difficult and interrelated issues when it 

comes to the procurement of such capabilities. 

The first concerns the need for responsibility. States need to ensure the AI capabilities 

they procure are safe, secure, trustworthy, lawful and aligned with the political 

commitments they have made around responsible military AI at the national or 

international level.
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The second pertains to the need for speed. In a deteriorating geopolitical environment 

many states are under pressure to accelerate their adoption of AI in the military.5 

AI is perceived as offering an indispensable strategic and operational advantage. 

This narrative is echoed and amplified by industry actors, who position AI capabilities 

as essential to extracting actionable insights from ever-growing flows of intelligence, 

surveillance and reconnaissance data, and deploying more autonomous weapon 

systems.6 A chorus of voices from militaries and industry alike have called for reform 

of military procurement processes to allow more rapid acquisition and fielding of AI 

capabilities. States are still grappling with finding a balance between their desire to 

streamline procurement pathways to facilitate the adoption of AI and the commitment 

to preserve the elements that ensure such capabilities will be procured—and ultimately 

used—responsibly.

This paper explores how Australia could reconcile the perceived need for speed with the 

need for responsibility in the procurement of military AI capabilities.

Australia’s planned reform of procurement is in part driven by the desire to accelerate 

uptake of new technologies. But it also provides a window of opportunity for Australia to 

implement its high-level policy commitments and international legal obligations around 

responsible military AI. 

The paper is primarily based on desk research and interviews that the authors conducted 

on the responsible procurement of military AI in the context of a project funded by the 

Department of National Defence of Canada and the Ministry of Defense of the Kingdom 

of the Netherlands. The paper is also informed by observations they made as part of the 

authors’ direct participation in AI-related policy conversations in Australia and multilateral 

settings, not least the expert discussion on lethal autonomous weapons systems under 

the auspices of the United Nations Convention on Certain Conventional Weapons and the 

Responsible AI in the Military Domain (REAIM) Summits. 

The paper is structured as follows. The first section discusses the importance of 

procurement for the responsible adoption of AI in the military domain, and why states’ 

urge to adapt procurement processes to accelerate the acquisition of military capability 

represents an important window of opportunity for implementing commitments and 

obligations around responsible military AI. The second section zooms in on the Australian 

context and maps out the country’s policy priorities on military AI. The final section offers 

recommendations on how Australia could reform its procurement process to balance the 

need for speed with the need for responsibility.  
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Procurement and the Responsible Development and Use of AI  

in the Military Domain

Responsible AI in the Military Domain: from Principle to Practice

States widely regard AI as critical for the future of their military deterrence and warfighting 

capability. The reported use of AI in recent conflicts, and most recently the US’s and 

Israel’s war with Iran, has only reinforced that. For states that view military AI as critical, 

the key question is no longer if they should use AI for military purposes but how: what 

they should adopt, when, and how quickly. 

As a recent report published by the UN Secretary-General noted, states broadly agree 

that rushing to adoption entails risks and that they should therefore seek to adopt AI 

responsibly—that is, with due regard for legal obligations, safety and security, as well as 

ethical considerations. This has led to the emergence over the past few years of multiple 

policy initiatives at the national and multilateral levels related to responsible AI. France, 

the US, the UK, Japan, Singapore and Australia have developed national principles on 

the development and use of military AI. NATO and the EU (via the European Parliament) 

have also set out principles to guide their member states. The Netherlands and the 

US have initiated two separate multilateral forums for states to discuss international 

principles––the REAIM Summit, and the US-led Political Declaration on Responsible 

Military Use of AI and Autonomy. These processes have led to the formulation of policy 

principles and commitments that many states around the world subscribe to. For instance, 

the Blueprint for Action adopted at the REAIM Summit in 2024 was endorsed by 60 

states. The principles and policy commitments that came out of these various initiatives 

vary in formulation and purpose, but these commitments commonly touch on a core set  

of themes: (1) equitability and bias mitigation, (2) traceability and explainability,  

(3) reliability and security, (4) accountability and (5) governability.7

 A key task facing states now is to elaborate on how these very general principles are 

to be implemented in practice. This question was the core focus of the February 2026 

REAIM Summit. A recurring talking point at the summit was that many of the principles 

require action in the design and development of AI systems. Surprisingly, little was said 

about the role of procurement, although it is one of the mechanisms through which these 

actions can be put into motion. 

Procurement as a Key Intervention Point

Military procurement’s primary purpose is to enable capability adoption by bridging a 

military’s strategic needs and its operational capabilities. The strategic and security 

imperatives, as well as the complexity of some military capabilities, mean that many 

countries have introduced specific procurement processes dedicated to the military 
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domain.8 Military procurement is a formal and often sequential process that typically 

involves identifying a capability gap, formulating a technological need, soliciting and 

evaluating proposals from suppliers, and awarding and managing contracts, as well as 

testing and delivering capabilities to the armed forces. 

In practice, military procurement processes are more than a process of acquiring 

capabilities; they also function as mechanisms for states to implement policy 

commitments and national and international legal obligations, including regarding 

responsible military AI. 

Procurement has barely been discussed in policy debates on the responsible adoption 

of military AI, although it is an obvious vehicle for states to implement their commitments 

in this domain.9 The procurement process provides many intervention points, from 

assessment of operational requirement to technology evaluation, to delivery management 

and review. It also provides a framework for states to think holistically about how their 

various commitments around responsibility can be tied together. These include their 

commitments to make military AI by design safe, secure, ethical and lawful; conduct legal 

reviews; conduct robust testing and evaluation; and ensure that end users are trained to 

understand how a capability may and may not be used. 

Procurement Reform as a Window of Opportunity

The fact that procurement has not received much attention in debates on responsible 

military AI is all the more surprising as many states, the US in particular, have been vocal 

over the past decade about their intention to reform their military procurement processes 

to facilitate the adoption of AI and emerging technologies.10 The common rationale for 

such reforms is threefold. 

First, the pace of the procurement process is too slow. Procurement processes can take 

years, if not decades, largely due to an extensive bureaucratic decision-making process. 

The pace and model of military procurement stand in sharp contrast with the way in which 

and the speed at which AI products are typically developed and deployed in the civilian 

sector. AI product development cycles are measured in weeks or months. 

Second, traditional procurement typically follows a waterfall model, moving sequentially 

through formal stages.11 This linear approach assumes that capability requirements 

remain static throughout. By contrast, the development of AI capabilities—whether in 

the military or civilian domain—requires constant iteration; otherwise there is a risk 

that the technology once deployed is already obsolete. The inadequacy of waterfall 

methodologies for software systems was identified as early as the 1980s, and 

procurement agencies have been working to adapt their process accordingly, but with 

mixed success. It is not uncommon that military equipment enters into service while 

relying on software that is already outdated. 
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Third, military procurement is highly system/capability-centric: it is structured around 

the procurement of a specific weapon (e.g. type of missile), platform (e.g. aircraft) or 

system (e.g. air defence system). Critical AI capabilities may, however, operate as part of 

a system-of-systems involving various types of sensors, computing and communication 

infrastructure, and actuators (whether weapons or other military systems). This adds 

complexity, as it requires procurement agencies to think more holistically and consider 

many forms of technical and socio-technical interdependencies when articulating 

requirements for the design of the AI capability and the assurance process. 

Fourth, the process and methods that procurement agencies typically use to verify 

that the technology they procure is reliable, safe and secure are not adequate for the 

latest advances of AI.12 These assurance methods were initially designed for hardware 

and software that exhibit deterministic behaviour—that is, given the same inputs and 

conditions, they produce predictable, measurable, replicable and verifiable outputs.13 

AI capabilities, which are now based on machine learning, are, in contrast, non-

deterministic. Formal methods of verification do not (yet) work well with them. The 

reliability, safety, and security of machine learning systems need to be evaluated through 

other means such as simulations and operational testing. Such empirical tests and 

evaluations are useful but can only provide a partial picture of how systems perform and 

how they may fail. 

2. The Australian Context: Clear Focus on Speed with Less Guidance 

on Responsibility 

Converging developments render the topic of military AI procurement timely and 

significant in the Australian context, where accelerating military acquisition of AI is on 

the agenda but there are relatively few (openly available) guidelines about responsible 

development and use of military AI. Relevant developments include Australia’s 

participation in AUKUS Pillar II, Australia’s engagement in multilateral processes on 

responsible AI and, more recently, the publication of the Department of Defence’s Policy 

Settings for Responsible Use of Artificial Intelligence in Defence.

The Need for Speed: AUKUS Pillar II and the Advanced Strategic Capabilities 

Accelerator

Australia’s participation in AUKUS Pillar II and its Advanced Strategic Capabilities 

Accelerator (ASCA) reflects a clear strategic orientation towards accelerated military 

AI adoption, particularly in the development and fielding of AI-enabled capabilities and 

autonomous systems. 
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AUKUS Pillar II addresses six technological areas, including AI and autonomy.14 

A working group is dedicated to each technological area, as well as to two functional 

areas: innovation (accelerating the countries’ respective defence innovation enterprises 

‘to more rapidly integrate commercial technologies to solve warfighting needs’) and 

information sharing to enable work related to Pillar II.15 Working groups may engage 

in a number of activities to accomplish their goals,16 and much AUKUS-related activity 

relating to advanced capabilities is classified.17 Despite this, it is clear that compressing 

development and acquisition timelines is an ambition of Pillar II. A 2022 fact sheet 

described early work in the ‘AI and autonomy’ working group as being focused on 

‘accelerating adoption, and improving the resilience of, autonomous and AI-enabled 

systems in contested environments’.18 The three AUKUS states’ defence ministers 

announced in 2024 that ‘the National Armaments Directors from each nation are 

identifying opportunities to harmonise acquisition processes and reducing barriers to 

facilitate the accelerated delivery of Pillar II advanced capabilities’.19 

Established in July 2023 following the Defence Strategic Review, ASCA functions 

as a dedicated mechanism for accelerating the transition of advanced capabilities 

from development into operational use.20 ASCA’s stated mission is to accelerate the 

development and transition of asymmetric capabilities to the ADF through innovation, 

in order to meet Defence priority needs.21 ASCA does not develop capabilities itself; 

rather, it connects and streamlines the defence innovation system to drive capability 

development and acquisition pathways at speed,22 coalescing with Australia’s 

longstanding concern about sovereign defence industrial capability.23 ASCA is pursuing 

time-limited ‘missions’ that respond to priorities with minimum viable capabilities.24 A 

priority for the program is ‘trusted autonomy’,25 and these discrete missions encompass 

AI capabilities, such as ‘Ghost Shark—Mission Zero’, which is an underwater autonomous 

vehicle program,26 and ‘Mission Syracuse’ to support a counter small uncrewed aerial 

system capability.27 Alongside these discrete missions, ASCA has established a 

dedicated program for longer-horizon AI development. The Emerging and Disruptive 

Technologies (EDT) Decision Advantage program is oriented towards ‘discovery, new 

knowledge, concepts and prototypes’ in areas including automated data integration, 

machine reasoning, AI agents and AI orchestration.28

The Need for Responsibility: International Commitments and National Policy

When it comes to the need for responsibility, Australia’s orientation has remained more 

general. Australia has been an active participant in the principal international forums on 

responsible military AI. It participated in the three REAIM summits—at The Hague in 

2023, Seoul in 2024 and A Coruña in 2026—and has endorsed the outcome documents 

of each summit.29 Australia has also endorsed the US-led Political Declaration on 

Responsible Military Use of AI and Autonomy (the Political Declaration)—a framework 
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launched in 2023 to build international consensus around responsible behaviour and 

guide states’ development and use of military AI.30 In its submission to the UN Secretary-

General’s report on AI in the military domain, Australia affirmed that the military use of 

AI should be ethical, responsible, and enhance international security, and must comply 

with applicable international law, including international humanitarian law (IHL) and 

international human rights law, throughout the capability lifecycle.31

Yet at the national level, Australia’s measures to give effect to these obligations and 

commitments are less defined. Australia has published only one policy document on 

responsible AI in the military domain (others may exist but are not available publicly). 

The Policy Settings for Responsible Use of Artificial Intelligence in Defence, published 

in March 2026, are intended to implement Australia’s international commitments and its 

obligations under international law. The settings include three broad requirements relating 

to the use of AI in the Australian Defence Force: lawfulness, adherence to values-based 

principles, and proportionate controls.32 The document outlines control measures, such 

as testing and evaluation, post-incident/impact reviews, and reporting and oversight; 

and control models, such as direct human oversight and supervision, human–machine 

teaming and machine–machine teaming, that it says will be applied based on levels of 

risk and the characteristics of specific AI technologies.33 The document is intended to 

fill a carve-out for the Defence portfolio in the Australian Government’s 2024 Policy for 

the Responsible Use of AI in Government but is considerably less detailed than this 

antecedent.34 

The result is that Australia currently occupies an awkward intermediate position. 

It has made important commitments to responsible military AI and reaffirmed relevant 

obligations under international law. But it has not articulated the institutional architecture 

for translating these commitments into practice, including in the procurement phase. 

How Australia manages this tension will be consequential for its relationship with 

partner states like the UK and the US. The UK has more elaborate national policies on 

responsible military AI, including the 2022 Defence AI Strategy and the 2024 Directive on 

Dependable AI in Defence.35 The US has similar—if more detailed—policies, developed 

even earlier, including the Department of Defense Directive 3000.09, ethical principles 

for AI, and Responsible AI Strategy and Implementation Pathway.36 But in January 2026, 

the US announced its AI strategy for the (now) Department of War. This strategy shifted 

emphasis to speed and lethality, mandating ‘any lawful use’ of AI and directing removal 

of barriers to rapid deployment. Other developments reinforce the uncertainty about the 

US position with respect to responsible military AI and the signal it sends to allies and 

partners. This includes the absence of progress in the process led by the US Department 

of State to elaborate implementation measures under the Political Declaration. Moreover, 

a dispute with Anthropic, a supplier, over the permissible use of its AI model by the US 

military saw the Department of War threaten to terminate the company’s contract and 
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designate it a ‘supply-chain risk’ after Anthropic refused to allow its Claude model to be 

used for fully autonomous lethal targeting and domestic mass surveillance.37  

This tension between strategic orientation towards rapid procurement of military AI and 

high-level commitments to responsible military AI is also consequential for the significant 

reforms Australia is undertaking of its defence procurement architecture. This moment 

offers an opportunity for Australia to design and put in place the institutional architecture 

and processes necessary to give effect to its commitments around responsible AI, 

thereby developing a national approach and clarifying its position in relation to its allies. 

The next section offers a few recommendations to that effect.  

3. Seizing the Opportunity to Embed Responsible Military AI in a  

New Procurement Environment 

In 2025, Australia announced significant defence procurement reforms, including the 

creation of a Defence Delivery Agency (DDA) that consolidates the functions and budgets 

of Australia’s principal procurement organisations—the Capability Acquisition and 

Sustainment Group), the Guided Weapons and Explosive Ordnance Enterprise and the 

Naval Shipbuilding and Sustainment Group (though notably not the Australian Submarine 

Agency).38 The drivers for this reform are familiar: long delays, cost overruns and blurred 

lines of responsibility.39 The establishment of the DDA reflects a recognition that existing 

acquisition processes do not deliver capability at the pace, scale and price that Australia 

demands. With respect to technologies such as military AI, the 2024 National Defence 

Strategy stated that Australia is ‘reforming its approach to contracting with defence 

industry’ and developing ‘[m]ore flexible contracting mechanisms … to support agile 

and developmental projects where technology is rapidly changing or where the ADF’s 

requirements cannot be fully known’.40 

This moment offers an opportunity to implement legal obligations and operationalise 

high-level policy commitments to responsible development and use of military AI through 

procurement processes. 

Procurement can serve as a mechanism for implementing responsible military AI, but only 

if deliberately structured to do so. Procurement represents a critical juncture, prior to the 

use of military AI capabilities, where legal obligations and high-level policy commitments 

can be operationalised. A confluence of factors—sharpened focus on accelerated 

adoption through AUKUS Pillar II and ASCA, new responsible military AI policy settings 

and structural procurement reform—creates a policy opportunity for Australia. The 

following recommendations are aimed at ensuring that the institutional architecture for 

procuring military AI technologies at pace is built with responsible procurement in mind. 
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Connect Responsible Development and Use of Military AI to Responsible 

Procurement 

A critical first step in giving effect to legal obligations and policy commitments regarding 

responsible military AI is to ensure that policies, procedures and practices for military 

procurement explicitly refer to any national laws, policies and commitments related to 

responsible development and use of military AI.41 Without explicit cross-referencing, 

responsible AI principles risk remaining siloed within governance documents that are 

institutionally distant from procurement decision-makers.

For Australia, each component of the suite of new policy and procedural documents 

that will necessarily accompany the establishment of the DDA—including its founding 

instruments, manuals, templates and oversight frameworks—should make explicit 

reference to Australia’s commitments under IHL, Defence’s policy settings, and outcome 

documents of REAIM summits and the Group of Governmental Experts on Lethal 

Autonomous Weapons Systems, as well as the US-led Political Declaration. Similarly, 

the terms of reference and operational procedures being developed for ASCA missions 

involving AI-enabled capabilities should be reviewed against these commitments. 

Australia’s policy settings for responsible military AI set the example, expressly 

referencing Australia’s commitments to REAIM outcome documents, the Political 

Declaration and international law.

Independent Capacity to Test Supplier Claims Within the DDA

Australia should ensure that the design of the DDA explicitly includes independent 

testing, evaluation, validation and verification (TEVV) capacity for AI-enabled capabilities, 

whether in-house or using trusted third-party providers. Legal obligations and policy 

commitments regarding responsible military AI require procurement authorities to 

maintain independent capacity to test supplier claims.42 Assessing supplier claims 

requires the technical literacy to interrogate whether and why a military AI capability is 

needed, and to evaluate what suppliers assert about the performance and reliability of 

their systems. And the pace at which Australia seeks to transition from prototyping to 

fielding AI capabilities makes it even more important to ensure that the DDA is designed 

and resourced at the outset with the technical expertise and institutional authority to 

conduct or commission independent TEVV rather than relying on supplier-provided 

assurance. 
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Integrate Legal Review Requirements into ASCA and DDA Processes 

ASCA missions and DDA processes involving AI-enabled capabilities involve precisely 

the kinds of activities that trigger the need for a legal review under Article 36 of Additional 

Protocol I to the Geneva Conventions. The obligation to conduct such legal reviews 

is addressed prominently in Australia’s policy settings for responsible military AI, 

reflecting its longstanding focus on the importance of such reviews in the governance of 

autonomous weapon systems and other applications of AI in the military domain.43 Legal 

review requirements should be explicitly embedded within ASCA’s mission governance 

framework and within the DDA acquisition procedures. 

In doing so, Australia should address the challenges of reviewing military AI capabilities. 

The integration of AI into military systems introduces distinctive characteristics that 

challenge traditional legal review processes and methodologies.44 Critically, the scope 

of Article 36 is limited to the review of new weapons, means and methods of warfare.45 

This raises interpretative questions about which military AI capabilities to review and 

when, which could be clarified in new procedures.46 For example, even where AI 

capabilities are subject to legal reviews, the iterative and fast-paced approach taken to 

the acquisition of some AI-enabled military capabilities, and the challenges of reliability 

and assurance associated with opaque and brittle systems, potentially complicate the 

linear process of legal reviews within the procurement process.47 Reform of procurement 

offers an opportunity to adapt legal review processes to these challenges, including by 

subjecting all military AI capabilities to legal review, regardless of whether they fall within 

the Article 36 category of a new weapon, means or method of warfare.

Develop and Publish Guidance for Industry on Responsible Military AI

Australia should develop and publish documents articulating clear expectations 

for suppliers of military AI capabilities, addressing the technical parameters and 

performance standards necessary to implement its policy settings, including the values 

of accountability; bias and harm mitigation; explainability; human-centrism; and reliability 

and security.48

Australia’s approach to military AI procurement—including ASCA and the DDA—draws 

in a wide range of industry actors, including Australian primes, small and medium-sized 

businesses, and research organisations. Many of these actors will not have established 

internal frameworks for translating responsible military AI principles into product 

specifications. Without such guidance, procurement authorities and suppliers alike 

face a more complex and lengthier process of pre-contract evaluation, back-and-forth 

requests for documentation, and uncertainty around requirements, which can put at risk 

the delivery of the capability on time and on budget.49 The implementation measures 

directed at giving effect to Defence’s 2026 policy settings provide a moment to initiate 

the development of industry-facing guidance.
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Take Opportunities to Broaden and Strengthen Responsible Procurement of 

Military AI with Partners and Neighbours

States adapting their procurement processes are navigating fundamental implementation 

questions independently, without the benefit of shared learning or common vocabularies. 

Responsible procurement should be an explicit component of international policy 

discussions on military AI governance.50 Opportunities for such conversations exist at the 

REAIM summits, at the ongoing workshops among states supporting the US-led Political 

Declaration and the US-led AI Partnership for Defence, and at any discussion on AI in 

the military domain under the auspices of the UN General Assembly First Committee.51 

Australia is well positioned to contribute to addressing this gap, both within its principal 

security partnership and across its broader region.

Within AUKUS, the existing commitment to harmonising capability development and 

acquisition systems creates an opportunity for developing common responsible AI 

procurement standards among Australia, the US and the UK. Australia should advocate 

for a responsible AI procurement component within that harmonisation agenda, such as 

shared TEVV frameworks and common supplier expectations across the three partners. 

Australia also maintains defence relationships with a range of regional partners such 

as Indonesia, Japan, the Philippines, the Republic of Korea, Singapore and Thailand, 

who are themselves beginning to procure AI-enabled military capabilities.52 Australia is 

well placed to work with regional partners to discuss the development of governance 

frameworks and strengthening of procurement institutions.53 

Conclusion

The rapid adoption of AI in the military domain should not come at the expense of 

responsibility. Procurement is a juncture at which policy commitments and legal 

obligations can be given practical effect. Australia has made commitments to responsible 

military AI, and is accelerating adoption through AUKUS Pillar II and ASCA. Forthcoming 

procurement reforms in Defence provide the opportunity to connect commitments and 

obligations to actual practice.

The recommendations set out in this paper are aimed at ensuring that new procurement 

architecture is built with responsibility in mind from the outset. Embedding responsible AI 

principles at this stage will avoid the need for retrofitting them—a slower, costlier and less 

effective process. Beyond the national level, Australia has an opportunity to shape how 

responsible procurement is understood among AUKUS partners and across the region—

contributing not only to its own practice but to the emerging frameworks for international 

governance of military AI. 
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THE ROLE OF ARTICLE 36 

LEGAL REVIEWS ACROSS 

THE MILITARY AI ASSURANCE 

LIFECYCLE

Damian Copeland

Introduction

Australia’s 2026 National Defence Strategy (NDS) recognises that new technologies, 

including artificial intelligence (AI) and autonomous weapon systems (AWS), 

are transforming military capabilities and contributing to the evolution of warfare.1  

This is evidenced by ongoing conflicts in Ukraine, Gaza, Lebanon and Iran, confirming 

that AI is no longer a novel technology that is peripheral to military capability. It is now 

embedded in critical military functions including intelligence analysis, sensor fusion, 

battlespace management, logistics, cyber defence, targeting support and, in some 

instances, AWS. For many states, including Australia, AI presents a compelling case 

for military advantage by enabling decision advantage over an adversary; improving the 

speed and scale of data processing; and enhancing the efficiency of military operations 

in environments characterised by strategic competition, evolving technological change 

and finite resources.2 Yet the advantages of AI in the military domain also generate legal, 

ethical and operational risks that must be recognised and mitigated through military 

AI assurance mechanisms. In the case of the Australian Defence Force (ADF), this is 

outlined in the Policy Settings for Responsible Use of Artificial Intelligence in Defence 

(Responsible AI Policy), released by the Department of Defence (Defence) in March 2026, 

which centres on the principles of lawfulness, adherence to value-based principles and 

proportionate controls.3

It is widely recognised that AI systems are data dependent and context sensitive.4 

Their behaviour may vary according to training data, model architecture, integration 

choices and operational environments.5 As a result, their outputs may be predictable 

and accurate in some conditions and unreliable in others. They may also shape human 

judgement in ways that are insufficiently visible to operators or commanders.6 From a 
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legal risk perspective, rather than enhancing international humanitarian law (IHL) 

compliance, an AI system may risk reducing compliance through opaque outputs that 

increase risks of civilian harm.7

These characteristics are especially significant in high-risk applications such as decision 

support and targeting. While risks are widely recognised in AWS that directly apply kinetic 

force, they are less well understood where AI materially influences human decision-

making that bears upon use-of-force decisions. Such decisions are governed by IHL 

rules including distinction, proportionality and precautions in attack, and include target 

development and identification, intelligence assessments relevant to attack decisions, 

and defensive responses under severe time pressure. However, misplaced reliance 

may have grave humanitarian or strategic consequences. AI-enabled decision-support 

(AI-DSS) systems may therefore raise legal, ethical and safety questions comparable 

in seriousness to those associated with AWS, notwithstanding the absence of a direct 

weapon function. Such AI use raises the key question of how militaries can assure high-

risk AI applications across their lifecycle and what role national article 36 processes play 

in military AI assurance.

To answer this question, it is useful to consider whether such capabilities fall within a 

state’s article 36 legal review obligation. As AI is recognised as an enabling technology 

that does not itself apply force or produce a direct military effect but enables the 

performance of military functions,8 this question is not resolved by merely asking whether 

an AI capability is a ‘weapon’. It also concerns whether the capability, in light of its 

function, design and foreseeable use, is capable of supporting lawful military conduct.9

Article 36 requires a state party to Additional Protocol I:

[i]n the study, development, acquisition or adoption of a new weapon, means or 

method of warfare, to determine whether its employment would, in some or all 

circumstances, be prohibited by international law.10

While the article 36 obligation is arguably satisfied by a single determination of legality, 

the practical need is broader than a late-stage procurement check. Its language points 

to review across a sequence of acquisition stages: study, development, acquisition and 

adoption, and so it follows that article 36 is not deliberately confined to a one-off, late-

stage assessment. Rather, it can inform a more continuous, lifecycle review process that 

tracks the evolution of a capability design and the conditions under which it may be used 

in armed conflict. The ADF’s Guide to the Legal Review of New Weapons, Means or 

Methods of Warfare adopts this approach.11

This broader interpretation of article 36 has become more compelling as states and civil 

society have begun to articulate broader frameworks for responsible military AI. The 

Global Commission on Responsible Artificial Intelligence in the Military Domain (GC 
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REAIM) argues in its 2025 report Responsible by Design that responsible military AI 

assurance must be understood across the lifecycle of a system and should include legal 

and policy evaluation, risk assessment, testing, human–system integration, monitoring, 

accountability and review.12 The report adopts the Institute of Electrical and Electronics 

Engineers Standards Association (IEEE-SA) AI lifecycle framework as a way of structuring 

these requirements from the period before system development through to review, reuse 

and retirement.13 Almost in parallel, the Stockholm International Peace Research Institute 

(SIPRI) 2026 report on responsible procurement of military AI identifies the procurement 

processes as a critical mechanism by which states can implement high-level political 

commitments and legal obligations, but only if procurement is deliberately structured to 

do so.14 Meanwhile, deliberations in the Convention on Certain Conventional Weapons 

Group of Governmental Experts on Lethal Autonomous Weapons Systems (CCW GGE 

LAWS) continue to emphasise, notwithstanding continuing debate on regulatory form, 

the centrality of human responsibility, accountability and compliance with IHL.15

These developments are valuable, but they also expose a practical implementation gap. 

International discussions increasingly converge around high-level principles such as 

human responsibility, reliability, accountability, traceability and risk mitigation. They are 

considerably less developed, however, on the questions that must be answered before 

those principles can be given practical effect: which institutions are responsible for legal 

and technical standards; what is required at each stage of the lifecycle; what evidence 

must be generated and assessed before legal conclusions can be drawn; and what legal 

consequences follow where those requirements are not met. The risk is that ‘responsible 

military AI’ remains conceptually compelling but practically opaque. For military legal 

advisers, and especially those engaged in article 36 processes, the question is therefore 

a practical one: how should legal review processes contribute to a broader assurance 

framework for military AI, and how should that contribution be organised across the 

lifecycle of AI-enabled systems?16

Consistent with Defence’s Responsible AI Policy,17 this article argues that article 36 

legal reviews should be understood as an integral component of the ADF’s broader AI 

assurance framework. They are not the only assurance mechanism that encompasses 

technical, organisational, procurement, testing, training and monitoring measures. 

However, they are an indispensable element of assurance because they provide the legal 

architecture through which a state determines whether a capability is inherently unlawful, 

whether it is lawful only under certain conditions, what safeguards are necessary for 

lawful use and what subsequent changes trigger further review. That role is especially 

significant for AI-enabled systems, where lawfulness turns not on a single design feature 

but on the relationship between system function, system limitations, human control 

arrangements, operational concept and conditions of use.
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This article also addresses the relationship between lawful design and lawful use, 

which creates a socio-technical challenge for effective legal review. Lawfulness cannot be 

assessed by examining any single technical feature in isolation. A functional assessment 

of a military AI system requires understanding the full relationship between technical 

design choices, system performance in operationally realistic conditions, human cognitive 

and procedural controls, operator training and the institutional context in which the 

system is deployed. This is a socio-technical challenge as much as it is a legal one. 

It requires legal advisers to engage with technical evidence in legally meaningful ways, 

and it requires technical specialists to understand which system properties carry legal 

significance. Bridging that translation gap between legal requirements and technical 

specifications, and between technical performance and legal conclusion, is one of the 

central institutional challenges for military AI governance, and it is one that article 36 

processes for AI-enabled systems must be structured to meet.

This article proceeds in five parts. First, it explains what AI assurance in the military 

domain requires by mapping the development of responsible AI assurance from the 

international, Commonwealth and Defence policies. It identifies a set of common 

assurance principles: lawfulness, lifecycle governance, risk-based proportionality, human 

responsibility and accountability, reliability and security, transparency and explainability, 

testing and monitoring, and meaningful human control. It then explains why article 

36 legal review should be understood as a central component of that broader military 

AI assurance framework rather than as a narrow or final-stage weapons compliance 

process. Next, it draws on the author’s functional approach to the legal review of 

autonomous weapon systems to show why function-based legal analysis is particularly 

well suited to AI-enabled and autonomous capabilities, including AWS and AI-DSS. 

Finally, it applies that approach across the military AI lifecycle and proposes practical 

measures for integrating article 36 review into design, development, procurement, testing, 

human–system integration, operational use, tactical employment, review and retirement. 

The article concludes that article 36 review is indispensable to giving practical effect to 

Defence’s Responsible AI Policy because it converts broad commitments to lawfulness, 

accountability and proportionate control into concrete assurance requirements across the 

lifecycle of military AI.18

What Does AI Assurance in the Military Look Like?

This article defines AI assurance in the military as a set of legal, technical, organisational 

and operational measures through which a state obtains justified confidence that 

AI-enabled capabilities can be designed, developed, acquired, deployed, used, monitored 

and retired consistently with law, policy and operational requirements.19 It is not limited to 

technical validation or model performance testing or satisfied by broad ethical principles 
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alone. In the military context, AI assurance must address whether an AI system is lawful, 

reliable, safe, accountable, appropriately governed, operationally effective and subject to 

context-appropriate human control and judgement across its lifecycle.20

The development of AI assurance in the military context can be traced through a 

convergence of general AI assurance frameworks, military-specific responsible AI 

initiatives, and national public-sector AI assurance policies. Although these frameworks 

differ in legal status, institutional settings and degree of specificity, they increasingly point 

towards a common architecture of lifecycle assurance that includes risk-based controls, 

human accountability, transparency, technical robustness, testing and monitoring, 

and mechanisms for review when systems or circumstances change.

From an Australian perspective, the starting point is the Organisation for Economic 

Co-operation and Development (OECD) AI Principles, first adopted in 2019 and updated 

in 2024.21 Australia was among the first countries to adopt these principles.22 The 

OECD AI Principles are recognised as the first intergovernmental standard on AI to 

‘promote use of AI that is innovative and trustworthy and that respects human rights 

and democratic values’.23 They are structured around value-based principles and five 

recommendations for policymakers. The value-based principles are inclusive growth, 

sustainable development and wellbeing; human rights and democratic values, including 

fairness and privacy; transparency and explainability; robustness, security and safety; 

and accountability. Importantly, the OECD frames these principles across the AI 

system lifecycle, requiring human agency and oversight, risk management, traceability, 

responsible disclosure and mechanisms to override, repair or decommission systems 

where they risk causing harm.

These general principles have influenced the development of Australian AI governance 

architecture. Australia’s AI Ethics Principles, developed by the Department of Industry, 

Science and Resources, similarly identify human, societal and environmental wellbeing, 

human-centred values, fairness, privacy protection and security, reliability and safety, 

transparency and explainability, contestability and accountability as the normative 

foundation for responsible AI.24 The Australian Government’s National Framework for 

the Assurance of AI in Government, released in June 2024, builds on those principles 

and identifies assurance as an essential part of AI governance in government, including 

the development, procurement and deployment of AI.25 It states that assurance enables 

governments to understand expected benefits, identify risks and mitigations, ensure 

lawful use, understand whether AI is operating as expected, and demonstrate through 

evidence that AI use is safe and responsible.26

At the Commonwealth level, this policy architecture has become increasingly operational. 

In December 2025 the Australian Government’s Digital Transformation Agency (DTA) 

issued its updated Policy for the Responsible Use of AI in Government, which provides 
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a framework for the accelerated and sustainable adoption of AI by Commonwealth 

agencies.27 While the policy excludes Defence, it provides insight into what is required of 

Commonwealth agencies to develop a strategic approach to AI adoption to operationalise 

responsible AI use, including designating accountability for AI use cases and undertaking 

risk-based use-case assessments. It is organised around strategy and oversight, 

preparedness and operations, and AI use-case impact assessment.28 This policy is 

complemented by the DTA’s AI technical standard, which translates responsible AI into 

practical and technical guidance. It addresses the end-to-end design, development, 

deployment and use of AI systems and aligns its requirements to an AI lifecycle model.29

Finally, the National AI Centre’s guidance for AI adoption provides a useful summary 

of what operational AI assurance requires in practice. It identifies six essential practices 

for responsible AI governance: decide who is accountable; understand impacts and plan 

accordingly; measure and manage risks; share essential information; test and monitor; 

and maintain human control.30 The implementation guidance is directed to organisations 

that build or customise AI systems, use AI in complex ways, manage higher-risk use 

cases, or require stronger controls and oversight. It also emphasises the need for 

governance frameworks, clear roles, AI registers, supply-chain accountability, system-

specific review, clear records, testing, incident monitoring and ongoing improvement.

For Defence these Commonwealth frameworks, despite not applying directly to military 

AI, are important not because they address the distinctive legal and operational questions 

raised by military AI but because they identify the basic institutional components of an 

AI assurance framework. They show that responsible AI governance is not simply a 

matter of principle. It requires accountable decision-makers, documented use cases, 

risk assessment and classification, lifecycle records, supplier information, testing 

evidence, monitoring processes, human oversight arrangements and review mechanisms. 

Those requirements are even more important in the military domain because AI systems 

may affect decisions concerning the use of force in targeting, detention, intelligence 

assessments, force protection and operational planning.

International guidance on military-specific AI assurance has developed most clearly 

through the REAIM process. In September 2025, the GC REAIM published its 

Responsible by Design report, which provides a comprehensive account of responsible 

military AI governance.31 The report argues that responsibility, including ethics and 

law, must be integrated ‘from the earliest stage of development, through the entire AI 

system lifecycle’ and within the socio-technical institutions in which AI applications are 

embedded.32 It emphasises that responsible development and use of AI in the military 

domain requires informed human decisions and context-specific approaches to designing, 

testing and deploying AI in ways that uphold peace and human dignity.33 It also stresses 

that principles must be translated into actionable guidelines and standards for states, 

militaries and industry.34
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In parallel, the REAIM summits have sought to move the discussions on AI assurance 

towards the concept of ‘responsible AI’ as a practical governance measure of AI-enabled 

military systems across their lifecycle. It recognises that risks cannot be assessed 

only at the point of deployment. They arise in capability design, data selection, model 

development, testing, system integration, human–machine interaction, procurement, 

operational use, monitoring, updating, reuse and retirement. For military AI, assurance 

must therefore be continuous, evidence based and institutionally embedded.

The 2026 REAIM Summit, held in A Coruña, Spain, emphasised the need for states to 

take an operationally focused direction. Its outcome document, the REAIM Pathways 

to Action, which was signed by Australia, identified the need to translate principles for 

responsible military AI into concrete measures.35 To achieve this objective, it proposed 

practical steps for responsible military AI, including legal compliance, sustained human 

involvement, traceable accountability, risk assessment, documentation of decision-

making processes, and cross-regional capacity building.36 Although the document 

remains non-binding and attracted less support than previous REAIM outcome 

documents,37 it confirms a broader trend: the responsible military AI agenda is moving 

from principles to implementation, from declarations to assurance practices, and from 

general language to concrete lifecycle governance.

Defence’s 2026 Responsible AI Policy follows this international trajectory. This policy 

states that AI technologies offer opportunities to improve accuracy, efficiency, speed 

and safety, but that Defence will use AI responsibly and in compliance with Australia’s 

domestic and international legal obligations.38 Defence further commits to an informed, 

risk-based approach that preserves individual accountability for AI-enabled decisions 

and outcomes.39 The policy identifies three obligations: lawfulness; adherence to values-

based principles, including individual accountability, human impact, explainability, 

reliability and security, and mitigation of unintended bias and unintentional harm; 

and proportionate controls based on risk.40

Taken together, these frameworks suggest that military AI assurance should contain 

at least the following characteristics.

1.	 Lawfulness. Military AI must comply with domestic law and international law.  

For the ADF, this includes the law of armed conflict, including targeting law, 

international weapons law, command responsibility, Commonwealth privacy, 

security and administrative governance obligations.

2.	 Lifecycle governance. AI assurance must begin from development and continue 

through research, acquisition, testing, deployment, use, monitoring, modification, 

reuse and retirement. This is consistent with the OECD lifecycle approach, the GC 

REAIM’s ‘responsible by design’ model, the DTA technical standard and the National 

AI Centre’s emphasis on testing, monitoring and review.
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3.	 Risk-based assessment. Not all AI systems require the same level of assurance. 

Higher-risk systems, including those that influence the use of force, targeting, 

detention, intelligence assessments or command decisions, require higher standards 

and stringent evidence, human controls, oversight and legal review.

4.	 Human responsibility and accountability. AI systems may support or shape decisions, 

but responsibility for military decisions must remain attributable to identifiable 

human actors. Accountability requires clear roles, records, traceability, command 

responsibility, supplier responsibility and reviewable decision-making processes.

5.	 Technical reliability, robustness, safety and security are necessary but not sufficient. 

Military AI must perform reliably in the conditions in which it is intended to be used, 

including degraded, contested and adversarial environments. However, technical 

performance only becomes legally meaningful when assessed against the operational 

function and legal context in which the system will be employed.

6.	 Transparency, explainability and information access are central to assurance. 

Defence must have sufficient information about system design, data, model limitations, 

confidence measures, update processes and failure modes to assess whether 

an AI capability can be responsibly and lawfully used. This also has procurement 

implications: assurance cannot be achieved where suppliers cannot or will not provide 

the information needed for legal and technical scrutiny.

7.	 Testing, evaluation, verification, validation and monitoring must be continuous. 

Pre-deployment testing is necessary but not enough. AI systems may change over 

time, be used in new environments, or interact with operators in unexpected ways. 

Assurance must include monitoring, incident reporting, after-action review, revalidation 

and re-review triggers.

8.	 Human control and human–system integration must be assessed functionally. 

The question is not simply whether a human is ‘in the loop’ but whether human 

involvement is meaningful in light of the system’s function, speed, complexity, 

interface, confidence signals, operator training and operational context.  

Human control must be designed, tested, trained and maintained.

These characteristics provide a practical perspective on what AI assurance in the military 

should look like. It is a lifecycle system of governance in which legal, technical, ethical, 

operational and organisational controls work together to create justified confidence in 

responsible AI use. It requires Defence to ask, at each stage of the AI lifecycle: who is 

accountable; what function does the AI perform; what legal and operational risks arise; 

what evidence is required; what controls are proportionate; what human judgement is 

necessary; what testing is adequate; what records must be kept; and what changes 

require reconsideration?
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This framing also clarifies the role of article 36 legal review. Article 36 is not the whole 

of military AI assurance. It does not replace technical testing, procurement governance, 

cyber security, human factors analysis, operational doctrine, operator training or 

command oversight. However, it is the legal mechanism through which the ADF can 

determine whether AI-enabled and autonomous functions can be used consistently with 

international law which informs and influences the other components of the AI assurance 

architecture. It therefore provides the legal scaffolding of an AI assurance framework 

for ADF development of AWS and AI-DSS by identifying legally significant functions, 

specifying evidentiary requirements, translating legal risk into design and use constraints, 

and determining when changes in function, context or performance require further review. 

This legal review process is the subject of the next section.

Article 36 Legal Review as a Component of Military AI 

Assurance Architecture

The traditional purpose of article 36 review is well known. It requires a state party to 

Additional Protocol I41 to determine whether a new weapon, means or method of warfare 

would be prohibited by international law in some or all circumstances. The International 

Committee of the Red Cross (ICRC) Guide to the Legal Review of New Weapons, Means 

and Methods of Warfare emphasises that the review is both substantive and procedural.42 

Substantively, it asks whether the capability is prohibited by treaty or customary law, 

whether it is of a nature to cause superfluous injury or unnecessary suffering, whether it 

is indiscriminate by nature, and whether it would otherwise contravene international law.43 

Procedurally, it requires the state to establish national mechanisms capable of obtaining 

the technical, operational and legal information necessary to make that determination.44

In conventional weapon contexts, the ADF often treats article 36 legal review as a point-

in-time process conducted once, generally late in the acquisition process.45 However, 

while this approach is appropriate for a static weapon or munition, e.g. a bullet, it is 

increasingly strained in the AI context. There are several reasons for this. First, the 

object of review may not be a discrete weapon in the traditional sense. AI as an enabling 

technology may be embedded in a sensor architecture, software, targeting system or 

mission-planning tool that does not itself cause an effect but materially shapes the way 

force is applied. Second, the capability under review may change after initial approval 

through software updates, changes to data inputs, model replacement, interface redesign 

or integration with other systems. Third, the legal analysis may depend heavily on socio-

technical information that emerges only incrementally through development, testing 

and operational use.46 Finally, most AI governance policies place legality as a central 

requirement.47
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For these reasons, it is useful to frame article 36 review as a component of a wider 

military AI assurance architecture. The Defence Responsible AI Policy recognises this 

by requiring adherence to three policy requirements: lawfulness, adherence to value-

based principles, and proportionate controls.48 This understanding is consistent with 

the Responsible by Design report, which treats legal and policy evaluation, testing, 

monitoring, risk assessment and accountability as interlocking and continuing activities.49 

An article 36 review fits within that architecture in two ways. First, the legal analysis 

relies on assurance artefacts, including technical documentation, model performance 

information, testing outcomes, human–machine interface procedures, incident reporting 

and operational restrictions. Second, it generates assurance outputs, including legal risk 

identification, recommendations for use case constraints, compliance red lines, re-review 

triggers, and findings concerning the conditions under which a capability may or may not 

be used lawfully.

Seen in this way, article 36 reviews are not just a legal-technical validation. 

Technical testing cannot answer legal questions on its own. A system may perform well 

in benchmark conditions and still be incapable of lawful use in a particular operational 

context. Conversely, legal analysis that is insufficiently informed by technical and 

operational evidence risks being superficial and inaccurate. The challenge is therefore 

to ensure that legal review is embedded in a process that allows relevant evidence to be 

generated, scrutinised and translated into legal judgements at appropriate stages.50

That translation challenge is more difficult than it might appear. Legal concepts such as 

distinction, proportionality and precautions in attack were developed to regulate human 

conduct in armed conflict. Applying them to AI-enabled capabilities requires translation 

in both directions: from the technical output to a legal significance; and from the legal 

requirement to a technical specification. For example, a system’s error rate is not in itself 

a legal concept, but it may become legally significant where errors impact protected 

persons or objects, are sensitive to adversarial manipulation or occur disproportionately 

under operational conditions that diverge from the training environment. Conversely, 

a legal requirement for ‘adequate precautions’ does not translate automatically into a 

technical performance threshold. It requires contextual judgement about what level 

and type of assurance is sufficient given the system’s function, the foreseeability  

of harm and the operational consequences of failure.

Effective legal review of military AI must therefore engage both technical and socio-

technical dimensions. This cannot be achieved by legal advisers alone. It requires 

structured engagement between legal, technical and operational specialists, 

supported by processes that generate information in legally usable forms. It also 

requires institutional design: review structures, evidentiary standards, documentation 

requirements and escalation pathways that enable legal judgements to be made on an 

adequate evidentiary basis and updated as information accumulates across the lifecycle. 
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Legal advisers who lack access to relevant technical evidence cannot make meaningful 

legal determinations. Technical specialists who are not informed about which system 

properties are legally significant cannot generate the evidence that legal review requires. 

Addressing that structural gap is necessary for making article 36 reviews effective in the 

military AI context.

This approach is consistent with the text of article 36 itself. The obligation applies in the 

‘study, development, acquisition and adoption’ of a weapon capability.51 It is therefore 

difficult to argue that article 36 is detached from early concept design, procurement 

structuring or later modification. This does not mean that the law demands a full formal 

review at every step. It means, rather, that states can organise their processes so that 

legal questions are asked when they can still shape design and use, that re-review is 

triggered by material changes, and that a final or formal legal determination rests on a 

body of evidence accumulated over time. This is becoming increasingly dependent  

on the research and development of military AI by the private sector.

Early article 36 engagement with new technology development is particularly important 

in the military AI context because legal risk often arises at the intersection of technical 

design and the contextual use. For example, the legality of an AI-enabled target 

recognition system may depend not merely on model accuracy in the abstract but on 

whether it is used as a tool to aid human decisions or for autonomous weapon targeting. 

Risk may arise due to an operator’s insufficient understanding of a system’s limitations, 

inaccurate measures of confidence in targeting information, lack of information validation 

procedures, whether the system is vulnerable to adversarial deception and whether its 

errors create a foreseeable risk of unlawful targeting. Each of these issues is legal in 

significance and depends on technical and operational evidence.52

Accordingly, an article 36 process for military AI should include multiple legal assurance 

steps. As a preliminary issue, a legal review should identify the AI-enabled capability 

or function that requires legal review. It should identify the evidence required in order 

to determine compliance with IHL-specific prohibitions and restrictions and general 

prohibitions. It should translate legal findings into conditions of design, procurement, 

testing, training and use. Finally, a legal review should determine when the legality of an 

AI-enabled capability must be reconsidered because a change in design, use context or 

software may alter the original legal assessment. These functions make article 36 review 

not a separate legal silo but the legal foundation of a broader AI assurance framework.53
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A Functional Approach to the Legal Review of Military AI

The author’s work on a functional approach to the legal review of AWS provides a 

systematic, evidence-based risk-assessment methodology for giving practical effect to 

article 36 review in the context of high-risk AI use cases. It is designed to enable a legal 

and contextual analysis of an AI application by focusing on those functions and effects that 

are regulated by IHL rules such as distinction, proportionality or precautions in attack.54

The advantage of a functional approach is that many military AI capabilities do not fit 

neatly into narrow article 36 concepts of ‘weapon’ and ‘means of warfare’. An AI-DSS 

may not itself engage a target, but it may influence how a human classifies a person or 

object as a lawful target or protected. An AI-DSS may also recommend target categories, 

priorities or weapons employed and so the legal significance of these systems lies in the 

ability of the human decision-maker to rely on the IHL-regulated outputs, not whether they 

directly cause a weapon effect. This would allow a legal review to consider a broader 

range of AI-DSS, for example, a system designed to recommend the status of a captured 

person during an article 5 tribunal during an international armed conflict.55

A functional approach adds substance to the traditional legal review steps and asks 

a series of practical questions to enable a contextual analysis of the AI system’s 

performance in specific operational circumstances. It aligns with the six essential 

practices for AI governance recommended by the Australian Government.56 For example, 

what function does the AI perform? Does it identify objects, classify persons, select 

targets, recommend force options, or directly apply force? What are the system’s 

technical limitations, foreseeable failure modes and confidence boundaries in different 

operational contexts? What legal risks arise and what safeguards, including human 

control, are required if the system is to be capable of lawful use?57

This functional approach to legal review methodology is consistent with both article 

36 and contemporary policy discussions. The ICRC guidance recognises that legal 

review applies to means and methods of warfare as well as to weapons.58 Similarly, 

the CCW GGE LAWS rolling text identifies the characterisation of systems by reference 

to their capacity to select and engage targets without intervention by a human user in 

the execution of those tasks.59 The Responsible by Design report, although broader in 

its policy ambition, similarly emphasises the need to understand AI systems across the 

lifecycle, including their intended role, the allocation of human responsibility and the 

conditions for trustworthy use.60

The most important contribution that the functional approach makes is that it enables a 

legal determination of AI-enabled systems by focusing only those functions that engage 

IHL obligations, and mitigates identified risks by recommending levels of human control. 

So where a system directly selects and engages targets, the legal review will naturally 
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focus on the system’s capacity to comply with article 57 of Additional Protocol I requiring 

precautions in attack.61 Where the system instead performs decision-support functions 

such as object recognition or target recommendation the review will focus on article 48 

of Additional Protocol I.62 In both cases, the question is whether the capability, in light of 

its function and operational conditions of use, is capable of being employed consistently 

with these specific IHL rules.63

The functional approach also helps explain why article 36 legal review must extend 

across the AI lifecycle. An AI-DSS’s function may remain nominally the same while its 

legal significance changes. A target recognition model may be retrained on new data 

or it may be integrated into a shorter decision loop with diminished human scrutiny, 

or a weapon system may shift from a constrained defensive context to a broader offensive 

role. These changes may alter the reliability, predictability or legal significance of the 

AI-enabled functions. A functional review is therefore necessarily sensitive to such 

lifecycle developments.64

Finally, the functional approach avoids the mistake of considering human control in binary 

terms. It recognises that human control is not a static concept and that its legal relevance 

depends on what risks the use of an AI system raises in any given circumstances. 

A functional analysis is well suited to assessing these issues by using a risk-based 

methodology to identify not whether a human is in the loop but whether the allocation 

of function between human and machine supports lawful conduct in practice.65

Article 36 Review Across the AI Lifecycle

The functional approach to the legal review of military AI applies a lifecycle approach to 

AI assurance. It recognises the need for governance inputs and measures during different 

stages of the AI system’s lifecycle. This directly translates into the nine stages of the 

IEEE-SA lifecycle framework.66

Before System Development

The concept stage of an AI system’s development is where many of the most important 

legal questions should first be identified. The GC REAIM’s Responsible by Design report 

places emphasis on identifying intended purpose, constraints, trade-offs, stakeholders 

and requirements before the technical architecture is locked in.67 From an article 36 

perspective, this stage should include an initial legal scoping review. The purpose of this 

exercise is not to deliver a final legal determination but to identify whether the proposed 

capability is likely to constitute a weapon, means or method of warfare, whether it will 

perform an AI function that is regulated by IHL rules, and what legal issues will need  

to be identified as development proceeds.68
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At this stage, a functional approach is particularly valuable in that it is designed to inform 

the development of the system by private companies. Private companies developing new 

military technology may implement internal IHL training or engage external providers 

to advise on responsible development.69 Within Defence research agencies, a military 

legal adviser may work with system designers, engineers and capability managers to 

understand the intended operational role of the proposed system and what IHL-regulated 

functions it will be designed to perform. If the capability is intended to classify objects for 

target development, the legal adviser should ask how classification will occur, what the 

data is used and how it is trained to achieve this, what level of confidence is expected, 

what information validation process is envisaged and how errors may affect downstream 

decisions. If the system is intended to support autonomous defensive responses, the 

review should ask what the threat profile is, what target set is anticipated, how tightly the 

use context can be bounded and what human supervision arrangements are feasible.70

The practical legal output of this stage should be an initial or interim legal review that 

identifies applicable legal rules, key legal risks, evidentiary requirements for further 

reviews, and timelines or triggers for additional legal consideration. It should also identify 

whether a particular design or use case is necessary to support lawful use. For example, 

the interim review may indicate key AI assurance requirements such as that the system 

must be capable of presenting confidence information; recording decision logs; restricting 

use to certain environments; or allowing human override at specified points during 

the planning or conduct of attacks or in cases of doubt. This early legal input is a core 

assurance function because it shapes the system’s requirements before later stages 

make redesign more difficult and costly.71

Research and Development

During research and development, article 36 review becomes less theoretical 

and progressively evidence based as technical information or testing data becomes 

available. The legal questions identified at the concept stage must now be examined 

against technical and operational realities. The GC REAIM’s Responsible by Design 

report places assurance checks and legal reviews within this stage, alongside data 

governance, model development and early validation.72 This is practical, as a legal review 

at this point should influence system architecture, training methods, interface design, 

use cases or models and operational assumptions.

The principal task of legal advisers during development is to ensure that relevant 

technical and operational evidence is being generated that identifies legal risk. 

The required evidence will vary according to function but typically includes data 

provenance; known system limitations; model behaviour under expected conditions 

and in edge cases; foreseeable failure modes; response to adversarial conditions; 
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system explainability or interpretability features where relevant; the proposed distribution 

of cognitive tasks between human users and the AI system; and finally issues of human 

control and accountability.73

For AWS, this may include evidence concerning how the system detects, tracks, selects 

and engages targets; how it distinguishes targets from protected persons or objects; what 

environmental assumptions are necessary for acceptable performance; what fail-safe 

or abort conditions exist; and whether there are possible gaps in human accountability. 

For AI-DSS, it may include evidence concerning what legally salient outputs are 

generated, what uncertainty or confidence measures accompany them, how operators 

are expected to use those outputs, whether they can interrogate them and whether the 

system creates foreseeable risks of automation bias or over-reliance.74

The functional approach assists by keeping legal analysis tied to AI-enabled or 

autonomous functionality that engage IHL rules. The question is not whether the model is 

lawful in the abstract. It is whether its performance is sufficient for the lawful performance 

of the relevant function in the contexts of its expected use. An AI tool that is acceptable 

for low-risk maintenance tasks may not be acceptable for high-risk target classification. 

A system with good average performance but dangerous errors in known edge cases may 

raise serious legal concerns if used in force-enabling functions. An article 36 review input 

during system development therefore involves translation between technical capability 

and legal significance.75

A further point of importance is that during research and development, testing may 

expose the capability as legally unsuitable for one or more of its intended roles in 

specific circumstances. That possibility should not be treated as a failure of the review 

process. It is evidence that the review is functioning properly. If development shows that 

a proposed system cannot achieve performance levels necessary for lawful use or does 

not allow the exercise of human judgement, the state should modify, constrain or abandon 

the relevant function. An article 36 review is not merely a mechanism for approving 

capabilities. It is also a mechanism for identifying when legal constraints require redesign, 

reduced ambition or prohibition of a proposed use.76

Procurement and Acquisition

Procurement and acquisition are legally significant. The Lawful by Design initiative, 

launched in June 2025, encourages states to include legal review and IHL requirements 

in their tender requirements and acquisition contracts.77 This is reflected in SIPRI’s 

Responsible Procurement report, which argues that procurement is a key institutional 

mechanism through which states can implement political commitments and legal 

obligations relating to military AI, but only if procurement processes are adapted to 

require the relevant information, expertise and contractual controls.78
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From an article 36 perspective, this means procurement must be informed by legal review 

requirements.79 Contracting arrangements should require suppliers to provide data that 

is sufficient to enable a meaningful legal and technical assessment. That may include 

system descriptions, model and data documentation, testing results, known limitations, 

update policies, configuration controls and incident reporting procedures. Procurement 

should also allow for a state’s ability to conduct independent testing to validate supplier 

claims. A state cannot effectively discharge its article 36 obligations if it acquires an 

AI capability which is effectively opaque and cannot be independently evaluated.80 

This creates clear expectations for what militaries require from industry partners during 

co-development and procurement. At a minimum, procurement documentation should 

ensure industry provides system documentation sufficient to enable legal assessment.

Where a capability is co-developed with industry rather than commercially procured 

off the shelf, these requirements should be embedded in the project plan from the 

outset. Legal advisers must be engaged before technical performance specifications 

are finalised, not consulted after system architecture has already been established. 

Legal requirements that are not incorporated into the design from the beginning may 

be impossible to achieve retroactively. This connects directly to the Lawful by Design 

framework: legal requirements must shape technical specifications at the earliest stages 

of co-development, and procurement and co-development contracts are among the most 

important instruments through which states can operationalise their article 36 obligations 

in practice.

Procurement also provides an opportunity to translate legal findings into assurance 

requirements. If legal review has identified the need for decision audit logs, restricted 

use conditions, retaining human control, human override features or update notification 

triggers, those requirements should be embedded in procurement documentation, 

operational procedures and training plans. This is one of the clearest ways in which 

article 36 review contributes to broader AI assurance. It ensures that legal conclusions 

are not left as abstract advice but are a design criterion carried into acquisition structures 

that shape what the state actually receives and how it can lawfully be used.81

Testing, Evaluation, Verification and Validation

Testing, evaluation, verification and validation (TEVV) processes are critical to article 

36 reviews because they provide the empirical data for determining the legality of an AI 

capability. The GC REAIM report identifies TEVV as a distinct lifecycle stage while also 

emphasising ongoing testing and monitoring during in-service life.82 The significance 

is that the legality of an AI capability cannot be determined if its testing regime does 

not examine the specific data, models, use cases and conditions that will impact its 

lawful use.83
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For this reason, the legal adviser should be concerned not only with the existence 

of testing but with its adequacy and relevance. In the AI context, a narrow focus on 

performance metrics or laboratory conditions may be misleading. Testing should 

reflect operationally realistic conditions, including degraded environments, enemy 

actions, unexpected objects, compressed timelines and human–system interaction 

effects.84 For attack-related functions, legal advisers should pay particular attention to 

whether testing data enables legal determinations about distinction, precautions and 

the foreseeability of system error. For decision-support systems, the focus may be on 

whether operators correctly interpret outputs, whether uncertainty is communicated 

effectively, and whether error patterns create unacceptable risks in the decisions the 

system influences.85

Testing should also be linked to the conditions needed for legal approval. If lawful use 

depends on the existence of a specific operational environment, the testing regime must 

validate performance in that environment and identify the environmental circumstances 

in which performance becomes unreliable. If approval depends on human verification 

of certain outputs, testing must examine whether the human users are able to perform 

the verification role effectively. If use is limited to defensive operations against specified 

object classes, testing should support those specific constraints. In summary, TEVV 

should be designed not purely as a technical exercise but also as the evidentiary basis 

for legal findings and conclusions.86

Human–System Integration, Education and Training

The lawful use of military AI will turn on how human beings interact with the system. 

The GC REAIM report regards human–system integration, education and training as a 

distinct lifecycle stage.87 This reflects the reality that even a technically capable system 

may be incapable of lawful use if operators do not understand its intended purpose, 

its performance limitations and when human intervention is required.

The functional approach to legal review applies a risk-based assessment of the proposed 

human operator’s role.88 A legal review should consider the design of interfaces, the 

presentation of confidence or uncertainty information, the timing and pace of decisions, 

the scope for human intervention and the content of operator training programs. It should 

also examine known cognitive risks, including automation bias. A human decision-maker 

who is functionally ‘in the loop’ but presented with opaque outputs at a pace or in a format 

that prevents the exercise of human judgement may not provide the kind of human control 

on which the system’s lawfulness is assumed to depend.89

Operator training is therefore a critical issue. It is a precondition for lawful use where 

human judgement is central to legal compliance. An article 36 legal review may identify 

that a system is capable of lawful use only if operators are trained to understand defined 
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limitations, verification steps, escalation triggers and circumstances requiring non-use. 

In this way, article 36 review contributes to assurance by specifying training and human–

system integration requirements as part of the legal review report outcomes.90

The importance of this stage reflects a broader socio-technical approach to military AI 

assessment that is increasingly recognised in the academic literature. The AutoPractices 

Project, led by Professor Ingvild Bode, recognises the need to train operators across the 

lifecycle to use the interface, continuously cross-check outputs, and identify conditions 

that might affect or degrade operators’ ability to use the interface in compliance with 

system objectives.91 Similarly, Assaad and Williams argue that AI decision-support 

systems introduce multiple layers of complexity into military decision-making, including 

increased interactivity and nonlinearity, software complexity, and dynamic complexity, 

requiring appropriate training and education for those operating alongside these 

systems.92 Klonowska and Woodcock have cautioned against legal and regulatory 

approaches that draw comparisons between human and AI performance in ways that 

obscure the complexities of human–machine interaction. 93 They propose a human–

machine interaction framework that reflects the realities of warfare, which aligns directly 

with the functional approach adopted in this article. 

These contributions share a common insight that is directly relevant to article 36 review. 

The legal assessment of military AI systems can neither be confined to their technical 

properties nor resolved by merely identifying that a human decision-maker is formally ‘in 

the loop’. Lawful use depends on the quality of the socio-technical interaction between 

the human operator and the AI system. For article 36 purposes, this means the human–

system integration stage must be treated as generating legally relevant evidence to inform 

a legal review. An article 36 review may need to conclude that a system is capable of 

lawful use only in conjunction with specific human control arrangements, specific operator 

training requirements and clear institutional oversight mechanisms that together constitute 

the conditions of lawful use. Where those conditions cannot be established or maintained, 

the system is not capable of lawful use, regardless of its technical performance.

Political and Strategic Oversight

Some military AI capabilities may raise strategic and political questions that should not 

be addressed solely at the technical or tactical level. The GC REAIM report includes 

political and strategic considerations as a lifecycle stage, reflecting the reality that certain 

capabilities may affect escalation dynamics, public legitimacy, alliance policy, or the 

framing of acceptable military risk.94 This may be reflected in national military AI policies.95 

While article 36 review is not a substitute for national policy, it does contribute to this 

stage by clarifying the boundaries within which national policy choices must operate and 

by identifying where a capability’s lawful use depends on high-level constraints.
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To illustrate this point, an AI-enabled defensive system may be legally supportable 

only within a narrowly bounded defensive envelope and under specific authorization 

conditions. Alternatively, an AI-DSS may be considered lawful as an analytic tool 

informing operational planning but not as a targeting tool. A legal review at this stage 

should therefore inform capability managers of the capability’s accepted use cases, 

its limitations, and the governance measures required to ensure compliance with both 

legal and national policy requirements.96

Operational Command and Control

Once AI systems are deployed, their lawful use is the responsibility of military 

commanders and system operators. At this stage, referred to as the governance 

stage,97 assurance is not about prospective evaluation but about ensuring lawful use 

over time. The GC REAIM report emphasises ongoing monitoring, maintenance, 

updates, interoperability and incident reporting across the AI system lifecycle.98 From an 

article 36 perspective, this means that the system performance, including operational 

commands, should have mechanisms for tracking, recording incidents, controlling model 

or software changes, and escalating potential legal concerns. 

Consistent with a lifecycle approach, the legal review obligation does not end when 

the system is fielded. It should continue through mechanisms that monitor whether the 

assumptions underpinning the original legal determination remain valid. If the operational 

environment changes materially, if performance degrades, if unexpected failure modes 

emerge or if operators develop patterns of use that were not anticipated, the legal 

basis for continued use may need to be reconsidered. The legal advisers deployed 

in compliance with article 82 of Additional Protocol I will play a role in this ongoing 

assurance.99 This is particularly so for AI-enabled systems that rely on software updates, 

changing data inputs or integration with other systems.

Tactical Employment

At the tactical level, article 36 review outputs contribute by shaping operational 

procedures, limitations and conditions of use.100 System operators should trust that 

the AWS or AI-DSS issued to them is lawful and ensure that they operate the system 

lawfully within its approved use cases. That may include restrictions on mission type, 

environment, target set, confidence thresholds, verification requirements, abort conditions 

or data source quality.101

The functional approach is again useful because tactical legality depends on the 

function being performed in a specific operational context. If the system provides a 

recommendation relevant to target classification, the operator must know what the system 

limitations are and when independent validation of AI outputs is required. If the system 
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autonomously tracks and engages incoming threats within a limited envelope, tactical 

doctrine must reflect the conditions on which legality depends. An article 36 review 

thus supports tactical assurance by ensuring that legal conclusions are translated into 

actionable operating parameters.

Review, Reuse and Retirement

The final IEEE lifecycle stage concerns review after use, as well as decisions on reuse, 

retraining, repurposing or retirement. The GC REAIM report treats this stage as one of 

further testing, after-action analysis and decisions about sustainment or withdrawal.102 

In the article 36 context, this stage is crucial because military AI may change after initial 

approval or be employed in new operational contexts that raise new legal risks not 

considered in previous legal reviews.

As part of a lifecycle assurance process, a legal review should identify clear re-review 

triggers. These may include substantial software modifications, AI model replacement, 

retraining on new data, extension to new missions, changes to operating environment 

assumptions, or evidence of significant unanticipated failure.103 After-action reviews and 

incident reports should be examined for their legal significance. A capability that was 

lawfully reviewable for one role may not remain so if its function, context or performance 

profile changes.

In this regard, retirement of the hardware or software may also be legally significant. 

If a system is no longer capable of lawful use, whether because of technical degradation, 

inability to maintain assurance evidence or inability to mitigate emerging legal risks, 

it should not remain in service. Article 36 review contributes to AI assurance not only 

by facilitating lawful use but by identifying when an AWS or AI-DSS should not be used.

Conclusion

The central challenge posed by AI-enabled military capabilities is not merely technical but 

socio-technical: lawfulness turns not on any single design feature but on the relationship 

between system function, system limitations, human control arrangements, operational 

concept and conditions of use. That relationship creates a translation problem that is 

relevant throughout the AI lifecycle. Legal requirements must be converted into technical 

specifications; technical evidence must be interpreted in legally meaningful terms; and 

military acquisition processes must be structured to bridge the gap between what legal 

advisers need to know and what development, testing and operational use actually reveal. 

Addressing that translation problem by embedding article 36 review across the lifecycle is 

the practical challenge this article has sought to address.
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This article has argued that article 36 legal reviews should be understood as an integral 

component of the ADF’s broader AI assurance framework, not as a narrow or final-stage 

compliance check. That interpretation is grounded both in the text of article 36 itself, 

which applies across the study, development, acquisition and adoption of a capability, 

and in the practical realities of AI-enabled systems that evolve through research, testing, 

integration and operational use. Consistent with the GC REAIM’s Responsible by Design 

framework, SIPRI’s analysis of responsible procurement, and Defence’s Responsible AI 

Policy, meaningful legal review of military AI must be continuous, evidence based and 

structurally embedded.

A functional approach to legal reviews provides a practical methodology for making 

contextual, evidence-based determinations across the AI lifecycle. By focusing legal 

analysis on what a system does rather than how it is characterised, it enables a legal 

review to track the evolution of AI-enabled capabilities as they develop, are tested  

and are deployed. 

The socio-technical dimension is central to legal assessment. As scholars have argued, 

the legal and ethical assessment of military AI cannot be resolved by identifying a human 

decision-maker nominally in the loop. It depends on the quality of the interaction between 

technical design, human cognition, interface design, institutional training and operational 

context. For article 36 review, this means that the key questions extend beyond what the 

system does in controlled conditions to whether the full human–machine system, in the 

circumstances of actual use, is capable of controlling its use in compliance with IHL. 

Where those conditions cannot be established or maintained, the system is not capable 

of lawful use regardless of its technical performance.

A lifecycle AI assurance model does not dilute technical innovation in the military. 

It makes it more consequential. By engaging legal reviews earlier, with more technical 

evidence and across more of the research, design and testing, it transforms article 

36 from a late-stage compliance formality into a substantive governance instrument. 

By shaping design requirements, structuring procurement obligations and specifying 

training and operational conditions, article 36 review converts broad commitments to 

lawfulness, accountability and proportionate control into concrete assurance requirements 

that operate throughout the lifecycle of military AI. That is how article 36 can help give 

practical effect to the ADF's Responsible AI Policy and contribute to a broader assurance 

framework consistent with both IHL and the realities of contemporary military technology.
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TEVV AND THE RESPONSIBLE 

AND LAWFUL USE OF MILITARY 

AI SYSTEMS

Manoj Harjani

Introduction

Reportage and analysis of ongoing conflicts in Ukraine, Gaza and, more recently, 

Iran are highlighting the growing use of artificial intelligence (AI) in the military domain.1 

In Ukraine, the spotlight has been on how AI has enabled targeting for drones, which 

have dominated the battlefield there. A case in point is the TFL-1, a module developed 

by the Ukrainian company The Fourth Law, which leverages machine vision to enable 

drones to autonomously strike a target that has been identified by an operator.2 Moving 

to Gaza, attention has focused on Israel’s use of AI-enabled decision-support systems 

to identify targets. The Lavender system developed by the Israel Defense Forces (IDF) 

reportedly generated a list of 37,000 human targets suspected to be members of Hamas 

and Palestinian Islamic Jihad, using a wide variety of sources.3 The IDF allegedly utilised 

this AI-generated list of targets during the early stages of its military response to the 

October 2023 attack by Hamas, conducting air strikes supported by other AI-enabled 

systems.4 Turning to Iran, where a missile strike by the United States in February 2026 on 

a girls’ school is estimated to have killed up to 168 people,5 there has been considerable 

debate around the role of AI in the target selection process.6 This debate is complicated 

by confusion over the facts—discussion zeroed in on the use of Claude, a generative AI-

enabled chatbot developed by the American company Anthropic, when the targeting for the 

US campaign against Iran was primarily supported by the Maven system, which leverages 

machine learning to analyse satellite imagery and sensor data to identify targets.7

Meanwhile, multilateral dialogue aimed at creating regulatory guardrails for the use of AI 

in the military domain has achieved relatively little so far and is moving at a much slower 

pace in comparison. For instance, at the third Responsible AI in the Military Domain 

(REAIM) Summit, held in A Coruña, Spain in February 2026, only 44 out of 85 states 

that attended endorsed the outcome document, ‘Pathways to Action’.8 Compared to the 

outcome documents from the first and second REAIM summits, held in 2023 and 2024, 

which garnered the endorsement of around 50 and 60 states respectively, the drop in 
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support for the latest outcome document also sent a worrying signal regarding a potential 

loss of interest among states in working to develop regulatory guardrails for the use of AI 

in the military domain.9 Moreover, this is the first REAIM outcome document to not have 

the endorsement of at least one of the two superpowers.10 China and the United States 

both endorsed the ‘Call to Action’11 outcome document from the inaugural REAIM summit, 

held in 2023, while only the United States supported the ‘Blueprint for Action’12 outcome 

document from the second REAIM summit, in 2024. In a similar vein, the US-led Political 

Declaration on Responsible Military Use of Artificial Intelligence and Autonomy (US Political 

Declaration),13 launched in 2023—which garnered the support of nearly 60 states14—has 

been quietly set aside by the Trump administration since it took office in 2025.

Taken together, it is clear that facts on the ground are evolving much more quickly and 

at a scale that multilateral dialogue cannot keep up with. In such circumstances, an 

important question that arises is around what can be done to ensure the responsible 

and lawful use of military AI systems. A cynical answer to this question would point 

to the fact that states will do what they feel is necessary since they are effectively 

unconstrained in leveraging AI to apply or guide the use of force in the pursuit of political 

and strategic objectives. Examples from Ukraine, Gaza and Iran appear to validate this 

point of view, suggesting that states are not particularly interested in the responsible 

and lawful use of military AI systems. However, this cynical reading also obscures 

important facts. First, military AI systems do not operate in a vacuum—they are ‘complex 

sociotechnical systems … [consisting] of material and social components which, by being 

put into particular kinds of relations, work together in specific ways’.15 Second, militaries 

have to reckon with the limitations of AI systems in terms of their predictability and 

understandability—what is colloquially referred to as the ‘black box dilemma’.16 Finally, 

there is a tension between trust and control when it comes to military AI systems, and 

states face a number of challenges in aiming to reconcile these desired outcomes.17

At the same time, even if multilateral dialogue on regulatory guardrails for military AI 

systems can reach a consensus among states, the way in which its output is framed 

leaves considerable room for interpretation and significant potential for gaps in 

accountability. For example, the REAIM Blueprint for Action document makes reference to 

military AI systems being ‘developed, deployed and used in accordance with international 

law’18 but does not delve into how this might be achieved. Additionally, the Blueprint 

for Action document points to the necessity of military AI systems being ‘ethical and 

human-centric’19 but similarly does not outline how this can be concretely implemented in 

practice. While the REAIM Pathways to Action document sought to provide more detail—

for example, by highlighting the importance of a ‘responsible by design’ approach across 

the lifecycle of military AI systems20—it is also framed in largely abstract and aspirational 

terms. Nevertheless, the Pathways to Action document outlines several recommendations 

to operationalise the various principles identified across REAIM outcome documents 

at both the national and international levels. Among these recommendations is the 
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promotion of ‘robust testing, evaluation, validation and verification (TEVV) and [the 

integration of] TEVV requirements in relevant policies, doctrines, and procurement 

processes’.21 TEVV was also highlighted in the US Political Declaration in the context of 

ensuring ‘that the safety, security, and effectiveness of military AI capabilities are subject 

to appropriate and rigorous testing and assurance within their well-defined uses and 

across their entire life-cycles’.22

This article seeks to explore the role of TEVV in supporting emerging regulatory 

guardrails that are aiming to ensure the responsible and lawful use of military AI systems. 

The first and arguably most critical contention behind this is that TEVV is an essential 

enabler for governance and regulation of military AI systems, as it could potentially 

provide a way to translate abstract and aspirational concepts into tangible practices 

that states can undertake. A second and equally important contention is that TEVV is 

not a silver bullet when it comes to regulatory guardrails, and comes with its own set of 

challenges that states must find ways to navigate. Three sets of challenges associated 

with implementing TEVV to support regulatory guardrails are identified and discussed: 

(1) the lack of standardised TEVV practices for military AI systems, (2) variations in 

implementing TEVV, and (3) the private sector’s involvement. A mixture of qualitative 

methods—documentary analysis and close reading of primary and secondary sources—

has been employed alongside a small-N case study design for comparing approaches 

to TEVV for military AI systems in Australia, the United Kingdom and the United States. 

The structure of the article is as follows: an overview of TEVV, a discussion of how 

TEVV can support regulatory guardrails for the responsible and lawful use of military AI 

systems, a comparison of state-level approaches across Australia, the United Kingdom 

and the United States, and a discussion of key challenges associated with leveraging 

TEVV to support regulatory guardrails for military AI systems.

What is TEVV?

‘Testing, evaluation, verification and validation’ (TEVV) refers to a set of practices without 

a universal definition or set of standards in the military domain.23 The concept itself 

and its four elements are not used consistently—testing and evaluation is often treated 

separately from verification and validation, and the order of the latter two elements 

is sometimes swapped. Additionally, a fifth element is sometimes associated with 

verification and validation—namely, accreditation. The various elements within TEVV—

regardless of whether they are treated separately as T&E and V&V (or VV&A)—share 

a common purpose, which is risk reduction.24 They are also all grounded in the broader 

set of practices associated with assurance, which for AI could cover a wide range of 

possible qualities associated with a system’s outcomes, including that they are ‘valid, 

verified, data-driven, trustworthy and explainable to a layman, ethical in the context of its 

deployment, unbiased in its learning, and fair to its users’.25 The ways in which desired 

outcomes for assurance are identified can vary considerably—this is both essential 
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and problematic when it comes to how TEVV can support regulatory guardrails for the 

responsible and lawful use of military AI systems. For the purpose of this article, the 

table below outlines one possible way to define the four elements within TEVV (and 

assurance), which was chosen for its simplicity and succinctness (see Table 1).

Table 1—Definitions of elements within TEVV and of assurance

Testing Using pass/fail criteria to check a specific, single function. Testing is usually 

associated with verification

Evaluation Combining multiple tests and experimental use to provide an overall judgement. 

Evaluation typically relates to validation

Verification Checking against a specification. It asks, ‘Did we build the thing right?’  

or ‘Are we doing the thing right?’

Validation Checking against an end user’s need. It asks, ‘Did we build the right thing?’  

or ‘Are we doing the right thing?’

Assurance Providing a compelling case for the trustworthiness of a system

Note. Adapted from Defence Science and Technology Laboratory, Assurance of Artificial 

Intelligence and Autonomous Systems: A Dstl Biscuit Book (London: Ministry of Defence, 

2021), pp. 4–5.

Nevertheless, there are other ways of contextualising TEVV. For example, in the civilian 

domain, TEVV can be framed as one of several paradigms within the practice of AI 

evaluation, which can be described as a ‘process of measuring and anticipating the 

behavioural properties of AI systems and their societal impact to inform decisions about 

their use’.26 Other paradigms within AI evaluation include benchmarking27 and measuring 

real-world impact.28 Within AI evaluation, each paradigm has a distinct focus, and for 

TEVV this is ‘ensuring that AI systems behave in a well-defined and predictable way’.29 

AI evaluation is closely linked to the field of AI safety, which has largely been concerned 

with the existential risks associated with advanced AI systems, although this has created 

its own challenges in terms of directing attention away from existing work—including 

through TEVV—on ensuring the robustness and reliability of AI systems.30 Multilateral 

dialogue on AI safety has also evolved considerably since the inaugural AI Safety Summit 

organised by the United Kingdom in 2023. Twenty-nine states—including China and 

the United States—signed the Bletchley Declaration that was produced through that 

meeting.31 In 2024 at the AI Seoul Summit, the framing of the outcome document shifted 

to encompass not just safety but also innovativeness and inclusion.32 Similarly, the 2025 

AI Action Summit held in Paris changed the focus of the outcome document again to 

include mention of inclusivity and sustainability.33 At the 2026 AI Impact Summit held 

in New Delhi, the scope of the outcome document broadened even further, covering 

themes ranging from democratising AI to resilience, innovation and efficiency.34 Little to 

no attention has been paid to TEVV in the outcome documents produced since the first AI 

Safety Summit in 2023.
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TEVV for Military AI Systems

TEVV for military AI systems35 does not take place in a vacuum and is shaped by existing 

practices for other types of systems.36 This is likely to include the general set of TEVV 

practices associated with all systems developed or purchased by a military, as well as 

specific practices depending on the nature of the system.37 For example, if the system 

is a helicopter, there will be TEVV practices from the army aviation sector to consider. 

Similarly, each service branch of a military may have TEVV practices tailored to its needs 

and influenced by its organisational, engineering and safety cultures. For militaries in 

states that may not have the capacity or resources to maintain an in-house capability, 

their TEVV practices will depend heavily on the supplier they are purchasing a system 

from. Moreover, when it comes to AI systems, there is a need to consider the TEVV 

practices of the private sector companies developing them, since they are at the forefront 

of innovation in this field. For the most advanced AI systems, militaries will be dealing with 

the handful of companies that have the necessary capabilities. All of these considerations 

point to TEVV for military AI systems being a complex and costly endeavour. This in turn 

raises the question of whether this ‘premium’ associated with fielding military AI systems 

will create a clear gap in terms of their impact on the balance of power, which challenges 

the conventional wisdom suggesting that access to AI is relatively democratised and that 

more states will have the ability to leverage AI in the military domain.38

From a technical perspective, TEVV for military AI systems must also account for the 

distinctive features of AI-enabled systems more generally. This entails paying attention 

to (1) the need for continuous testing and monitoring due to the dynamic nature of AI-

enabled systems, particularly in terms of their ability to learn and adapt, (2) the need 

to evaluate unexpected and unanticipated system behaviours arising from the ‘black 

box dilemma’, and (3) the need to assess the security and resilience of AI-enabled 

systems given their vulnerability to adversarial attacks.39 Regarding continuous testing 

and monitoring, this necessitates a different approach to TEVV that moves away from 

treating it as a discrete stage prior to fielding a system. It has also prompted exploration of 

potential ways to automate TEVV.40 To address the ‘black box dilemma’, one possible way 

forward is through implementing safety middleware that can ‘supersede the true system’s 

decisions under certain explicit, well-defined conditions’,41 thereby making it easier to 

verify specific conditions under which certain behaviours of the system are occurring. 

Finally, when it comes to adversarial attacks, these introduce a significant degree of 

complexity, as there are a wide range of possible attacks, from ‘poisoning’ of training data 

to the ‘extraction’ of a model through reverse engineering of its output.42
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TEVV and regulatory guardrails

Turning to the role that TEVV plays in supporting regulatory guardrails for the responsible 

and lawful use of AI in the military domain, there are three aspects to unpack further: (1) 

providing the means to tangibly measure desired outcomes of an AI system, (2) enhancing 

human agency across the lifecycle of AI systems, and (3) enabling the conduct of legal 

reviews. These three aspects of TEVV’s role were selected to highlight that it is more than a 

set of practices to narrowly certify a system as ready for use or fit for purpose. 

Measuring Desired Outcomes

At the heart of responsible and lawful use of AI in the military domain are the desired 

outcomes of trust and control.43 These are typically framed as expectations of military AI 

systems and of the relationship between these systems and their operators, which can 

occur in the context of human–machine teams.44 Put simply, for a military to use an AI 

system responsibly and lawfully, there must be trust in that system and its operator, but 

also between the operator and the system. Trust in a military AI system also depends 

in part on an operator’s ability to control that system to function in specific ways. The 

ability of a military to meet legal obligations arising from using an AI system also depends 

on control over that system, particularly through rules that circumscribe the behaviour 

of the system and its operator. Trust therefore implies ‘a “contract” between humans 

and AI’,45 whereas control focuses on ‘the capacity of humans to ensure, in a rather 

deterministic way, specific (or, at least, sufficiently tightly constrained) behaviours of 

AI-driven systems’.46 Reconciling trust and control becomes challenging depending on 

the circumstances related to a specific application of a military AI system. This is where 

TEVV can play an important role, particularly in measuring the desired outcomes of trust 

and control. For example, TEVV can be used to measure trust based on reliability or 

predictability47 and to measure control by providing evidence of an AI system’s patterns 

of behaviour through testing. It can also measure trust based on values, preferences and 

beliefs48 where there has been an appropriate translation into expected behaviours and 

output of an AI system that can be evaluated.

However, TEVV is not a silver bullet. Measuring trust and control in military AI systems 

faces a number of interrelated challenges. Six of these are identified here, with the 

caveat that this is not an exhaustive list.49 First, the appropriate unit of analysis for TEVV 

in military AI systems can be difficult to define, particularly when the same AI model is 

used for multiple applications, when it is part of a larger system, and when it is part of a 

human–machine team.50 Second, TEVV depends on: 

clearly stating [a] purpose and being able to assess whether the tool serves 

it as well as potential alternatives, and whether ‘ground truth’ benchmarks for 

evaluating it accurately reflect contexts in which [it] will be used.51 



98�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

But for military AI systems, ‘ground truth’ benchmarks are difficult to define given their 

unpredictable and inscrutable nature. Moreover, identifying the different contexts in 

which military AI systems will be used is not a straightforward task—modelling and 

simulation methods and techniques that are traditionally employed in TEVV may not be 

sufficient. Third, and related to the previous challenge, is the fact that TEVV will not be 

able to anticipate all the conditions and environments under which military AI systems 

will operate, creating a potentially impractical number of scenarios to test and evaluate 

against.52 Fourth, military AI systems share the same challenges associated with all AI 

systems in terms of difficulty in predicting and understanding how they might fail, which 

complicates the scope of TEVV.53 Fifth, although military AI systems are likely to comprise 

software components that were developed by the private sector, the applicability of 

commercial TEVV tools is not straightforward for a military context.54 Finally, military AI 

systems which have models that are updated through data gathered during their use 

necessitate some parts of the TEVV process to be carried out continuously.55

Overcoming these challenges may require militaries to rethink the practice of TEVV from 

a socio-technical perspective in order to: 

enable a broader understanding of AI impacts and the key decisions that happen 

throughout, and beyond, the AI lifecycle—such as whether technology is even a 

solution to a given task or problem.56 

TEVV that leverages a socio-technical perspective could potentially incorporate practices 

from a wider range of fields in order to provide novel or more effective ways to measure 

trust and control in military AI systems. However, several of the challenges identified also 

underscore the point made earlier that TEVV for military AI systems is a complex and 

costly endeavour. Along with potentially allocating dedicated resources catering to the 

unique demands of TEVV for military AI systems, militaries are likely to have to invest in 

developing new TEVV practices and finding ways to adapt existing practices. However, 

this poses an additional challenge of its own, given the pressure created by militaries’ 

increasing pace of AI adoption. It will not be straightforward to update existing TEVV 

practices or introduce new ones under these circumstances where there is an imperative 

to deploy systems more quickly.

Enhancing Human Agency

The importance of human agency for the responsible and lawful use of military AI 

systems across all service branches of a military cannot be overstated. In an army 

context, for example, human agency takes on particular significance given close contact 

with civilian populations. The REAIM Call to Action document refers to how AI can 

‘shape and impact decision making, and [the importance of ensuring] that humans 

remain responsible and accountable for decisions when using AI in the military domain’.57 
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It also specifically mentions the ‘importance of ensuring appropriate safeguards and 

human oversight of the use of AI systems, bearing in mind human limitations due to 

constraints in time and capacities’.58 The REAIM Blueprint for Action document similarly 

refers to how: 

Appropriate human involvement needs to be maintained in the development, 

deployment and use of AI in the military domain, including appropriate measures 

that relate to human judgement and control over the use of force.59 

Meanwhile, the REAIM Pathways to Action document makes specific reference  

to how the:

nature and degree of human involvement should be appropriate considering, 

among other factors, the operational context, the function performed, the technical 

characteristics and capabilities, as well as human factors such as training and 

fatigue, and the risks and benefits involved.60 

In the US Political Declaration, there is mention of ‘senior officials effectively and 

appropriately oversee[ing] the development and deployment of military AI capabilities with 

high-consequence applications, including, but not limited to, such weapon systems’61 as 

well as ensuring that ‘relevant personnel exercise appropriate care in the development, 

deployment, and use of military AI capabilities, including weapon systems incorporating 

such capabilities’.62 What is missing in all of these references to human agency is how it 

can be implemented in practice.

A gradual evolution in how human agency is being understood—particularly in terms 

of going beyond a ‘narrow focus on human operators executing military missions at the 

final tactical level’63—has paved the way for its consideration across the entire lifecycle 

of a military AI system. In the nine-stage lifecycle framework developed by the IEEE 

Standards Association, TEVV is both a distinct stage and an ongoing activity where 

human decision-makers play a key role (see Figure 1). As a stage of the lifecycle, TEVV is 

situated between ‘procurement and acquisition’, and ‘considering the human: education, 

training, and human-system integration.’ This position reflects TEVV’s role as a bridge 

between dimensions of an AI system that are technical in nature and those that are 

dependent on a human user’s needs and interaction with the system. As an ongoing 

activity taking place throughout each stage of the lifecycle, TEVV is considered together 

with monitoring, hardware or software updates, interoperability and maintenance, which 

leans more towards the technical and operational dimensions of AI systems. Specific 

best practices related to TEVV that can enhance human agency have been identified 

in a study conducted by the University of Southern Denmark. They include testing the 

interface of military AI systems not only from a technical and functional perspective but 

also in terms of human users’ understanding and interaction, verifying that intended users 
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of military AI systems are empowered to use them in ways that are legally and ethically 

compliant, and engaging in TEVV to independently verify commercial vendors’ claims 

about their military AI systems.64

Figure 1—Lifecycle framework for military AI systems

Note. Adapted from IEEE Standards Association Industry Connections Research Group 

on Issues of Autonomy and AI for Defence Systems, A Framework for Human Decision-

Making Through the Lifecycle of Autonomous and Intelligent Systems in Defence 

Applications (New York NY: IEEE Standards Association, 2024), p. 21,  

at: https://ieeexplore.ieee.org/document/10707139.

Enabling Legal Reviews

Both the REAIM Blueprint for Action and Pathways to Action documents make specific 

references to legal reviews as a regulatory guardrail for military AI systems. In the 

Blueprint for Action, legal reviews are highlighted alongside trust and confidence-

building measures as well as risk-reduction measures,65 whereas the Pathways to 

Action document identifies the conduct of legal reviews as a measure to operationalise 

REAIM principles at the national level.66 In the US Political Declaration, legal reviews 

are specifically mentioned as a step that states can take to ‘ensure that their military AI 

capabilities will be used consistent with their respective obligations under international 

law, in particular international humanitarian law’.67 While the exact way in which legal 

https://ieeexplore.ieee.org/document/10707139
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reviews are carried out varies considerably, they are generally understood as an 

obligation under article 36 of Additional Protocol I to the Geneva Conventions.68 The 

starting point for legal reviews for military AI systems is the consensus that has emerged 

around the applicability of international humanitarian law (IHL), but the challenge has 

been in determining exactly how it applies. This challenge is exacerbated by a few 

factors, such as (1) the wide range of technologies embedded within military AI systems, 

which may be part of other, larger systems involving consideration of other technologies, 

(2) whether AI systems are fundamentally incompatible with IHL principles due to their 

unpredictable and inscrutable nature, and (3) the dynamics created through human–

machine teams and human–machine interaction.69

TEVV has the potential to address some of these factors when integrated within the 

conduct of legal reviews. This would bring technical and legal assessments of military 

AI systems together, with significant implications for current expertise, methods and 

processes related to both TEVV and legal reviews. For instance, IHL principles could 

be translated into technical criteria that are then ‘embedded into the system during the 

designing phase. Once the legal standards are learned by the system, compliance 

with those standards is a technical task’.70 This approach is aligned with what has 

been proposed by the Global Commission on Responsible AI in the Military Domain 

(GC REAIM), which has been encapsulated in the concept of ‘responsible by design’.71 

Although one of the GC REAIM’s core recommendations is that TEVV should inform 

national policies guaranteeing human responsibility across a military AI system’s 

lifecycle,72 the link between TEVV and legal reviews is not made explicit, and they 

are treated as separate activities and sets of practices. However, the fact that experts 

and practitioners in both TEVV and legal reviews are increasingly pointing to the need 

for the two activities and sets of practices to evolve to better address the challenges 

posed by military AI systems is a good sign. For example, recognising the limitations of 

conventional legal reviews—particularly when they are conducted as a ‘discrete, one-

time requirement performed during the weapon acquisition phase, typically just prior 

to adoption’73—will pave the way for closer alignment between TEVV and legal review 

processes, which need to be conducted throughout the lifecycle of military AI systems. 

At the same time, there are some complications that can arise from integrating TEVV 

and legal reviews. The view of the International Committee of the Red Cross, which is 

entrusted by the international community of states as the guardian of IHL,74 is that: 

it is essential to preserve human control over tasks and human judgement in 

decisions that may have serious consequences for people’s lives in armed 

conflict, especially where they pose risks to life, and where the tasks or decisions 

are governed by specific rules of international humanitarian law.75 

Integrating TEVV and legal reviews could therefore run the risk of transferring 

responsibility for legal determinations away from humans. 
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Comparing state-level approaches

Australia, the United Kingdom and the United States represent a spectrum of different 

types of actors in the ongoing multilateral dialogue aimed at creating regulatory guardrails 

for the use of AI in the military domain. The United States sits at one end of the spectrum 

in terms of the size and capabilities of its military. As treaty allies of the United States, 

Australia and the United Kingdom not only draw on the capabilities of the United States 

but also contribute to joint capabilities through arrangements such as AUKUS. Through 

AUKUS, the three states are also pursuing extensive integration of their defence 

industrial and technological bases.76 The United Kingdom and United States are also both 

permanent members of the United Nations Security Council and founding members of the 

North Atlantic Treaty Organisation. Australia and the United States are part of the Quad, 

and all three states are also part of an intelligence-sharing arrangement known as the 

Five Eyes. The relative postures and positioning of the three states when it comes to AI in 

the military domain is not a straightforward comparison, but the table below outlines some 

indicators with respect to regulatory guardrails (see Table 2). These indicators should be 

viewed with a measured eye—publicly articulated statements in a defence AI policy or 

strategy and the endorsement of non-binding statements such as the REAIM outcome 

documents and the US Political Declaration cannot be construed as evidence of a state’s 

actual position in practice.

Table 2—Indicators for posture and positioning on regulatory guardrails for AI in the military 

domain

Defence 

AI Policy / 

Strategy

REAIM

Call to Action 

(2023)

REAIM 

Blueprint for 

Action (2024)

REAIM 

Pathways to 

Action (2026)

US Political 

Declaration 

(2023)

Australia 2026    

United Kingdom 2022    

United States 2026    

Compiled by the author.

Australia 

In March 2026, Australia’s Department of Defence (Defence) released a document 

titled Policy Settings for Responsible Use of Artificial Intelligence in Defence (Policy 

Settings),77 which outlined its approach to responsible AI in the military domain across 

the lifecycle of military AI systems. The Policy Settings document is explicitly framed as 

a follow-up to implement Australia’s commitments made through its endorsement of the 

REAIM Call to Action and Blueprint for Action documents, as well as the US Political 
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Declaration.78 It anchors Australia’s obligations for responsible use of AI in the military 

domain on three policy requirements: lawfulness, adherence to values-based principles, 

and proportionate controls.79 Lawfulness is based on compliance with domestic law 

and international legal obligations, clear accountability through identifiable officers, 

and the conduct of legal reviews.80 Under adherence to values-based principles, five 

principles have been identified: accountable, bias and harm mitigation, explainable, 

human-centric, and reliable and secure.81 These principles have been developed in line 

with Australia’s 2024 Policy for the Responsible Use of AI in Government82 and 2019 AI 

Ethics Principles.83 Finally, proportionate controls comprise risk-based ‘layers of policies, 

processes, training, and procedures, including ongoing assurance and after-action 

evaluation’.84 TEVV is included as a control measure, alongside post-incident/impact 

reviews, and relevant reporting and oversight mechanisms.85 However, the role of TEVV 

is otherwise not elaborated in the Policy Settings document.

Defence’s 2021 Test and Evaluation Strategy86 only mentions AI once in the context of 

emerging technologies necessitating new approaches to TEVV.87 This is due to the fact 

that it is meant to cover all systems regardless of the technologies they comprise. In its 

2024 Defence Industry Development Strategy, Defence identified TEVV as a ‘sovereign 

defence industrial priority’, with specific mention of building skill level and capacity in 

TEVV across warfighting domains with respect to AI.88 This was an important signal, both 

in terms of Defence’s overall assessment of current TEVV capabilities and in terms of its 

expectations of how Australia’s defence TEVV workforce, processes and practices should 

evolve. It also built on the 2020 Concept for Robotic and Autonomous Systems,89 where 

TEVV is explicitly linked to determining trust in military AI systems.90 In this document, 

TEVV also supports the traceability of decisions made by military AI systems, which in 

turn contributes to trust.91 Additionally, reform of existing TEVV processes and practices 

‘to understand how to verify systems that are the subject of continual improvement while 

balancing this need against the necessity of providing capability certainty’92 is highlighted. 

Moreover, with the Defence AI Centre that was set up in 2024, there is now dedicated 

bureaucratic capacity for coordination that will also shape the evolution of TEVV, including 

through initiatives such as developing common standards for military AI systems.93

Turning to service-level approaches, in the second version of its Robotic and Autonomous 

Systems Strategy,94 the Australian Army mentions TEVV in two lines of effort: first, as 

part of developing, experimenting and prototyping military AI systems;95 and second, as 

part of exploring and integrating military AI systems within force design, specifically in 

terms of providing assurance for ‘fit-for-purpose capabilities into service at the right time 

and quantities’.96 For the first line of effort, TEVV is intended to ‘test and demonstrate key 

capabilities in representative environments and is critical to ensuring system reliability, 

robustness and usability in contested environments and to inform Army’s user needs’,97 

whereas the second line of effort sees TEVV supporting future force design.98 In the 
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Royal Australian Navy’s 2020 RAS-AI Strategy 2040,99 the need for qualified TEVV 

practitioners is highlighted,100 as well as the role that TEVV plays in providing ‘proof that 

risk is contained within acceptable boundaries’.101 The Navy’s strategy also outlines how 

AI can be an opportunity for TEVV in terms of automating testing, documentation, data 

processing, decision-making and system control, among other areas.102 While the Royal 

Australian Air Force does not have a comparable strategy document related to military AI 

systems, its efforts under the 2015 Plan Jericho103 led to a dedicated Test and Evaluation 

Directorate being set up within the Air Warfare Centre inaugurated in 2016.104 

Australia’s approach to TEVV for military AI systems is generally headed in a positive 

direction. TEVV has been clearly prioritised at the strategic level centrally in the 

Australian Defence Force (ADF) through documents such as the 2024 Defence Industry 

Development Strategy and 2020 Concept for Robotic and Autonomous Systems. Service-

level strategies and initiatives for military AI systems also point to TEVV being recognised 

as a priority, including in the Army’s 2022 Robotic and Autonomous Systems Strategy, 

the Navy’s RAS-AI Strategy 2040, and the Air Force’s 2015 Plan Jericho. However, the 

actual impact of this strategic prioritisation on the ADF’s TEVV capabilities remains to be 

seen. Each service branch has high-profile initiatives involving military AI systems—the 

Army’s M113 AS4 optionally crewed combat vehicle,105 the Navy’s Bluebottle uncrewed 

surface vessel,106 and the Air Force’s MQ-28A Ghost Bat uncrewed combat aerial vehicle 

supporting crewed aircraft107—which means that their TEVV capabilities, processes and 

practices will be evolving through experience on the fly. Moreover, collaboration through 

AUKUS is also likely to shape Australia’s defence TEVV enterprise. An example is the 

trialling of AI-enabled decision-support systems onboard the Air Force’s P-8A Poseidon 

aircraft during Exercise Talisman Sabre held from July to August 2025.108 Although 

AUKUS has faced some uncertainties,109 it remains an important platform for TEVV-

related activities for military AI given its emphasis on experimentation and technology 

development, particularly under Pillar II.

United Kingdom

In 2022, the United Kingdom’s Ministry of Defence (MoD) outlined its approach for the 

delivery of AI-enabled defence capabilities based on three guiding principles: (1) ambition 

in terms of tools and operational effects, (2) safety, and (3) responsibility.110 In the same 

document it also identified five ethical principles for military AI systems: (1) human-

centricity, (2) responsibility, (3) understanding, (4) bias and harm mitigation, and (5) 

reliability.111 Building on this approach, the 2022 Defence Artificial Intelligence Strategy112 

articulated four objectives: (1) transforming into an ‘AI ready’ organisation, (2) adopting 

and exploiting AI at pace and scale, (3) strengthening the domestic defence and security 

AI ecosystem, and (4) shaping global developments to promote security, stability and 
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democratic values.113 Furthermore, in 2024, the MoD issued the first part of a joint service 

publication, JSP 936 V1.1: Dependable Artificial Intelligence (AI) in Defence,114 which 

contained a directive describing the mandated direction related to the responsible and 

lawful use of military AI systems. The second part of JSP 936, which contains a defence 

AI ethical risk assessment toolkit, has not been made public in its entirety. JSP 936 builds 

on a family of related MoD policies, including on the management of health and safety 

(JSP 375115), acquisition safety (JSP 376116), information, knowledge, digital and data 

(JSP 441117), human factors integration (JSP 912118), and modelling and simulation (JSP 

939119).

In January 2026, the MoD issued updated guidance on how its approach to TEVV is 

changing in a document titled Test and Evaluation (T&E): Future Advantage Through 

Evaluation (FATE).120 The challenge posed by AI for TEVV is highlighted in this document, 

along with AI’s potential to transform TEVV. Crucially, the document also highlights the 

need for a different approach to TEVV and a slew of initiatives to support the United 

Kingdom’s TEVV enterprise, including a dedicated innovation fund, increased support for 

training, and better coordination with industry. The 2022 Defence Artificial Intelligence 

Strategy outlines specific measures related to TEVV for military AI systems, including 

new live and virtual test capabilities, establishing a framework for TEVV of military AI 

systems across their lifecycle that includes both the technical and human dimensions, 

and driving new technical standards and regulations.121 JSP 936 also provides detailed 

guidance on TEVV in the context of AI assurance,122 which has been complemented by 

an AI Assurance Framework developed by the MoD’s Defence AI Centre that covers who 

is responsible, the relevant steps involved and the required documentation for evidence, 

and identifies enabling technologies.123 The Defence AI Centre has also published an AI 

Practitioner’s Handbook124 with a corresponding resource library containing templates 

and tools to support TEVV.125 At the service level, the British Army and Royal Navy 

have so far published strategies for AI, but only the Army’s 2023 document is available 

publicly126 and there is limited mention of TEVV’s role within it.

The United Kingdom’s approach to TEVV for military AI systems appears well organised, 

with clear prioritisation by the MoD. A review by the House of Commons Defence 

Committee published in January 2025 did not make any recommendations directly 

mentioning TEVV, but devoted a section to addressing challenges posed by AI for 

defence procurement, such as shorter development cycles, evolving contractor–supplier 

relationships, and the role of primes versus smaller companies.127 Any changes to 

address these challenges will also affect the TEVV enterprise. Nevertheless, with JSP 

936 and the Defence AI Centre, the MoD is well positioned to drive the evolution of the 

United Kingdom’s defence TEVV to meet the challenges and needs of military AI systems 

and to ensure responsible and lawful use. Moreover, since its establishment in 2021, 

the Defence AI Centre has played a key role in driving TEVV for military AI systems. 
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For example, in November 2025, it launched the AI Model Arena tool to help the MoD 

redefine its current approach to evaluating and procuring AI.128 Finally, the Strategic 

Defence Review published in July 2025 has provided additional momentum through 

prioritising greater use of autonomy and AI.129 While there are no recommendations within 

the document that are directly focused on TEVV for military AI systems, the proposed 

creation of a new defence research and evaluation organisation will also entail sustaining 

relevant TEVV capabilities within that organisation.130

United States

In January 2026, the United States Department of War (DoW) published a memorandum 

outlining its new military AI strategy.131 The first heading in the strategy, ‘Accelerating 

America’s Military AI Dominance’, is aligned with the intent of Executive Order 14179 

issued by US President Donald Trump in January 2025 on ‘Removing Barriers to 

American Leadership in Artificial Intelligence’132 and with the AI Action Plan issued by 

the White House in July 2025.133 The DoW’s military AI strategy outlines four lines of 

effort: (1) experimenting with frontier AI models, (2) eliminating bureaucratic barriers to 

AI integration, (3) focusing investment in AI to leverage existing asymmetric advantages, 

and (4) carrying out ‘pace-setting projects’ (PSPs) to establish a new execution standard 

and build out the necessary foundation of enablers to accelerate AI integration.134 Seven 

initial PSPs have been identified across warfighting, intelligence and enterprise mission 

areas: (1) ‘Swarm Forge’, focusing on discovering, testing and scaling with and against 

AI-enabled capabilities, (2) ‘Agent Network’, to support development and experimentation 

with AI agents, (3) ‘Ender’s Foundry’, focusing on AI-enabled simulation capabilities, 

(4) ‘Open Arsenal’, to accelerate the translation of technical intelligence into capability 

development, (5) ‘Project Grant’, to transform deterrence, (6) ‘GenAI.mil’, to broaden AI 

experimentation with the latest models, and (7) ‘Enterprise Agents’, focusing on AI agent 

development and deployment for enterprise workflows.135 In addition to the memorandum 

on the DoW’s military AI strategy, two other memoranda were issued: one on restructuring 

the department’s Advana data platform136 and the other on transforming the defence 

innovation ecosystem.137 The latter memorandum brings all of the various defence 

innovation organisations under the leadership and responsibility of the Chief Technology 

Officer, namely the Under Secretary of War for Research and Engineering. Previously 

these organisations—the Defence Innovation Unit, Strategic Capabilities Office, Defence 

Advanced Research Projects Agency, Chief Digital and Artificial Intelligence Office 

(CDAO), Test Resource Management Centre (TRMC), and Office of Strategic Capital—

were positioned at different levels of leadership and were part of various steering and 

working groups.
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The DoW’s Acquisition Transformation Strategy, published in November 2025, 

made three important changes to the department’s approach to TEVV. First, it calls 

for modernising test infrastructure under the TRMC and creating a minimum set of 

department-wide test data and quality standards.138 Second, it aims to reduce central 

TEVV oversight conducted by the Director, Operational Test & Evaluation (DOT&E), 

returning responsibility to the service branches.139 Third, it calls for modernising 

systems engineering processes and tools informing TEVV ‘to enable agile development, 

technology insertion, improved technology and manufacturing risk management, and 

reduced need for testing, rework, and re-testing to certify a system’.140 In a similar vein, 

the DoW’s military AI strategy specifically mentions adopting a ‘[w]artime approach 

to blockers,141 including in relation to TEVV. It also clarifies the DoW’s approach to 

responsible military AI, which no longer emphasises ethical principles but rather focuses 

on what is lawful.142 As for the set of TEVV frameworks developed by the CDAO for 

military AI systems in 2024 under the previous administration, their status is unclear. 

These frameworks cover TEVV for AI models,143 human–systems integration,144 systems 

integration145 and operational TEVV.146 They are focused on providing guidance and best 

practices for formulating a TEVV strategy, rather than binding policy requirements or a 

step-by-step guide.

The United States’ defence TEVV enterprise will continue to evolve as the DoW’s new 

military AI and acquisition transformation strategies are implemented, but several aspects 

remain uncertain. Streamlining reporting lines for all the defence innovation organisations 

under the DoW’s Chief Technology Officer and minimising central oversight by the 

DOT&E could produce a more dynamic and synergised TEVV enterprise that draws on a 

larger pool of capabilities and resources. However, there is also a risk of confusion over 

roles and responsibilities, which would increase rather than reduce friction. Furthermore, 

while plans to modernise TEVV infrastructure, processes and tools are uncontroversial, it 

is unclear whether this will leverage existing work such as the Joint AI Test Infrastructure 

Capability (JATIC) program initiated by the CDAO in 2023 with funding up to 2029147 and 

the CDAO’s TEVV frameworks published in 2024. Moreover, the existing DoW manual 

on TEVV for military AI systems (5000.101148), which was last updated in December 

2024, has yet to incorporate the policy changes that have taken place under the Trump 

administration since 2025. Of greater concern, however, is the sidelining of ethical 

principles in TEVV supporting responsible and lawful use of military AI systems. The 

United States did not endorse the recent REAIM Pathways to Action document, which 

adds to this concern. There is also the concern that the overall desire to ensure speed in 

the DoW’s military AI strategy could mean that TEVV is marginalised.
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Challenges

Six interrelated challenges associated with leveraging TEVV to measure trust and 

control in military AI systems were identified earlier: (1) determining the appropriate unit 

of analysis for TEVV, (2) the need for an AI system to have a clearly defined purpose for 

TEVV to evaluate against, (3) the impracticality of identifying all possible scenarios for 

TEVV, (4) the unpredictability and inscrutability of AI systems, (5) the fact that private 

sector TEVV tools and benchmarks may not neatly apply in the military context, and 

(6) the need for some parts of the TEVV process to be carried out continuously for AI 

systems that have models which are updated through data gathered during their use.149 

In addition to these challenges, the military domain imposes additional considerations 

that also affect TEVV. First, the scarcity of high-quality and representative data in 

operational environments will affect training datasets, the creation of representative test 

environments, and the ability to minimise bias.150 Second, the deployment of military 

systems across different operational environments may necessitate retraining and 

re-evaluating when it comes to AI.151 Factoring in consideration of the complexities 

associated with human–machine teams further muddles what is already a very 

challenging set of circumstances for TEVV. Nevertheless, all of these challenges and 

considerations are known and therefore subject to ongoing work in terms of adapting 

TEVV processes and practices. This section builds on this by discussing challenges that 

have received comparatively less attention in the literature but are still important in terms 

of their impact on TEVV’s role in supporting regulatory guardrails. 

Lack of Standardised TEVV Practices

There are currently no standardised TEVV practices for AI in the military domain. While 

the nine-stage lifecycle framework developed by the IEEE Standards Association (see 

Figure 1) provides a foundation to build up a set of standardised TEVV practices, the fact 

that TEVV is both a stage within the lifecycle framework and an ongoing activity taking 

place throughout all stages already adds a layer of complexity. Moreover, the lack of 

standardised TEVV practices partly stems from the nature of AI systems and how AI is 

used in the military domain—particularly in terms of the ‘black box dilemma’, as well as 

in determining the unit of analysis and the system’s purpose for TEVV, which are affected 

by how military systems can be deployed across different operational environments. 

Furthermore, where military AI systems are operating as part of human–machine teams, 

the ability to develop TEVV to account for real-world performance is limited not just to the 

technical or technological dimension but also to the human dimension.152 All of this points 

to a need for flexibility and adaptation in TEVV for military AI systems, which is precisely 

the dilemma in terms of the lack of standardised practices. Resolving this tension will be 

important to advance TEVV for military AI systems in such a way that it can then support 

responsible and lawful use of these systems while accounting for the practicalities of 

dealing with AI.
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Across the case studies, it is clear that this is an ongoing challenge. In Australia’s case, 

for example, if the service branches appear to be driving the overall approach to TEVV 

for military AI systems rather than Defence from a central standpoint, then we can already 

expect variations in practices based on the missions of each service branch. Similarly, 

for the United Kingdom, even though its MoD can leverage a common standard through 

JSP 936 and the Defence AI Centre’s AI Assurance Framework, implementation at the 

service branch level is likely to necessitate some variations in TEVV practices. Turning to 

the United States, the minimisation of central oversight for TEVV by the DOT&E will mean 

that there will be a similar challenge in terms of managing the variation across service 

branches. The next section unpacks these points further in terms of factors shaping the 

implementation of TEVV, such as a military’s technical capacity and resources, as well as 

its organisational, engineering and safety cultures. Additionally, the section on the private 

sector’s involvement highlights another factor which further complicates the ability to 

develop standardised TEVV practices, namely the extent to which TEVV capabilities exist 

in-house within a military or depend on outsourcing to the private sector.

Variations in Implementing TEVV

Even if standardised TEVV practices can be identified, their implementation depends on 

a military’s technical capacity and resources. These will vary considerably—among the 

case studies in this article, for example, there is a wide gulf between the United States 

and both Australia and the United Kingdom in terms of technical capacity and resources. 

The size of the US military’s TEVV workforce was estimated at 10,000 in 2025, with 80 

per cent being civilian personnel.153 For Australia and the United Kingdom, a comparable 

estimate is much more challenging to make, as TEVV capabilities are distributed across 

civil servants, military personnel, and private sector contractors. In Australia’s case, 

however, there was an estimated shortfall of 400 TEVV practitioners identified in 2024, 

which is expected to grow to 1,000 by 2030.154 Estimating a military’s investments in 

TEVV is also not a straightforward exercise, and a distinction must be made between 

what is allocated for TEVV within a specific capability project versus what is allocated at 

an organisational level. For example, in May 2025, the United Kingdom’s MoD announced 

a £1.54 billion extension for its long-term partnering agreement with the British company 

QinetiQ to continue operating TEVV infrastructure and provide TEVV services.155 In 

addition, the Defence and Security Accelerator announced a competition in November 

2025 offering up to £1 million in funding for innovative TEVV capabilities as part of 

the MoD’s Test and Evaluation Transformation Programme.156 While significant, these 

developments do not represent the full extent of the MoD’s investment in TEVV.

Moreover, how a military leverages its available technical capacity and resources will 

be shaped by its organisational, engineering, and safety cultures. For example, since 

the Trump administration took office in 2025, there has been a concerted attempt to 
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change the culture of the US military and defence bureaucracy, beginning with Executive 

Order 14347, issued in September 2025, which rebranded the Department of Defense 

as the Department of War.157 In a speech to general and flag officers in the same month, 

Secretary of War Pete Hegseth spoke about restoring the ‘warrior ethos’ of the US 

military.158 These changes have filtered down to shape the approach to TEVV for military 

AI systems. The DoW’s military AI strategy specifically states: 

Diversity, Equity, and Inclusion and social ideology have no place in the DoW, so 

[it] must not employ AI models which incorporate ideological ‘tuning’ that interferes 

with their ability to provide objectively truthful responses to user prompts.159 

Moreover, the concern highlighted earlier regarding a desire to ensure speed in the 

DoW’s military AI strategy potentially leading to TEVV being marginalised is prompted 

by developments such as the rollout of GenAI.mil in December 2025, which appeared to 

be rushed, raising the question of whether there was an adequate level of assessment 

conducted.160 

Involvement of the Private Sector

Innovation in AI in the military domain is primarily being driven by the private sector within 

a handful of states. On the surface, this: 

suggests fostering unrestrained private competence. On the other hand, there 

are strong incentives for state control, since military AI is a vital sector for national 

security, and many applications involve high security risks and significant political 

costs if left uncontrolled.161 

There is a trade-off that states and militaries have to manage when it comes to 

‘unconstrained expertise’162 that can support innovation but runs the risk of undesired 

outcomes, including the diffusion of innovative technologies to rival states. In the context 

of TEVV, because it is an important ongoing activity throughout the lifecycle of military AI 

systems (see Figure 1), navigating the trade-off between competence and control poses 

several challenges. First, it can significantly affect the timeline for capability development 

and acquisition. In a context where militaries are seeking to reform acquisition processes 

to keep up with the demands of AI, TEVV could be seen as a stumbling block. Second, 

the ability to develop in-house or sovereign TEVV capabilities depends on existing 

technical capacity and available resources. Even if states have the means to build 

sovereign TEVV capabilities, this is not something that can be achieved easily or within 

a limited amount of time. Finally, the lack of standardised TEVV practices limits the 

prospect of conducting TEVV independently, which reduces accountability.
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The challenges arising from the competence–control trade-off are particularly evident 

in the case of the United States. For example, in March 2026, the DoW designated 

Anthropic as a ‘supply chain risk’, effectively restricting the use of its products 

and services by the US military and defence bureaucracy.163 This unprecedented 

designation—typically reserved to guard against foreign companies from states deemed 

as adversaries—occurred due to a disagreement over Anthropic’s request to maintain 

safeguards over the use of its AI models for mass domestic surveillance and fully 

autonomous weapons.164 Secretary of War Pete Hegseth attacked the company in a 

social media post, accusing it of using the ‘sanctimonious rhetoric of “effective altruism” 

… [to] strong-arm the United States military into submission’.165 Nonetheless, the DoW’s 

resort to such a measure is consistent with its military AI strategy, in which it states that 

the department must ‘utilize models free from usage policy constraints that may limit 

lawful military applications’.166 The link to TEVV here is that the strategy directed the 

CDAO to ‘establish benchmarks for model objectivity as a primary procurement criterion 

within 90 days’. As of 10 April 2026, Anthropic is in the midst of legally challenging the 

‘supply chain risk’ designation on the basis that it was denied due process, but US courts 

typically do not challenge executive branch decisions related to national security.167

Conclusion 

This article has aimed to explore the role of TEVV in supporting emerging regulatory 

guardrails for the responsible and lawful use of military AI systems. It began with an 

examination of the broader context for military AI, where facts on the ground are evolving 

much more quickly and at a scale that multilateral dialogue cannot keep up with. This 

was followed by an overview of TEVV across both the civilian and military domains, 

which provided a starting point to understand the complexities involved for the latter. 

These include consideration of practices for all military systems, as well as those for 

specific types of systems, and tailored practices at the service level, and for AI systems 

more generally, from a technical standpoint. Building on this, three specific areas were 

identified where TEVV supports regulatory guardrails: (1) providing the means to tangibly 

measure desired outcomes of an AI system, (2) enhancing human agency across the 

lifecycle of AI systems, and (3) enabling the conduct of legal reviews. However, this is 

not exhaustive—TEVV can also play a role in other ways, such as integrating expertise 

and assessments that were previously siloed, which can lead to more comprehensive 

and effective consideration of responsible and lawful use of military AI systems. Another 

example is the potential for TEVV to encourage cooperation and technical exchanges 

where such activities may have been constrained.
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The three case studies examined—Australia, the United Kingdom, and the United 

States—demonstrate the range of possible ways to approach TEVV. They also highlight 

the tension between commitments made at platforms such as the REAIM summits and 

a state’s pursuit of its interests. The case studies clearly demonstrate that, contrary to 

what its technical nature might suggest, TEVV is neither objective nor neutral—militaries 

leverage it in service of larger strategic objectives, and it is as much as a political 

endeavour as it is a technical one. The case studies also explore differences at the 

service branch level, and underscore the need for more detailed examination in future 

research of how differing operational, organisational and strategic contexts can have 

an impact on TEVV. While this article did not examine how TEVV shapes regulatory 

guardrails when it is conducted in the context of developing capabilities jointly as in a 

partnership like AUKUS, this is an additional area worth considering for future research. 

A further area worth exploring relates to developing strategies and approaches to address 

the three sets of challenges identified for TEVV’s role in supporting regulatory guardrails: 

(1) the lack of standardised TEVV practices for military AI systems, (2) variations in 

implementing TEVV, and (3) the private sector’s involvement. While it may be that some 

of the challenges cannot be addressed entirely, further discussion regarding what can 

be achieved will strengthen the ability of TEVV to facilitate responsible and lawful use of 

military AI systems.
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Introduction

Commander’s intent (CI) is a directive framework under uncertainty that promotes action 

and initiative in military operations, functioning as a semantic compression mechanism 

across teams with shared situational and contextual understanding. It enables disciplined 

initiative through the delegation of authority, where the commander remains accountable 

for mission outcomes. Shared understanding, built through professional military 

education, common doctrine, individual and collective training, and trust developed 

through the command climate, has enabled CI to operate effectively in predominantly 

homogeneous human teams. The introduction of AI-enabled autonomous systems 

(AIAS) into military operations begins to fracture the underlying cognitive and physical 

homogeneity assumptions of the mission command paradigm. 

In our prior work, we introduced meaningful human command (MHC1) as an evolution 

of meaningful human control (MHC) for military human–robot interaction (HRI). In this 

paper, we address an enabling requirement for MHC1 that our prior work did not specify: 

a technical and governance mechanism for disciplined initiative under uncertainty in 

human–machine teams, which we propose as the digital commander’s intent (DCI). DCI 

marks a transformation from an action-oriented view of CI to a governance-oriented view 

in which CI itself becomes the instrument that establishes purpose, boundary conditions 

and risk appetite for human and machine subordinates. We articulate the problem space, 

identify three challenges for extending CI to mission command in human–machine teams, 

propose a four-skill framework for commanders and outline a pathway for future work.
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Commander’s Intent in Human Settings

The employment of AI-enabled autonomous systems (AIAS) in military operations is 

increasing globally, challenging existing governance and systems of control.1 Existing 

international legal2 and operational3 frameworks build on the assumption that a human 

commander retains decision custodianship throughout all phases of an operation. 

The introduction of AIAS challenges this paradigm, in particular the underlying ability  

of a commander to assess, direct and verify the actions of commandeers—any 

delegatee, be they human or machine.4 This paper addresses the implications of 

extending the concept of commander’s intent (CI) across heterogeneous human–machine 

teams and the associated governance challenges of fulfilling command responsibilities 

as decision-making boundaries become less well defined. Mission commanders oversee 

the governance framework of the mission. Commanders must be conscious that their 

intent will interact with governance controls, especially in environments with automated 

workflows such as those involving AIAS entities. Because a commander’s intent must 

operate through these governance controls, a competent AIAS may try to relax a specific 

control to satisfy the CI—that is, a capable AIAS pursuing the commander’s intent may 

trade away a governance control to reach the goal. The digital commander’s intent (DCI) 

prevents this: it makes explicit which controls are binding and which may flex, and by 

how much.

In our prior work, we established meaningful human command (MHC1) as an evolution 

of meaningful human control (MHC) for military human–robot interaction (HRI) settings.5 

This paper addresses an essential mechanism that MHC1 requires but did not specify: 

a formal representation of CI for heterogeneous human–machine teams. 

Commander’s Intent: Definition and Role

The Australian Defence Force defines the commander’s intent (CI) as a ‘clear and concise 

expression of the operation’s purpose, method and end state’.6 The United States Civil Air 

Patrol Unit Commanders Course guide describes a CI as ‘the description and definition of 

what a successful mission will look like’.7 

Expanding the aperture to the link between CI and mission command, UK doctrine 

asserts that mission command is ‘founded on the clear expression of intent by 

commanders and the freedom of subordinates to act to achieve that intent’, expressing 

that ‘trust is a prerequisite of mission command’ and going on to highlight that 

‘commanders will decide the extent of delegation based upon the specific context and 

judgement of their subordinates’.8 Canadian doctrine positions mission command as 

a key to the manoeuvrist approach, articulating that it is ‘the philosophy of command 

that promotes unity of effort, the duty and authority to act, and initiative to subordinate 
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commanders’. Three key tenets are elucidated: the importance of understanding superior 

intent; clear responsibility of subordinates to achieve the intent; and decision-making in a 

timely manner.9 

These diverse national perspectives jointly surface a common conceptual connection, 

the CI, being anchored in the mission command philosophy: the purpose is to succeed 

on all criteria that matter to the commander. It is a natural expression and expectation 

of effective decision-making to describe what success looks like, what is acceptable, 

what is unacceptable, and what the conditions and failure modes are—that is, the no-go 

conditions and the threshold the commander establishes to differentiate success from 

failure. CI is the minimum description of purpose and the goal that remains informative 

regardless of how uncertainty in the operational environment changes. It is the invariant 

why and the desired end state that remains when tasks, synchronisation and uncertainty 

invariably require adaptation to changing operational contexts. 

The practice of command exists on a spectrum ranging from centralised to decentralised 

control models, with each extreme representing a model with unique characteristics 

and features.10 CI enables a disciplined form of delegation under a decentralised model, 

in which a commander delegates to at least one commandeer. These commandeers, 

in return, are expected to take initiative and act within the bounds of the rules of 

engagement (ROE), military values and legal boundaries. As uncertainty escalates, 

the complexity or scale of a mission increases and commanders must delegate more, 

transitioning from hands-on to hands-off execution. This form of delegation, enabled and 

exercised through mission command (MC), is imperative when operations face severe 

uncertainties in contested environments. It provides CI at all levels where command 

and control (C2) is practised, from a military section’s second-in-command to strategic 

command through government to the most senior military leaders. CI enables both 

individuals and teams to exercise disciplined initiative; the orders become a framework 

to operate within, in contrast to a specific set of ‘only do’ actions. 

Exercising Mission Command

Mission command (MC) represents the practical upper-bound expression of decentralised 

execution, where commanders delegate authority to commandeers who subsequently 

perform command functions within the delegated scope.11 While commanders delegate 

authority and responsibility for execution in MC, a commander cannot delegate 

accountability.12 The commander remains accountable for mission success, invariant 

to the degree of delegation, including ancillary impacts of mission performance, in 

addition to achievement of mission objectives. The ability to delegate execution requires 

significant skills from commanders. CI as a mechanism operationalises the concept 

of MC, offering a path for commanders to enable commandeers to act in situations of 

physical dislocation, communications degradation or both. 
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An underlying and often unstated assumption of MC is that the CI framework ‘works’ 

for human teams with its inherent semantic compression13 due to a common lexicon and 

training paradigm, shared concept space and inculcated culture of practice. Due to this 

shared space, there is an explicit part of CI and an implicit one,14 in which commandeers 

use their shared understanding of the doctrines to infer that their plans and actions will 

align with the commander’s overall intent.15 

The fundamental idea of MC holds when transitioning from homogeneous human 

teams to heterogeneous human–machine teams; however, implementations begin 

to fracture as the complexity of command increases. Such underlying assumptions 

embedded as elements of pre-specified intent may require further shared awareness 

and specification, with a commander needing to adapt the CI as the situation evolves. 

For example, as these assumptions begin to fracture in human teams operating with 

partners from diverse linguistic perspectives, different national backgrounds and 

divergent cultural understandings, CI as an operating modality can become brittle in 

practice. The introduction of robotic team members further increases team heterogeneity 

and amplifies this brittleness, both cognitive and physical, with differences becoming 

more apparent as assumptions of the underlying model fracture and fail.16 The shared 

understanding is decoupled among agents unless explicitly engineered. In such cases, 

a new construct is necessary to highlight and bound the effect of hidden assumptions 

in both the explicit and implicit parts of a CI, contributing to team assurance across 

heterogeneous teams and systems. 

Commander’s Skills

Research on MC has identified factors of success, including necessary enabling 

conditions. Recent work suggests that MC is a cultural and institutional phenomenon 

for the Australian Army.17 While not the focus of this article, we must briefly highlight a 

few critical commander’s skills that will drive the foundations for our discussion on CI 

for AIAS: commandeers’ capacity assessment, commander’s risk foresight, clarity of 

communication and commander’s comprehension.

1.	 Commandeers’ capacity assessment: Commanders issuing direction need to have 

the ability to assess the capacity of commandeers receiving direction. Commanders 

are accountable, and are therefore responsible for ensuring that the delegatee has 

the capacity to perform the delegated responsibility. Capacity here includes the 

delegatee possessing the skills and competencies to perform and lead the delegated 

tasks—that they have the cognitive and physical resources and are responsible moral 

agents bounded by law, obligations to the welfare of soldiers, and military values. 

For AI-enabled commandeers, we posit that test, evaluation, verification and validation 

(TEVV) is analogous to the qualifications, competency and currency of homogeneous 
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human team members. It follows that the need for a responsible human agent 

increases, with the AIAS unable to bear a moral responsibility. The commander’s 

ability to assess the capacity of the commandeers through this lens must necessarily 

be calibrated to the bounds of machine performance, both desirable and undesirable.

2.	 Commander’s risk foresight: When commanders maintain close control of their 

commandeers in simple missions, they are directly exposed to the situations their 

commandeers face and can assist in managing unfolding risks. As commanders step 

back and delegate, distancing themselves from the situations their commandeers 

face, they need to be skilled in risk foresight for the situations their commandeers will 

face. These skills could be developed in simulated settings to accelerate commanders’ 

training; these must include scenarios to improve the commander’s competencies for 

assessing the psychological, physical and mission stressors that their commandeers 

face. Mission stressors may impact the capacity of the performer, increase uncertainty 

for commanders, degrade team culture and impact mission success. For AIAS, the 

concept of the commander’s risk foresight must generalise to include known and 

plausible machine failure modes, calibrating behavioural envelopes beyond procedural 

controls. The key task for the commander in such a situation is the same as with 

human commandeers: to identify the boundary conditions under which the envelope 

no longer holds. The commander must understand changes in the situation over time, 

particularly the assumptions underpinning risk tolerances and when risks deviate 

beyond the established risk appetite, necessitating reassessment. 

3.	 Clarity of communication: Communication has been a cornerstone in the 

discussion of command. Commanders are expected to have clarity about what 

they want commandeers to achieve; they need to communicate their CI clearly. 

This expectation is managed in a human-only setting through education and training. 

In the military, standards in training regimes can achieve scale through training the 

whole organisation on concrete linguistic structures, including lexicons, to be used 

and therefore understood by everyone. While the style of communication in the 

military has been successful in delivering military missions, it is well documented 

in the literature that implementation of MC varies between doctrine and practice.18 

For example, there is a body of literature on the communication challenges that arise 

from civil–military cooperation.19 Similarly, communication styles in academia vary by 

discipline, posing challenges for multidisciplinary research. Moreover, the linguistic 

nuances of spoken language and freeform documents, while offering flexibility in 

communication, introduce complexities in interpretation and in the resulting mental 

models. A structured document with clear linguistic structure and rules could reduce 

some of these effects through education and transfer learning—for example, from 

other structured military documents such as task orders.
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4.	 Commander’s comprehension: In a human team context, a commander requires 

the necessary intuition to ‘read’ how commandeers are performing during execution 

of tasks. This allows the commander to evaluate how the execution is progressing—or, 

if it is diverging, why. Seminal work in the field discusses this in the three situational 

awareness (SA) levels model, featuring Level 1 (perception), Level 2 (comprehension) 

and Level 3 (projection), extending beyond awareness and understanding to 

anticipation of future states.20 Within human teams, this anticipatory skill is enabled by 

shared cognitive and cultural contexts. For heterogeneous human–machine teams, a 

commander’s skill degrades as heterogeneity increases, due to distinct failure modes 

and new signals to learn, necessitating the development of new competencies to 

interpret outputs. In our setting, we position ‘comprehension’ after anticipation and 

communication, distinct from established framing and language in the literature. This 

deliberate choice reflects the nested cycles of situation awareness, in which the first 

three skills enable the commander to operate effectively within the team and the fourth 

skill operates at a higher level of abstraction, synthesising team-level outputs into an 

integrated assessment of mission and system-of-systems state. Distinct from Level 

2 SA, which precedes projection, our fourth skill encompasses all three SA levels 

applied at the mission scale and is predicated on functioning team-level SA.

Functional Elements of CI

The practical implementation of CI is as an instrument, often delivered through a 

document, for decentralised work execution under uncertainty. It provides a stable core 

of direction, including purpose (‘why’), tasks and effects (‘what to do’ and ‘what not to 

do’) and the end state (‘what to accomplish’).21 The upshot here is a framework that 

provides operational resilience as the context and plans change, with intent remaining 

static until revised by the commander. It is important to understand the linguistic 

and functional decomposition described above, and equally important to appreciate 

the interdependencies and intricacies of CIs. A CI, therefore, is not a wish list that 

commanders aspire to achieve. A CI describes success on one level such that, when all 

CIs on this level are successful, they describe elements of success for higher levels of 

command. The ADF Command philosophical doctrine states: 

[T]he commander’s intent provides the unifying idea that allows decentralised 

decision-making and execution within an overarching framework. Understanding 

the commander’s intent two levels up enhances unity of effort by ensuring those 

on the ground have an understanding of the bigger picture as it applies to them.22 
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This nesting requires alignments across all levels of a hierarchy, affording an 

understanding of how they are situated within the broader operation. Different literature 

presents complementary structures on the contents of a CI. The variations are 

predominantly due to differences of scale, organisational structure, scope and mission 

types. The constant information needed in any CI answers the following three questions:

1.	 What is the current situation (why is the mission needed)? This could be a strategic, 

tactical or operational situation as an element of the broader context.

2.	 What is the mission? This could include mission scope, resources, and rules 

of engagement, as well as additional essential elements of information.

3.	 What does success look like? This could vary between a quantitative description 

of success, such as delivering all cargo to their destinations (homogeneous 

weighting), or a description such as delivering all cargo that is of high military value 

(heterogeneous weighting). A description of success could also set constraints on 

operations such as safety, ethical boundaries and legal boundaries. Success could 

also be defined qualitatively, such as ‘protect the force’ or ‘delay the enemy as much 

as possible’, where neither description has a concrete objective form or a quantitative 

threshold to define what ‘protect’ and ‘as much as possible’ mean.

Command Workflow

A CI is only a single document in a mission workflow. It exists in a broader context 

of orders, guidance, constraints, rules and command direction. A CI could be the 

starting point in a workflow that then informs one or more task orders, which in turn 

gets decomposed into other sub-task orders for different teams. Similarly, the CI needs 

to be tested with the CI of the commander two levels up. A CI delivers information 

that propagates through the workflow; thus, understanding the overall workflow is 

vital, especially in the context of MC. It is inadequate to describe only the CI format or 

document structure without understanding how the information embedded in the CI will 

propagate into the rest of the workflow, the nature and type of the audience who need to 

put it into action, and how the information needs of the workflow influence and shape the 

contents of the CI.

The complexity of the workflow depends on the scope of the CI. For example, when a 

strategic leader issues a CI, the scope may be an entire nation or organisation, whereas 

when a tactical commander issues a CI in a tactical mission, the scope is limited to the 

boundaries of the mission and the personnel with a need to know. Integrating workflows 

across a large operation or an organisation must necessarily include the scope of the 

tactical commander’s mission. It is important in this form of integration not only that the 

classic information for workflow—including task orders—is integrated but also that intents 

are integrated and linked to the overall effect space of the organisation’s jurisdiction.23 



126�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

A commander exists for a purpose. In a more holistic context, a commander delivers 

the effects expected to meet strategic and national direction. This strategic statement 

then propagates down through the command hierarchy and is decomposed into intents 

that may linguistically seem distant from the strategic intent but functionally are the 

vehicles necessary to deliver it. For example, a tactical commander may not describe 

the strategic intent in a CI statement; instead, they may focus their CI on operational or 

higher-level tactical intents. In a well-designed organisation, the intent of a commander 

takes the form of an executive order to deliver the intent of a possibly more senior 

commander. The nesting of a CI’s ‘two-up’ ensures semantic connectedness and mission 

synchronisation at all levels of command to form the basis for governance in the C2 

system as the connective tissue of the organisation. 

The inclusion of AIAS in this integrated workflow suggests two requirements. The 

workflow must be digitised and automated to enable seamless coordination and tasking 

of AIAS. The workflow must also rely on a common language for both humans and AIAS 

to communicate information or have the capacity to translate between languages with 

sufficient fidelity to preserve intent. We posit that translation is prone to error due to 

linguistic inequivalence and ambiguities, multiple interpretations when one language is 

transformed to another, and the underlying fact that AIAS do not receive the classically 

grounded information that machines with low levels of autonomy require.24 Provided with 

explicit bounds, MC has the potential to expose heterogeneous human–machine teams 

to brittleness during the exercise of ‘initiative’.25 If the CI remains a governing construct for 

human–machine mission command, the explicit form of translation into machine action 

will need to consider how to transform intent into an objective in a context. 

Transitioning from Humans to Machines—Requirements 

and Challenges

Towards a Digital Commander’s Intent 

We now transition our discussion from CI as an instrument of command aimed at 

delivering a directive expression of purpose, method and end state, to CI as an instrument 

of governance. The CI has classically been communicated from the human commander 

to the human commandeers. Machines, automation and digital decision-support systems 

have been tools in this human-centric decision-making cycle, in part due to the low 

cognitive readiness for computer-based systems to compute, make decisions and have 

a degree of freedom in executing actions when faced with problems under uncertainty. 

As the processing capacity of AIAS to explore large option spaces in support of CI 

increases, its cognitive readiness—and, consequently, its autonomy level—increases too. 
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The increase in autonomy readiness can lead to an increase in the complexity of tasks 

assigned to these systems and the degrees of freedom to generate, evaluate, execute, 

monitor and assess diverse courses of action (COAs).

Digitisation in this sense is the deliberate act of drawing out implicit assumptions and 

treating them as variables to be considered, particularly due to growing cultural and 

physical divergences between human and non-human cognitive agents (i.e., disparate 

cultural and contextual perspectives). We suggest that the establishment of a DCI 

must extend practices undertaken between human–human teams of distinct cultural 

backgrounds to generate a new shared understanding. As a working definition in this 

paper, we suggest that DCI is given as a formal representation of CI designed for 

bidirectional communication and shared understanding across heterogeneous human–

machine teams. MC with human–human teams could be broadly thought about as 

treating understanding as observable through behaviours, composed of actions and 

information. More abstractly, actions required by tasks and ends shaping the effect space 

can become the evaluation framework to decompose how a machine may be planning 

and conducting a task. 

Most machines in their current autonomy-readiness level are incapable of handling 

even a constrained form of a CI. If CI is seen as the invariant why, with a task order 

being seen as the concrete what and descriptive how, it is important to map out some 

of the fundamental requirements for a machine to handle a (constrained form of) CI. 

In this paper, we will assume advanced AIAS systems capable of performing missions 

autonomously—that is, once delegated a mission from the commander, the AIAS can 

execute it autonomously without further communication with the commander, except 

when necessary and possible. We will refer to these as DCI-ready systems. Through this 

lens, the DCI is a general form of CI that relaxes homogeneous cognitive and physical 

assumptions. 

Contemporary CI can be communicated as a static artefact, from higher-level 

commanders to lower-level commanders that possess a shared lexical, cultural and 

semantic frame. This enables the interpretation of ambiguity through a common 

contextual lens, often leading to an end state that is within the realm of the commander’s 

desired (or expected) state. However, where this may begin to break down is with the 

introduction of AIAS, as a result, in part, of the divergence between lexical and semantic 

frames across human and non-human cognitive agents. 
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Challenge 1: Minimum Requirements for Machines to Be Issued with a CI

A DCI-ready system is assumed to have explicit decision loops formulated around a 

version of the observe–orient–decide–act (OODA) framework.26 However, OODA is not 

merely an architecture for the machine but an architecture for what humans need to 

understand about the machine in a command cycle. Humans may ask questions about 

what the machine observed; how the machine integrated and adjusted these observations 

within background contextual information; how COAs were generated; what criteria were 

used to decide the best COA; and when, where and how the machine used the chosen 

COA to actuate on itself and the environment. Each phase of OODA should have the 

capacity to be queried as a result of traceability, auditing, accountability and situation-

awareness expectations, and the ability to answer using an appropriate reasoning 

approach that does not compromise need to know and other safety and security 

requirements.

Underpinning the above requirement for an OODA-interoperable reasoning box, 

both humans and machines need to exchange messages efficiently. Transparency 

requirements of interpretability and explainability are necessary; however, it is important 

to emphasise that the core requirement is understanding. Both humans and machines 

need to understand the information they receive. To effectively manage the high-

tempo nature of military operations, this understanding needs to occur using minimum 

information—that is, messages need to be semantically compressed, shared for 

integration with previous messages to avoid redundancies, and considered within the 

bandwidth of communication channels and cognitive actors. Both machines and humans 

have different, but ultimately limited, bandwidth. For a human, this is known as cognitive 

capacity; a machine is the same, with limited memory and processing capacities. While 

transparency is necessary, it is not sufficient for understanding.27

Thus, the DCI requires explicit representation designed for bidirectional human–machine 

communication, in contrast to approaches dominant today that adapt concepts for intent 

sharing from human natural language. This thinking and approach build on existing 

literature focusing on structured communication languages, in which the objective 

is not linguistic realism but rather the reduction of information ambiguity to reduce 

coordination and reliability uncertainty.28 This draws out a new nuance in the trade 

space: while constraining language increases traceability and assurance, it may also risk 

oversimplifying the underlying values inherent in CI. The DCI must preserve essential 

information (constraints, risk appetites and tolerances, and bounds) while explicitly 

articulating what cannot be formalised (situational atmospherics and contextual nuance). 
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The last set of requirements for a machine to be ready to process a (constrained 

form of) CI is related to those stemming from the disciplined initiative expected in a 

commandeer executing MC; these include policies, processes, procedures, doctrines, 

and legal and ethical requirements. The transition between ‘hands-on’ and ‘hands-off’ 

execution necessitates the commander having the ability and capacity to assess a 

commandeer’s capacity. With AIAS, this must be both analytical and technical, assessing 

not only the ‘capacity’ of battery life or system range but—arguably more importantly—

its cognitive resource capacity and biases. This could include such aspects as (un)

certainty, data relevance (training to mission divergence), functions and the impact of 

different parameterisations, and ethical alignment. Recall that the commander retains 

accountability.29

It is therefore necessary to calibrate the verified performance envelope of the machine, 

with CI constraints modulated relative to ability. Let us take two boundary cases as an 

example. In the low-capacity case, to meaningfully address the scenario (for instance) 

where a novel situation is beyond the training distribution of the machine, a detailed 

(prescriptive command) approach may be taken with explicit and controlled bounds. In the 

high-capacity case, a guided approach (MC) may be assumed with loose constraints and 

a dynamic state space for allowable actions, changing dynamically without reauthorisation 

in response to the necessity of the scenario.30 

Challenge 2: CI as an Instrument of Governance in Military HRI

As a practical element of human–machine teaming, we consider the CI as an instrument 

of governance, establishing purpose, boundary conditions, and the risk appetite and 

tolerances that a commandeer agent—be they human or machine—may exhibit as the 

context changes and actions deviate from the agreed plan. In contrast to more abstract 

governance artefacts, CI in this setting underwrites key principles of mission command, 

such as disciplined initiative, enhancing accountability logic.31

Determining a context-appropriate level of CI for AIAS requires determining whether to 

translate high-level human intent from a human to a machine or extend specific machine 

orders to humans. Generalisation may be a promising path of exploration, based on the 

underlying assumption that to achieve MHC1,32 we must extend beyond constrained 

procedural control paradigms, enabling machine exploration of new subspaces and the 

generation of novel COA. This assumption parallels how CI works for human teams; 

however, it requires further validation. Such an approach affords a ‘task order’ with 

flexible boundaries, as with human agents and teams, in contrast to a state vector of 

static information, as a decomposition of intent from human expressiveness to machine 

specificity. 
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This approach necessitates further consideration of accountability mechanisms, 

transforming from an action-oriented view (CI) towards a governance-oriented 

view (DCI). This opens an opportunity to consider new ways of addressing existing 

legal and governance challenges around international humanitarian law,33 ensuring 

consistent command accountability34 and decision custodianship. Where contemporary 

implementations of CI rely on several implicit assumptions (such as shared 

understanding) to maintain accountability, the governance-oriented view exposes the 

delegatory bounds of parameterised authority, including risk tolerances, constraints and 

ROE. These are necessary conditions when the commandeer is an AIAS, operating 

beyond direct human supervision and oversight. The detailed design for a DCI as a 

governance architecture must consider its interaction with legal and ethical obligations, 

as well as command responsibility.

Challenge 3: Commander’s Skills for Human–Machine Mission Command 

Bridging the gap between traditional CI and DCI will require the development of new 

skills in which commanders must be proficient. Following the transformation from an 

action-oriented (CI) to a governance-oriented (DCI) view, we identify four key skills 

as fundamental for a commander to deliver DCI. These include the AIAS capacity 

assessment, AIAS risk foresight, AIAS communication, and AIAS comprehension. Each 

skill follows a chain of skills for human–machine mission command (HMMC), including 

assessing the machine’s capability, anticipating where the machine may fracture or fail, 

communicating the CI within appropriate bounds, and observing output behaviours to 

determine if the machine is executing as intended.

For homogeneous human teams, these skills are embedded as latent variables (for 

instance, shared understanding, trust, initiative, failure tolerance) inherent to the 

professional intuition and judgement of commanders experienced in the practice 

of command.35 For heterogeneous human–machine teams, new competencies are 

necessary to interpret these distinct information signals. Table 1 summarises the key 

skills for each distinct logical task as phases of the commander–AIAS interaction. 
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Table 1: Proposed commander’s skills for HMMC

Commander’s 

skill for HMMC

Logical task Lifecycle step Function

AIAS capacity 

assessment

Assess machine 

capability

Assess Evaluate what the machine 

can and cannot do, mapping 

performance envelopes to task 

demands

AIAS risk 

foresight 

Anticipate where 

it may fail 

Anticipate Anticipate how the machine 

may begin to fracture or fail 

and where this may occur, 

identifying specific failure 

modes and environment 

stressors

AIAS 

communication

Communicate a 

bounded CI

Communicate Deliver CI through the DCI, 

encoding governance bounds, 

outcomes, constraints, 

authorities and accountabilities

AIAS 

comprehension 

Comprehend 

mission 

achievement 

Comprehend Interpret output behaviour to 

confirm execution aligns with 

the DCI 

These skills are grounded in both military philosophical doctrine and HRI literature, 

providing a common foundation for proposing them. For the AIAS capacity assessment, 

military doctrine establishes the requirement for commanders to responsibly assess if 

a commandeer can execute the given task.36 Previous human–automation research, 

adjacent to HRI, developed autonomy levels to aid humans in understanding machine 

capacity.37 Function design when integrating humans and AIAS is a pertinent provision 

for dynamic situations requiring continuous reallocation of roles to agents,38 with more 

recent work providing a formal representation of what an AIAS agent can do, defining the 

ontology that underpins a function space to evaluate capacity.39 Without establishing a 

baseline representational structure, the commander and AIAS have no shared concept 

space to effectively map tasks to requirements. This is grounded through a risk-based 

framework, articulating what risks the AIAS introduces and how this links to the evaluation 

of delegation capacity.40
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AIAS risk foresight provides anticipatory reasoning about how and when the machine may 

begin to fracture and subsequently fail. Existing work has established that demonstrating 

why an agent is unreliable does not necessarily change trust but does provide a 

commander with awareness of the machine’s limitations.41 Identifying novel machine-

specific risks as failure modes that may impact the mission outcome is an essential 

task.42 A commander must have the capacity to understand, identify and consider these 

risks, a skill grounded presently only in homogeneous human teams. As commanders 

develop this skill over time, it will be important to train both over-reliance and under-

reliance situations, with risk foresight providing awareness of the contextual capability 

and capacity bounds for an AIAS.43

AIAS communication is the outbound-directional encoding of CI from the commander 

to the AIAS machine. Previous work provides our basis for this skill, establishing 

formal representation structures through which the CI can be encoded for machine 

consumption.44 The requirement for bidirectional information flow represents CI through 

a structured representation rather than through a natural language paradigm alone. 

The rationale for this approach is established in the literature, with the limitations of 

direct communication highlighting that unstructured communication is insufficient for 

the delivery of a CI.45 Recent work has framed machine education and communication 

as codependent pillars, suggesting that the communication skill is more than simply 

encoding intent—it is about ensuring that the skills to comprehend and negotiate 

intent are embedded in the pedagogical framework of an AIAS education and training 

architecture.46 

AIAS comprehension provides the inbound-directional interpretation of AIAS behaviour 

during execution—it is the bidirectional twin of AIAS communication. This skill focuses 

on the commander’s ability to operationalise the tenets of transparency, including 

interpretability (can the commander understand what the AIAS is doing?), explainability 

(can the commander understand why?) and predictability (can the commander anticipate 

what will come next?) under real-world constraints.47 The situation awareness-based 

agent transparency (SAT) model provides a basis of information levels that the machine 

must convey for the commander to exercise the skill, highlighting the bidirectional 

communication need for heterogeneous human–machine teams.48 A primary outcome 

of AIAS comprehension is the commander being competent to manage DCI for 

heterogeneous human–AIAS teams. 

While each skill is distinct, they necessarily have a directional dependency in practice. 

Figure 1 depicts the dependency structure of skills, leading to the commander attaining a 

competency in managing DCI for heterogeneous human–AIAS teams as the outcome of 

the commander’s skills for HMMC. It also highlights the importance of the feedback loop as 

these skills continue to evolve as both the technology and environment continue to change.
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Figure 1: Dependency structure of commander’s skills for HMMC

Looking Forward

The idea of DCI is not new, with established work on machine-interpretable 

representations of CI dating back to at least 2008 and the 13th International Command 

and Control Research and Technology Symposium (ICCRTS).49 The term DCI has 

appeared in the literature as far back as 2015, originating from Defense Advanced 

Research Projects Agency and US Air Force Research Laboratory efforts,50 with the use 

of the term in these settings extending traditional technical and doctrinal perspectives. 

Our governance-as-CI reframing, introduction of the four-skill commander framework for 

HMMC and explicit positioning of DCI as an enabling mechanism for MHC1 departs from 

the existing path. 

To continue on this new path, an immediate first task is to formally specify the DCI 

for HMMC, including metrics for bidirectional comprehension, robustness, and stress 

testing to understand how elements of human–human team friction and fracture manifest 

in human–machine teams. Emerging discussions on test, evaluation and lifecycle 

assurance of military AI provides a foundational starting point for such metrics.51 Over the 

longer term, a well-developed DCI should inform practical evolutions of MC principles and 

requirements, specific to heterogeneous human–machine teams, generalising the key 

tenets for emerging heterogeneous teams. 

In this paper, we have established an initial set of conditions for the introduction of 

a digital commander’s intent (DCI), which will require new approaches to develop 

shared understanding between heterogeneous human–machine teams. This initial 

work articulates the problem space, identifies three key challenges for extending CI to 

mission command, and proposes a four-skill framework for commanders. Through this 

perspective, the DCI can be considered a generalisation of the commander’s intent, 
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providing a structured, two-way artefact that a machine can act on and be governed 

through. The expansion beyond homogeneous human teams to heterogeneous human–

machine teams necessitates a generalised approach to mission command (MC) that 

accounts for the heterogeneity inherent across culturally diverse biological and artificial 

agents. Realising DCI will necessitate the evolution of the existing MC paradigm to 

account for more artificial and heterogeneous agents, as well as the development of the 

necessary technical, policy and procedural interfaces and standards. 
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GOVERNING JOINT INNOVATION: 

LEGAL REVIEW AND EMERGING 

TECHNOLOGIES UNDER AUKUS 

PILLAR 2

Natalia Jevglevskaja and Renato Wolf

Introduction

Although public attention since the September 2021 announcement of the AUKUS 

partnership1 between Australia, the United Kingdom (UK) and the United States has 

largely (US) centred on nuclear-powered submarines,2 there is broad agreement that 

the development and sharing of advanced capabilities under Pillar 2 will be equally 

central to the partnership’s success.3 Driven in significant part by China’s rapid and 

unprecedented military modernisation – including in areas such as artificial intelligence, 

hypersonic systems and electronic warfare – the Indo-Pacific is experiencing accelerated 

technological change in the defence domain. Against this backdrop, it is essential that 

the AUKUS partners retain a technological edge in order to sustain credible deterrence 

and contribute to regional stability.4 Pillar 2 responds to this imperative by establishing a 

trilateral capability accelerator that targets technologies of immediate strategic relevance, 

linking government, industry and research communities across the three States to 

enhance interoperability and promote collaborative innovation.5

The apparently intensifying pace of advanced capability development under Pillar 2 

creates a parallel imperative: ensuring that relevant governance frameworks – including 

legal review processes – evolve at a comparable pace. Certain Pillar 2 technologies – 

most notably AI-enabled systems – are not static artefacts but adaptive systems whose 

behaviour may change over time through software updates, data inputs and integration 

with other (weapon) systems and platforms. This dynamism has already strained 

national legal review frameworks, which were largely designed for stable, predictable 

technologies, prompting ongoing efforts to recalibrate review methodologies.6 Other Pillar 

2 technologies – such as quantum capabilities and advanced electronic warfare systems 

– are likely to test these frameworks in comparable, if not more profound, ways, further 

exposing the limits of existing approaches.
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Crucially, Pillar 2 requires policymakers and legal review authorities to think one step 

ahead. If capabilities developed under Pillar 2 are intended to be designed, tested 

and deployed jointly, it is hard to see how this can be meaningfully achieved without 

triangulating legal considerations relevant for each AUKUS partner. In fact, this has 

prompted at least one analyst to call for ‘multinational’ – that is, AUKUS-specific – legal 

review processes.7 While such proposals have intuitive appeal, the more difficult question 

is what form such a review mechanism would take, how it could operate in practice as 

a single process, and whether it would be viable in the first place given that the three 

AUKUS partners might be bound by different international law obligations in relation to 

capability development and also operate under distinct – and at times more restrictive – 

national legal and policy frameworks. 

Despite its significance, the implications of AUKUS Pillar 2 for the legal and policy 

requirements to conduct legal review of military capabilities8 have received little, if any, 

sustained attention in the expert literature. Addressing this gap, the paper critically 

examines the frictions arising from the divergent approaches to legal reviews across 

the three AUKUS partners and explores the viability and limits of possible mitigation 

measures. Specifically, we first discuss the feasibility of a joint legal review mechanism 

where the capabilities developed jointly are also reviewed jointly. We then examine an 

alternative measure – a trilateral legal review coordination mechanism – where the 

national review processes can be coordinated, results shared and problems addressed. 

The aim of proposed mitigation measures is to support the objectives of Pillar 2 and 

identify key legal, policy and practical challenges that such mechanisms would need to 

address. For the Australian Army, the issue is of particular relevance as many emerging 

capabilities – especially AI-enabled systems – may be developed in the framework of 

Pillar 2, and issues with legal review may thus particularly affect the Australian Army. 

The purpose of the paper is therefore to draw attention to an issue of growing importance 

for Australia and its AUKUS partners and to stimulate more systematic discussion of 

how legal review processes should evolve in the context of jointly developed emerging 

technologies. 

In what follows, the paper undertakes a stocktaking exercise of AUKUS Pillar II, assessing 

the extent to which its ambitious commitments to advanced capability development and 

industrial integration have translated into tangible outcomes. The paper outlines the 

national legal review processes in Australia, the UK and the US and identifies key areas 

of convergence and divergence. Later in the paper we examine the implications of these 

similarities and differences for the feasibility of a joint legal review mechanism, taking into 

account the broader practical challenges currently confronting Pillar 2. In view of significant 

legal and practical hurdles to the establishment and maintenance of a joint mechanism, 

the paper outlines key aspects of a more likely arrangement that AUKUS partners might 

pursue – a trilateral legal review coordination mechanism.
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AUKUS Pillar 2. Nearly Five Years In: Where Are We Now?

The creation of AUKUS was driven by the recognition ‘that the Indo-Pacific is entering 

a period of unprecedented strategic volatility’.9 While Pillar 1of the partnership seeks to 

enable the acquisition of nuclear powered submarines by Australia, Pillar 2 comprises  

‘a suite of cooperative activities’ through which the United States, the United Kingdom, 

and Australia seek to ‘develop and field “advanced capabilities”’.10 

Initially, the AUKUS leaders announced four areas of cooperation in critical technologies, 

namely ‘cyber capabilities, artificial intelligence, quantum technologies, and additional 

undersea capabilities’.11 However, not long thereafter, in April 2022, these were expanded 

to include two further technology-focused areas (hypersonic and counter-hypersonic 

capabilities and electronic warfare capabilities) and two functional areas, namely 

innovation and information sharing.12 The three States have been coordinating Pillar 

2 activities through various mechanisms, including working groups (also known as 

‘workstreams’).13

The technological breadth of the undertaking is extraordinary. Unlike Pillar 1, centred 

on nuclear-powered submarines, Pillar II encompasses a broad, evolving suite of 

advanced and emerging technologies. Each of the listed technological domains 

represents a complex ecosystem involving software, hardware, data infrastructure, 

testing environments, and operational doctrine. While some capabilities sit within 

specialised domains, such as undersea systems and hypersonic technologies, others 

– most notably AI, quantum technologies, and cyber capabilities – are cross-cutting in 

nature. With applications extending across military and civilian sectors, they are likely to 

define the trajectory of warfare and security at national, regional, and global levels well 

into the future. Sustained joint technological progress will therefore be essential for the 

AUKUS partners to outpace strategic competitors in this field, notably key Indo-Pacific 

actors such as China and India.14 

The timing of Pillar 2 appears particularly opportune. Analysis by the Australian Strategic 

Policy Institute indicates that China currently leads in high-impact research in 19 of 23 

critical technologies, with a commanding position in areas such as hypersonics, electronic 

warfare and key undersea capabilities.15 Still, the picture changes when the collective 

technological capacity of the AUKUS partners is considered. In several strategically 

important fields – including ‘autonomous systems operation technology, advanced 

robotics, adversarial AI reverse-engineering and protective cyber’ – the combined 

strength of Australia, the UK and the US places them at the forefront globally.16 These 

developments take place against the backdrop of China’s innovation-driven development 

strategy, launched in 2016,17 which aims to establish the country as a global leader in 

science and technology by 2050.18 Pillar 2 thus seeks to steer its members’ efforts in 

counterbalancing China’s rivalry for technological hegemony.
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Despite the central role attributed to Pillar 2 in the partnership’s long-term strategic 

vision, publicly available information about its practical implementation remains limited. 

As commentators have observed, access to the AUKUS material remains scarce not only 

because programs such as the SSN-AUKUS submarines will take decades to deliver, but 

also because both Pillar 1and Pillar 2 involve highly sensitive technologies whose disclosure 

is tightly controlled.19 That said, calls for the creation of a ‘Pillar 3’ – variously proposed to 

address issues such as critical minerals20 or space capabilities21 – have been voiced since 

2024, even as the operational contours of Pillar 2 itself remain only partially understood.

The enabling architecture for Pillar 2 is still evolving. Important legislative and regulatory 

steps have been taken, including recent adjustments to export control frameworks in all 

three States.22 Yet assessments of progress remain mixed. While some commentators 

defend the significance of these reforms,23 others point to persistent structural obstacles, 

particularly in areas such as the US Foreign Military Sales system, which is regarded as 

slow, rigid and ill-suited to collaborative development of rapidly evolving technologies 

such as AI or quantum systems.24 More broadly, analysts note that Pillar 2 has struggled 

to generate tangible outcomes and faces pressure to demonstrate clearer priorities. 

25Nevertheless, even if the scope of Pillar 2 is eventually narrowed or refocused, its 

central objective – enhanced interoperability through the joint development of advanced 

capabilities – will remain fundamental. This enduring emphasis on collaborative capability 

development reinforces the importance of addressing the legal and governance questions 

examined in this paper, particularly if Pillar 2 expands in the future to include additional 

partners with differently structured legal review mechanisms, such as New Zealand or 

Canada, or partners for which no comparable mechanisms are publicly known, such as 

Japan or South Korea.26 

National Legal Reviews: Points of Convergence and Divergence

A central issue for the AUKUS partners is whether and how the ambitions of Pillar 2 can 

be pursued consistently with their obligations under international law and other applicable 

domestic law and policy commitments. Although the expert literature suggests that 

international law places relatively few restrictions on the inter-State sharing of advanced 

technologies of the kind envisaged under Pillar 2,27 the joint design and development 

of military capabilities engage a range of international legal obligations. Among others, 

all three AUKUS States must ensure compliance with the law of armed conflict (LOAC), 

which applies to their cooperative activities in this area.

One of the core principles of LOAC, set out in Article 35(1) of Additional Protocol I to the 

Geneva Conventions (AP I / Protocol), is that the right of belligerents to choose weapons, 

means, and methods of warfare is not unlimited.28 Article 36 of the Protocol gives practical 
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effect to this principle by requiring States, prior to the development or acquisition of a 

military capability, to assess whether it can be used consistently with international law.29 

Described commonly as the duty to conduct ‘weapons reviews’ or ‘legal reviews’ (for the 

further: legal reviews) this requirement may be tightened by States to incorporate more 

restrictive obligations under domestic law or policy.30

In what follows, we briefly outline domestic legal review regimes in the three States. 

These regimes display both commonalities and points of divergence in the framing and 

conduct of legal reviews (section C2). While areas of convergence may facilitate the 

development of a joint approach under AUKUS, differences in scope, institutional design, 

or review practice may signal potential pressure points and practical hurdles for any such 

future cooperation. 

Legal Reviews: Implementation in Australia, the United Kingdom  

and the United States

Australia and the UK are both parties to AP I and each conducts legal reviews pursuant 

to their obligations under Article 36 of the Protocol. The United States, by contrast, 

has never ratified this instrument, although it is a signatory. Notably, the United States’ 

practice of reviewing weapons predates the Protocol’s adoption in 1977, with documented 

examples of such reviews as early as 1918, undertaken as part of an informal review 

practice.31 The US conducts weapons reviews as a matter of policy treating them as a 

best practice for implementing customary and treaty-based constraints on weapons use.32 

Australia

Australia formally assumed the obligation to conduct legal reviews in June 1991 upon 

ratifying AP I. For more than a decade, legal reviews were performed on an ad hoc basis, 

that is without a structured institutional framework. This changed in June 2005, when 

the Australian Defence Force (ADF) formalised the review process through a Defence 

Instruction which established a consistent procedure within the ADF by laying out roles 

and responsibilities for the conduct of legal reviews.33

The directive was subsequently revised on several occasions. In May 2020, the process 

was updated to ensure closer alignment with Defence’s capability acquisition lifecycle. 

As part of this revision, legal advice under Article 36 became integrated into high-level 

decisions, including early-stage consideration of whether proposed capabilities should 

proceed to procurement.34

Another series of reviews were undertaken between 2022 and 2023 and resulted in 

the adoption of the Guide to the Legal Review of New Weapons, Means or Methods of 

Warfare (ADF Guide), which remains the legal basis for conducting reviews in Australia 

at the time of writing.35 The Guide is organised into three parts. Part 1 sets out key 
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definitions, procedures, and responsibilities. Overall responsibility for Article 36 reviews 

rests with the Director-General of the Military Legal Service, while assessments are 

conducted in practice by the Directorate of Operations and International Law (DOIL) at 

the request of authorised Defence entities. Capability managers initiating a review are 

required to complete an online legal review report form and provide supporting technical 

documentation.36 DOIL then conducts the assessment based on the submitted material. 

Each review is undertaken by two legal officers: a primary reviewer and a senior reviewer 

exercising delegated authority. The completed assessment is formally counter-signed 

by the requester. Part 2 of the Guide outlines Australia’s established interpretation of 

the scope of Article 36, and Part 3 addresses additional considerations relevant to the 

assessment of autonomous weapon systems (AWS). 

United Kingdom

The UK ratified AP I in January 1998. Although legal reviews of military capabilities 

had been conducted before that date on an informal basis, ratification prompted 

the establishment of a structured process for legal reviews. Since then, the process 

has significantly evolved in response to developments in military technology and 

procurement practice.37

Today, legal reviews are conducted on behalf of the Ministry of Defence by a tri-service 

team of military legal advisers within Defence Futures and Force Design (F&FD), 

previously known as Defence Futures (DF) and, before July 2024, the Development, 

Concepts and Doctrine Centre (DCDC).38 Having one legal officer from each Service 

ensures that all Services remain actively engaged in the discharge of the UK’s Article 

36 obligations.

The review process is governed by a Joint Service Publication which is not in the public 

domain.39 The Publication sets out the applicable procedures and includes a template 

that capability owners must complete in order to initiate a review.40 Once the request is 

received, the reviewing authority develops an assessment plan and requests relevant 

information at the earliest opportunity. Since the information required varies from one 

capability to the next, the team consults with appropriate subject-matter experts to 

develop the necessary technical and evidentiary basis for the assessment. Final advice 

is typically delivered before the capability is introduced into the UK Armed Forces’ force 

structure with interim advice governing capability development where relevant.41

United States 

While, as mentioned, the US is not formally bound by the AP I, legal reviews of weapons 

have been a formal policy requirement since 1974.42 The responsibility for conducting 

these reviews is closely linked to acquisition authority within the Department of Defense 

(DoD). The DoD component responsible for acquiring or developing a weapon system 
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is also responsible for conducting its legal review. Accordingly, military services – the 

Army, Navy, and Air Force, as well as certain Combatant Commands – including Cyber 

Command and Special Operations Command – review the legality of the weapons they 

acquire or develop.43

While procedural steps vary slightly among the services, there are no substantial 

differences in the standards applied.44 Each review results in a written legal opinion. 

Draft opinions are typically circulated to the relevant Project Office to confirm technical 

specifications and ensure appropriate classification markings. The draft is usually shared 

with other services for concurrence; however, such consultation does not remove the 

requirement for each service to conduct its own review.45

Points of Convergence and Divergence

It may appear intuitive that capabilities developed jointly under AUKUS Pillar 2 should 

also be reviewed jointly. Michael Sharpe, Chief Executive Officer of the AUKUS Forum,46 

has observed that he likes to think of AUKUS as ‘one big factory across three nations.’ 47 

From a legal review perspective, such an integrated model of capability development may 

equally call for a single joint legal review across all three jurisdictions. But is this feasible? 

This section focuses on the points of convergence and divergence in the practice of legal 

reviews, in order to assess whether the future establishment and operation of ‘a joint legal 

review mechanism under AUKUS Pillar 2’ may be facilitated or constrained.

Points of Convergence

To begin with, in all three AUKUS States, the authority to conduct legal reviews is 

vested within their respective departments of defence and carried out by subordinate 

units within those institutions. The UK’s Defence Futures and Force Design (F&FD) is 

an organisational unit within the Ministry of Defence (responsible inter alia for future 

capability planning and concept development) and review authorities both in Australia 

and the US (DOIL and individual services48) equally sit within respective Departments 

of Defence. We believe that the embeddedness of legal reviews within the defence 

establishment itself, suggests a broadly similar institutional setting, culture and mode 

of operation – an aspect likely to facilitate the development of a joint review mechanism.

Contrast this with the Swedish legal review model, where the Delegation for International 

Law Monitoring of Arms Projects, established by government ordinance in 1974, operates 

as an independent and multidisciplinary body formally separate from both the government 

and the armed forces.49 It appears that the institutional setting in the AUKUS States 

is likely to suggest more comparable working practices and professional outlooks, as 

opposed to approaches where the legal review function is assigned to an independent 

body outside the defence establishment. An external review authority may operate with 

greater structural independence from capability development processes and also follow 

different procedural preferences and rhythms. 
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Second, in all three States, legal reviews function as a component within a broader 

governance architecture designed to ensure that new capabilities can be employed 

consistently with international law, in particular IHL.50 Within this broader governance 

structure, the legal review operates alongside a range of other legal, technical, and 

operational processes that collectively ensure compliance with applicable law. It plays a 

specific preventive role: it assesses whether a military capability is capable of being 

used lawfully when it is introduced into service.51 Ensuring that the weapon is indeed 

used lawfully in practice depends on the wider institutional framework governing military 

operations. Australia explicitly articulated this position in 2019 in its ‘system of control’ 

governing the military use of force.52 Accordingly, the legal review process forms one (albeit 

important) component of a layered framework covering ‘all aspects of a weapon system 

from design through to engagement,’53 including weapon design, testing, evaluation and 

review, training and certification, rules of engagement, and command oversight. 

The UK and the US positions are similar. Officials responsible for legal reviews in the 

UK emphasise that they constitute an important component of the UK’s international law 

compliance processes but are only one element within a broader defence framework 

aimed at ensuring the lawful development and deployment of military capabilities.54 

The US equally lists legal reviews as one of the requirements within the broader 

framework of compliance with the laws of war.55 

The fact that all three States conceptualise legal reviews as one element within a broader 

system of the capability development and use reflects a shared governance philosophy. 

This common understanding of the role of legal reviews within capability acquisition 

is, in our opinion, likely to facilitate coordination between the three systems, even if the 

precise institutional and governance arrangements differ. 

Third, legal review processes in the three AUKUS States have evolved continuously 

in response to both technological developments and changes in defence capability 

procurement systems. In particular, all three States in the past decade turned their 

attention to the challenges posed by AI capabilities and increasingly complex processes 

of human–machine interaction, reflecting a shared recognition that traditional legal review 

procedures require recalibration to address software-driven systems whose operational 

behaviour may change over time. The three States continue to explore ways of integrating 

legal reviews more closely into capability acquisition cycles so that legal advice can 

inform design, testing, and development decisions at earlier stages.56 This convergence 

in regulatory focus, timing, and appreciation of the challenges ahead creates favourable 

conditions for the development of a joint review mechanism, as the participating States 

share a common understanding of the legal and operational implications of emerging 

technologies and the role of legal reviews in addressing them. 
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Points of Divergence

Whilst certain aspects of the national legal review processes suggest feasibility of a joint 

review mechanism, important points of divergence between national systems may pull in 

the opposite direction.

The scope of legal reviews

To begin with, important differences arise in the way Australia and the UK define 

the scope of legal reviews compared to the US. Ultimately, the US’s narrower approach 

creates uncertainty as to what would be reviewed jointly and risks excluding capabilities 

that Australia and the UK would otherwise review. Our reasoning is as follows.

Both States explicitly frame the scope of their legal review obligation as covering 

‘weapons’ and ‘means of warfare’, as per Article 36 AP I. Australia’s Guide defines  

‘a weapon’ broadly as any ‘arms, munition, device, whether tangible or intangible, 

designed or intended to be used to cause: (1) injury to, or death of, persons; or (2) 

damage to, destruction of or neutralisation of objects’ and explains that ‘means of warfare’ 

include ‘weapons as well as weapon systems, which includes all related equipment, 

materials, and delivery mechanisms necessary for a weapon to function as intended’.57 

The UK practice likewise adopts an expansive interpretation of ‘means of warfare.’ 

Earlier UK guidance indicated that Article 36 reviews encompass ‘weapons in the broader 

sense of that word’ as well as ‘sighting equipment, laser designators, target acquisition 

equipment, data links and software used for processing targeting data’, and even 

capabilities such as tactical radios or navigation equipment may be submitted  

for review before a determination is made that a formal assessment is unnecessary.58 

By contrast, the US formally focuses on the review of ‘weapons’ and ‘weapon systems.’ 

Definitions across the US services generally describe weapons as devices intended 

to injure or kill persons or damage or destroy property.59 This terminology may appear 

narrower because US approach does not explicitly refer to ‘means of warfare.’ However, 

some US definitions of weapons and weapon systems are so expansive – covering a wide 

range of components and equipment required for their operation – that, in practice, the 

scope of review may capture much, if not all, of what other two States describe as ‘means 

of warfare’. Consider, for example, the US Air Force definition of a ‘weapon system’ which 

includes ‘a combination of one or more weapons with all related equipment, materials, 

services, personnel, and means of delivery and deployment (if applicable) required for 

self-sufficiency’.60 

The divergence is, however, more profound for launch or delivery platforms. The US 

services explicitly exclude such platforms – for example, ships, aircraft, or armoured 

vehicles – from the definition of weapons subject to review.61 By contrast, the UK and 

Australian approaches do not appear to exclude such systems a priori. Indeed, Australia’s 
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definition of ‘means of warfare’ refers to the ‘delivery mechanisms necessary for a 

weapon to function as intended’, suggesting that the scope of review may extend more 

readily to the platforms that enable the use of force. Likewise, nothing in the UK’s broad 

conceptualisation of weapons and means appears, at least prima facie, to exclude such 

platforms from consideration.

Another divergence arises with respect to ‘methods of warfare.’ Australia defines 

methods broadly as ‘the manner in which weapons and certain capabilities are used in 

warfare to harm, destroy, or neutralise the enemy’,62 and UK practice likewise considers 

methods to extend beyond ‘normal’ or ‘anticipated’ uses of weapons to ‘ways in which 

warfare is conducted’.63 US services, in comparison, generally assess the ‘concept of 

employment’ aka ‘intended use’ of a weapon, rather than reviewing methods of warfare 

as such.64 At first glance, this approach appears narrower. In the US practice, however, 

broader methods of warfare (including, for example, tactics, techniques and procedures) 

are not ignored but may instead be addressed through separate policy, doctrinal, and 

operational oversight processes outside the formal legal review regime.65 In contrast, 

in the UK, the inclusion of a wider range of methods in the legal review framework reflects 

the institutional remit of F&FD, whose focus on strategic foresight, concepts, capability 

strategy, and force design analysis necessarily engages with a broader issue of methods 

employed in warfighting.

The institutional separation reflected in the US treatment of broader methods of warfare 

– compared to the more integrated approaches of Australia and the UK – may complicate 

the design of a joint AUKUS review mechanism and weaken its prospects. At a minimum, 

it introduces uncertainty as to the appropriate scope of any joint review and the timing 

of assessments within the capability lifecycle. Aligning these approaches would require 

agreement on whether such methods should be incorporated into a single review process 

or continue to be addressed through parallel mechanisms, thereby adding layers of 

coordination and potential friction.

Standard of review: Superfluous Injury and Unnecessary Suffering

Another point of divergence concerns how the three States apply the rule prohibiting 

the infliction of superfluous injury or unnecessary suffering (SI/US) in their review 

processes.66 While all three States largely follow the same two-step methodology – 

examining first compliance with specific prohibitions or restrictions under treaty or 

customary IHL and then with general prohibitions or restrictions under treaty and custom, 

including whether the weapon is capable of being used in accordance with the principle 

of distinction and whether it causes SI/US – differences arise in how the latter standard is 

interpreted and applied.
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There is broad agreement on the substantive purpose of the rule. As the International 

Court of Justice explained in the Nuclear Weapons Advisory Opinion, the prohibition 

concerns weapons that cause ‘harm greater than that unavoidable to achieve legitimate 

military objectives’.67 The rule therefore requires a balancing of the humanitarian harm 

caused by the weapon against the military advantage expected from its use. The central 

(and contentious) issue for present purposes is what gives rise to the harm – whether it is 

the inherent nature of the weapon or the intention of its designer. 

Australia and the UK apply the standard codified in Article 35(2) of AP I, which prohibits 

the use of weapons ‘of a nature to cause’ SI/US. Under this formulation, the legality of a 

weapon depends primarily on its inherent characteristics and effects.

Although strong arguments suggest that the customary IHL test is that ‘of a nature’,68 

the US has long taken the position that the correct formulation of the rule is that weapons 

must not be ‘calculated to cause superfluous injury’. This approach, first adopted in 

the 1956 U.S. Army Field Manual on Land Warfare,69 reinforced since by prominent US 

commentators70 and currently reaffirmed in the U.S. Department of Defense Law of War 

Manual,71 appears to focus on the purpose or design intention behind the weapon. In the 

US view, the phrase ‘calculated to cause’ more accurately reflects the intent of the original 

French text of the 1907 Hague Regulations.72

The difference in tests applied is not merely theoretical. Consider an AI-enabled 

automated sentry weapon designed to neutralise approaching enemy personnel. 

The system uses computer vision to identify human movement and is programmed to fire 

repeated low-calibre rounds at a detected combatant until the algorithm determines that 

the person is no longer mobile. The design objective is operationally framed as ensuring 

reliable neutralisation in high-tempo environments where human operators may not be 

able to intervene quickly.

Under the US ‘calculated to cause’ SI/US formulation, the relevant question is 

whether the weapon was designed with the purpose of increasing suffering beyond 

what is required by military necessity. In this case, it could be plausibly argued that 

the system is intended simply to ensure neutralisation of the target, not to increase 

suffering. The repeated firing pattern arises from the algorithmic logic used to confirm 

incapacitation, not from an intention to aggravate injury.

However, under the ‘of a nature to cause’ SI/US standard applied by Australia and the 

UK pursuant to Article 35(2) AP I, the analysis would focus on the predictable effects 

of the weapon in operation.73 A system that systematically continues to fire at already 

incapacitated personnel until the algorithm registers immobilisation could foreseeably 

produce multiple and unnecessary wounds beyond those required to neutralise the 

combatant. Because other anti-personnel weapons – for example, those used by human 
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sentry personnel – can achieve the same military purpose (incapacitation) without 

predictably causing such cumulative injury, the system could be considered ‘of a nature’ 

to cause unnecessary suffering.

Given these differences in application, any joint legal review mechanism would, at a 

minimum, need to address explicitly the competing formulations of the rule and determine 

how to proceed where those differences lead to divergent outcomes – such that the same 

capability may be permissible for the US but not for the UK and Australia.

Standard of review: Environmental damage

A further point of divergence concerns the protection of the natural environment in 

armed conflict. Australia and the UK are bound by Art. 35(3) AP I, which prohibits the 

employment of methods or means of warfare that are intended, or may be expected, 

to cause ‘widespread, long-term and severe damage to the natural environment’. 

Although there is now sufficient State practice to support the proposition that this rule 

has crystallised to customary international law,74 the US has positioned itself as a 

persistent objector to it and does not include the rule in its standard of legal review.75 

This divergence in approaches suggests that a capability developed jointly under AUKUS 

Pillar 2 might be assessed against different environmental standards by the participating 

States. Consider a long-endurance autonomous underwater system designed to 

deploy large numbers of smart naval mines in sensitive maritime environments or an 

AI-enabled autonomous area-denial systems designed to ignite large-scale vegetation 

fires in order to restrict enemy movement. If the expected environmental effects of such 

systems included a widespread, long-term and severe disruption of affected marine 

ecosystems in the former case and a widespread, long-term and severe degradation 

of vegetation, soil and wildlife habitats in the latter, the systems would be impermissible 

under the standard applied by the UK and Australia but likely permissible under that applied 

by the US.

This issue is not one of simple arithmetic where the position of two States would 

automatically prevail over that of one. The mere existence of a joint arrangement would 

not, without more, require the US to revise its settled interpretations of international law 

or assume obligations it has consistently declined to recognise. In practice, however, this 

could create a structural difficulty for jointly developed capabilities under Pillar 2, as joint 

funds might be invested in a capability that ultimately can be lawfully employed by only 

one partner.

One possible response would be for Australia and the UK to insist, at an early stage 

of capability development, that systems likely to meet the environmental damage 

threshold should not be pursued within the Pillar 2 framework. However, apart from 

the US expected objections to that as a matter of law, such an approach also raises 
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practical and political concerns. Predicting environmental effects decades in advance – 

particularly for complex, software-enabled systems – may be difficult, and imposing ex 

ante constraints could limit technological experimentation or innovation. The feasibility of 

such an approach would therefore depend on whether the partners are willing to accept 

stricter common standards for jointly developed systems or, alternatively, to tolerate the 

possibility that certain capabilities will ultimately be usable by only some or one of them.

Standard of review: international law vs additional legal considerations

Differences in States’ international legal obligations, together with the inclusion of 

domestic law (and policy) in national legal review processes could pose yet another 

significant hurdle for the establishment of a joint legal review mechanism. In the US, 

reviews conducted by the military services explicitly assess whether a weapon / weapon 

system complies not only with international law but also with domestic law and policy.76 

Likewise, although the primary focus of Australia’s Article 36 review is compliance 

with international law, the Australian framework recognises that issues arising under 

domestic law may surface and require attention during the review process.77 The UK 

similarly frames legal reviews primarily in terms of international law obligations, although 

in practice it would be difficult for reviewing authorities to disregard relevant domestic 

legal constraints.78

This issue is significant because domestic legal frameworks differ substantially between 

States and may impose additional or distinct constraints on the development, acquisition 

or use of military capabilities. While a State cannot invoke its domestic law to avoid 

its obligations under international law, nor require another State to comply with its 

national law,79 these differences nonetheless complicate the operation of a joint review 

mechanism. The concern here is that more restrictive domestic standards applied by 

one partner could, in effect, be imposed on others through such a mechanism, thereby 

bypassing ordinary domestic legislative or regulatory processes. However, even if the 

AUKUS partners were to amend their domestic legal and regulatory frameworks to 

accommodate restrictions applied by other partners within a joint review mechanism 

– that is by creating an explicit legal basis for incorporating more restrictive standards 

applied by any of the AUKUS partners – it is difficult to imagine that the three AUKUS 

States would go down that path. After all, a mechanism designed to produce a single 

determination of legality acceptable to all three partners could prohibit or restrict a 

capability that would otherwise be lawful under the applicable rules of international law. 

In circumstances where a State would have been free to develop and employ the same 

capability if acting independently, such an outcome would be difficult to justify.

Any joint mechanism would therefore need to clearly define how to address situations 

in which participating States are bound by differing international or domestic legal 

obligations, or where they adopt divergent interpretations of shared legal standards. 
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In that regard, a number of Workshop participants expressed concern that a joint review 

mechanism could reduce or dilute the applicable legal standard, ultimately rending it little 

more than a fig leaf. They pointed to what they termed the ‘least common denominator’ 

problem, which could manifest in two ways.

First, if one categorises the relevant law into four groups – Category A (international and 

domestic law binding on Australia), Category B (international and domestic law binding 

on the UK), Category C (international and domestic law binding on the US), and Category 

D (treaty and customary IHL rules binding on all three) – it might initially seem that 

cooperation under AUKUS Pillar II could extend only to capabilities falling within Category 

D, and not to those affected by Categories A, B, or C.

Consider, for example, the Convention on Cluster Munitions:80 the US is not a party, 

whereas Australia and the United Kingdom are. On this logic, Category D would 

exclude obligations arising under that Convention. The concern, put differently, is that 

the collective baseline would reflect only the lowest common set of shared obligations, 

thereby reducing the level of scrutiny applied to a capability under development. In the 

example above, this raises the risk that, within a joint legal review framework, obligations 

under the Convention could be sidelined because they do not bind all three partners.

Another way to frame the ‘least common denominator’ problem is as a selective, issue-

by-issue approach in which, for each legally relevant aspect of a capability, the most 

permissive standard among the three States is applied. Thus, if the US adopts the least 

restrictive interpretation of unnecessary suffering (see our discussion in section 2 ii) b) 

above) that standard would govern that element of the joint review; if Australia applies 

the least restrictive approach to indiscriminate weapons, its standard would govern 

that element, and so on. The likely consequence is that the joint review would deem a 

capability lawful for all three States, even though particular features of that capability 

would fail to meet the stricter standards each State applies in its own system. In effect, 

the process would aggregate permissive elements across jurisdictions, resulting in a 

systematic lowering of the overall level of legal scrutiny. 

We suggest, however, that this is not how practice is likely to operate. Each of the 

three States has thus far conscientiously reviewed weapons against the international 

and domestic legal obligations binding upon it. It is difficult to imagine that they would 

disregard applicable law merely because a capability is being developed jointly under 

AUKUS Pillar II. Rather, reviewing authorities in each State are likely to identify the 

international and domestic rules applicable to them and to specify any developmental, 

acquisition, or operational limitations required by those obligations. For example, where 

a capability engages obligations binding on Australia or the UK but not the US, those 

States may approve participation subject to conditions – such as restrictions on design 

features, targeting parameters, or permissible operational use – while the US conducts its 
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review against its own set of legal obligations and interpretations. In this way, divergence 

in applicable law is managed through nationally tailored caveats rather than by lowering 

the overall standard of review. It is for these reasons that we consider a Trilateral 

Coordination Mechanism to be the most appropriate framework for managing legal review 

processes in respect of AUKUS Pillar II capabilities (see section E below).

One final remark is appropriate here. A joint legal review that genuinely answers the 

question of whether a capability may be used lawfully by each State would require 

precisely the opposite logic to that feared under a ‘least common denominator’ approach. 

In theory, it cannot be discounted, that rather than defaulting to the most permissive rule, 

a joint legal review would apply, for each legally relevant aspect, the most restrictive 

standard among the participating States. If Australia adopts the most stringent position 

on unnecessary suffering, that standard would need to govern that element of the 

assessment; if the US applies the strictest approach to indiscriminate weapons, its 

standard would control that element, and so on. The practical consequence is that any 

capability capable of passing such a composite review would, by design, reflect the 

highest level of constraint across the three systems. The difficulty of such is approach 

is, however, that each state will likely have restrictions on the use of a given capability 

they would not otherwise have if they only applied their own legal standards. While the 

approach may be lawful, it thus likely limits the overall military utility of a given capability.. 

One Joint Legal Review: Meaningful and Feasible or Rather Not?

As the preceding discussion illustrates, in some respects, the ambition of ‘one joint legal 

review’ is supported by existing convergence between the national practices of legal 

reviews. As shown in the preceding section, these review mechanisms are embedded 

within defence institutions, operate as part of broader capability acquisition frameworks, 

and have evolved in parallel in response to challenges posed by emerging technologies, 

particularly AI-enabled systems. This shared institutional setting, the comparable 

functional and structural role of legal reviews, and a common appreciation of the 

challenges posed by cutting edge and emergent technologies – reflected in a concerted 

effort to address them – provide a plausible foundation for developing a joint review 

mechanism.

However, important deviations cast doubt on the viability and utility of such a mechanism. 

Divergence in the scope of legal reviews is only the first from a range of stumbling 

blocks to consider. While Pillar 2 identifies six technology-focused areas, not every 

technology falls in the scope of the legal review. As follows from the section above, all 

AUKUS partners conduct legal reviews of capabilities that, in their normal or intended 

use, are designed to inflict bodily harm or cause physical damage.81 As a practical matter, 
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therefore, where a Pillar II technology is integrated into a capability that is expected, in its 

ordinary employment, to result in damage, destruction, injury, or loss of life, that capability 

falls within the scope of legal review. For example, where an AI component is integrated 

into a weapon system to improve navigation or target identification and selection, that 

component falls within the scope of the legal assessment as part of the overall system. 

Still, differences in the scope of review – most notably the US narrower approach to 

‘methods of warfare’ and its exclusion of certain ‘means of warfare’ (such as platforms) 

– create uncertainty as to what capabilities are likely to be reviewed jointly. Most notably, 

such different scoping raises the risk that capabilities which the UK and Australia would 

ordinarily review within their legal review frameworks might, if developed jointly, fall 

outside the review ambit. Where the US addresses certain methods of warfare outside 

the formal legal review process, agreement on the appropriate alternative institutional 

locus and timing of such assessments would be required, adding complexity and creating 

potential gaps in oversight.

Notably, even within a single State, defining and classifying emerging military capabilities 

in a way that clearly signals to acquisition authorities which systems require legal review 

can be challenging. For example, the US Army reviews cyber weapons, a term that 

includes certain cyber capabilities,82 while the US Air Force prefers the broader term 

cyber capabilities, which may not necessarily be classified as weapons.83 At the domestic 

level, this inconsistency in terminology could create confusion for an acquisition authority 

supplying the same cyber capability to both services. In a trilateral AUKUS context, 

similar terminological divergences – rooted in established national practices – could 

generate further ambiguity, complicating the agreement on what must be reviewed.

Further, divergences in the applicable legal standards, including the interpretation of SI/

US rule and the treatment of environmental harm, may lead to different outcomes for 

the same capability. Last but not least, the fact that the three partners may be bound by 

different international and domestic law obligations and follow distinct interpretations of 

common standards presents a significant structural obstacle: any joint mechanism would 

struggle to produce outcomes that are simultaneously legally valid and operationally 

usable for all three States without either disregarding constraints applicable to some 

States or forcing a degree of alignment that States are neither legally required nor 

politically willing to accept. 

A further structural constraint is the absence of a clearly defined institutional platform 

to anchor a joint legal review mechanism. The legal review mechanism would 

likely need to be embedded within a stable trilateral setting capable of consolidating 

expertise and ensuring continuity across projects. Restated, if Pillar 2 is indeed 

conceived as ‘one big factory across three nations,’ as Sharpe suggests, such a factory 

would necessarily require a dedicated office for a review authority within its premises. 
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At present, however, no such structure exists. AUKUS Pillar 2 remains characterised 

by fragmented governance: coordination occurs through evolving working groups, 

while capability development and funding decisions continue to be made largely through 

national processes.84 This results in projects advancing on parallel, rather than truly 

integrated, tracks, with limited alignment of objectives, timelines, standards, and oversight 

practices. The problem is compounded by the lack of dedicated funding streams for 

Pillar 2 activities.85 Rather than being supported by a distinct budget, Pillar 2 related 

work is absorbed into existing national programmes, reducing visibility, predictability, 

and strategic coherence. Today, these institutional and financial gaps make it difficult to 

envisage how a joint legal review mechanism could be effectively established, resourced, 

and sustained over time.

More fundamentally, the establishment of such a mechanism raises questions as to 

whether AUKUS States can discharge their legal review obligations through a mechanism 

not managed by their own authorities. While domestic review processes may, in practice, 

include exchange officers from partner States, ultimate responsibility remains with the 

reviewing State. In a joint mechanism, however, the allocation of responsibility would 

be less straightforward and would need to be expressly addressed. Particularly in case 

where the joint mechanism might be expected to take into account domestic prohibitions 

or restrictions applicable in one partner State that do not otherwise bind the others.86 

In such circumstances, participation in a joint review process would likely require enabling 

legislation – ie parliamentary authorisation – to address both the issue of responsibility 

and the incorporation of foreign domestic constraints. While this matter neither needs to 

be addressed in more detail nor resolved here, it underscores further legal and practical 

hurdles to the implementation of a joint review mechanism. 

Lastly, even if a joint review mechanism were established, there remains a risk that one 

partner –most notably the US – could dominate its operation. A trilateral mechanism 

would need to function on the basis of equality, ensuring that each State retains an equal 

voice and that decision-making authority is balanced. Allowing one State to act as the de 

facto ultimate reviewer would risk reproducing asymmetries already evident in the export 

control domain, where the United States effectively set the parameters to which Australia 

and the United Kingdom adapted. Specifically, rather than developing a genuinely 

trilateral export control framework tailored to the objectives of AUKUS Pillar 2, the United 

States effectively insisted on the primacy of its domestic approach, long criticised by 

experts for its shortcomings.87 Through the National Defense Authorization Act for Fiscal 

Year 2024 (NDAA), the U.S. Congress created a national exemption from certain U.S. 

defence export licensing requirements for Australia and the United Kingdom, conditional 

upon the U.S. President certifying to Congress that both countries have implemented 

export control systems comparable to those of the United States.88
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Combined, these factors suggest that while a joint review mechanism may be 

conceptually appealing, its practical design and operation would be fraught with 

complexity and may ultimately require a more flexible, coordinated – rather than  

unified – approach. We discuss this approach in the next section.

Trilateral Legal Review Coordination Mechanism 

While a joint legal review mechanism poses significant legal and practical challenges, 

relying on domestic review processes alone is equally unsatisfactory. As set out above, 

even though the AUKUS partners share a common core in the scope of legal reviews 

– covering weapons and their use – they diverge in the treatment of certain means and 

methods of warfare, and – in respect to the same military capability – may be bound by 

different legal obligations or adopt divergent interpretations of common norms.

A more feasible alternative may therefore lie in the establishment of a trilateral 

coordination mechanism (TCM). Such a mechanism – whether formal or informal  

– could serve as a structured forum for addressing issues arising in the context of 

national legal reviews. In particular, it could enable regular exchange of information and 

facilitate coordination on key aspects of the review processes and capability development. 

We suggest that the following key aspects be considered in the establishment of a TCM.

First, given that personnel responsible for conducting legal reviews in each AUKUS 

State rotate regularly and that review processes themselves are periodically revised,  

it is essential to establish stable communication channels among the partners. 

This would ensure a shared understanding of what each State reviews (scope), 

when reviews are conducted (timing), and how they are carried out (applicable legal 

standards). While much of this information is publicly available for Australia, the UK, 

and the US – and, in practice, the three have been engaging with one another on 

weapons reviews where necessary, making coordination comparatively straightforward – 

this may not be the case for some of the contemplated future AUKUS Pillar 2 participants. 

Should additional States join Pillar 2 – particularly those whose review mechanisms are 

less transparent or not well established, such as Japan or South Korea – ensuring mutual 

awareness of national legal review approaches and their differences becomes a critical 

starting point for effective coordination.

Second, the timing of reviews is another significant consideration. States may conduct 

legal reviews at different stages in the capability acquisition cycle and at varying 

speeds, with direct implications for jointly developed capabilities. For instance, where a 

State’s acquisition framework links the release of funding to the achievement of specific 

milestones – some of which may depend on a positive legal review – the overall pace of a 
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joint programme may be determined by the slowest review process. Greater transparency 

among partners regarding such procedural requirements would facilitate better 

synchronisation of review timelines and more effective project planning.

Third is the issue of information and data sharing. The coordination of relevant 

information and data on the expected behaviour of the capability is critical for an effective 

legal review. Even within a single State, the conduct of meaningful legal reviews – 

particularly of complex, software-driven AI-enabled systems – depends on access to 

technical expertise and performance data that increasingly resides with industry rather 

than government.89 In particular, legal review authorities would need to rely on structured 

collaboration with industry, especially for testing, evaluation, verification, and validation 

(TEVV) of capabilities. Yet such cooperation is frequently constrained by contractual 

limitations and proprietary concerns.90

These challenges risk being amplified in a trilateral setting, where the number of actors 

– governmental, military, and industrial – increases, and where sensitivities relating to 

intellectual property and national security are heightened. In a joint development context, 

different components of a capability may be designed and built by different partners, 

such that relevant data is not automatically accessible to all participating States. As some 

Workshop participants observed, this issue may arise, for example, where one State 

subcontracts the development of a component to a private contractor that imposes strict 

non-disclosure obligations vis-à-vis third parties. In such a scenario, there is a risk that 

the other AUKUS partners may be unable to access the data necessary to conduct their 

own legal reviews.

We believe that data sharing constraints can, to a significant extent, be mitigated within 

a TCM. In particular, participating States can identify, at an early stage, the categories 

of information required for their respective legal reviews and communicate these 

requirements to their partners. This would allow the necessary administrative processes 

for access and transfer to be initiated early in the development, reducing the risk of 

downstream delays. In addition, where relevant information is held by private contractors 

in another State, obligations to generate and share specified data can be embedded 

contractually, ensuring that required information is available for the purposes of national 

legal reviews in other partner States.

Fourth, coordination of (interim) review outcomes is even more critical, since these 

outcomes directly impact the development of a capability. In principle, reviews may 

yield three types of outcomes: positive (the capability is cleared for use), negative 

(the capability cannot be used lawfully and is thus not cleared for use), or conditional 

(the capability is cleared for use in certain specific circumstances and not cleared for 

use in certain other circumstances). In practice, outright negative findings are rare, 

while conditional outcomes are more common.
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In a context of joint capability development, these outcomes have direct consequences 

for partner participation. An interim negative review by one AUKUS partner would likely 

require that partner to withdraw from the project, as it could not lawfully support or 

contribute to the capability. A conditional outcome may limit a State’s ability to support 

particular functions or uses of the system. Awareness of partners’ (interim) review 

outcomes is therefore essential. Where a State can no longer support certain aspects 

of a capability, the joint capability development must either be adjusted to meet its 

legal requirements or continue without that partner’s full participation. In the latter case, 

remaining partners would need to reassess the feasibility of the project, including funding 

arrangements and the redistribution of development and manufacturing responsibilities. 

A TCM would serve as a forum for the exchange of legal review outcomes, enabling 

their timely dissemination and facilitating coordinated responses among partner States. 

Importantly, this exchange need not involve the disclosure of full legal reviews. It may be 

limited to concise notifications identifying the aspect of the capability found to be unlawful 

or problematic and the resulting national position. Properly designed, such targeted 

information-sharing would avoid many of the sensitivities associated with any broader 

data disclosure. 

Fifth is an issue of security clearances. The difficulty of aligning and recognising 

security clearance regimes across the three AUKUS partners may need to be addressed. 

Although there is broad structural similarity between national clearance and classification 

systems, there is no automatic mutual recognition, making the ‘translation’ of clearances 

a complex and often slow process.91 This has direct implications for legal review: access 

to classified technical data, operational concepts, and performance assessments – 

often essential for meaningful analysis – depends on personnel holding the appropriate 

clearances within each jurisdiction. While national systems, such as Australia’s, 

are capable of allocating reviewers with the requisite clearance levels and managing 

sensitive or proprietary information through NDAs,92 extending this model across three 

States introduces additional layers of administrative, legal, and security coordination. 

The result is a potential bottleneck in information access, personnel deployment, and 

timely review.

At the same time, as suggested by one of the Workshop participants who conducted legal 

reviews for Australia in the past, security clearance requirements are unlikely to constitute 

an insurmountable barrier in practice. Rather, the challenge lies less in the existence 

of clearance regimes as such, and more in ensuring that coordination and mutual 

recognition processes within a TCM operate in a timely and sufficiently robust manner 

to enable rapid and meaningful access to the information required for legal review.

Seventh, a TCM may be formal or informal. An informal mechanism, not grounded in a 

specific legal arrangement, may be easier to establish and more adaptable to the evolving 

needs of a particular Pillar 2 capability development program. However, given that one of 
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the TCM’s core functions would be the exchange of often classified information  

– such as performance data relevant to legal reviews or the outcomes of those reviews 

– which typically requires formal intergovernmental arrangements, the AUKUS partners 

may ultimately need to consider establishing the mechanism on a formal basis. 

Lastly, TMC should not be confused with transparency measures often discussed and 

called for in the context of legal reviews. Specifically, data and outcome sharing have 

been proposed in public discussions of legal reviews as such transparency measures.93 

These measures are primarily directed outward, aiming to build broader confidence  

in the conduct and integrity of legal reviews.

The purpose of the TCM, however, is not to promote transparency beyond the 

participating States, but to minimise friction in the joint development of capabilities under 

AUKUS Pillar 2 by facilitating timely and targeted information exchange among partners. 

In this sense, TCMs are instruments of internal coordination rather than outward-facing 

transparency measures.

Conclusion 

During the drafting of AP I, several States proposed the creation of an international 

mechanism to assess the lawfulness of new weapons. That proposal failed to attract 

sufficient support.94 Instead, Article 36 was framed in a manner that left legal reviews 

a distinctly national undertaking. This reflected a pragmatic recognition: unless States 

retained discretion to design review processes compatible with their own institutional 

and organisational structures and defence demands and practices, formalised and 

systematic legal review regimes might never emerge at all. The framework adopted in 

AP I thus embodies a conscious compromise – imposing a shared legal obligation while 

preserving decentralised, nationally tailored implementation.

The creation of the AUKUS partnership, and in particular Pillar 2 cooperation on 

advanced capabilities, effectively reopens this question in a narrower (at this stage) 

trilateral setting. Yet, as this paper argues, even among three closely aligned partners, a 

fully joint multinational legal review mechanism is neither realistic nor desirable. Persistent 

divergences in how reviews are scoped, as well as in the interpretation and application of 

relevant legal standards, present structural obstacles that seem unlikely to be overcome. 

In this context, a TCM emerges, in our view, as the only credible and operationally 

viable pathway. To be sure, it is not without challenges, including potential constraints 

on technical data-sharing, the need to develop and align TEVV standards, to ensure 

smoother mutual recognition of security clearances, and to establish or recognise trusted 

third-party evaluators. These are not structural barriers, however, but practical issues 

that can be addressed. A TCM would preserve national review processes while enabling 
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targeted cooperation and structured information exchange. It would ultimately give effect 

to the spirit of Article 36 without demanding an unachievable degree of institutional 

alignment or convergence in the formulation and interpretation of legal standards.

Even if one accepts the view that, only a few years into the strategic partnership, 

both Pillars 1 and 2 are broadly where AUKUS leaders want them to be,95 the time to 

think seriously about a trilateral legal review coordination mechanism is now. If such a 

mechanism is to support Pillar 2 effectively, the partners must already be considering 

how to design it and bring it into being.
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PREDICTABILITY IN 

THE GOVERNANCE OF 

AUTONOMOUS WEAPON 

SYSTEMS1

Rain Liivoja

Introduction

‘Predictability’ features as a key concept in discussions about the regulation of 

autonomous weapon systems (AWS). Most prominently, the International Committee 

of the Red Cross (ICRC) has been calling on states to address the risks of AWS by 

adopting a new legally binding instrument that expressly rules out unpredictable AWS.2 

Many states have supported this approach.3 Some have put forward alternative proposals 

that, instead of including unpredictability as an element of a prohibition, have identified 

predictability as a positive requirement for an acceptable AWS.4 Multiple other states, 

however, have not been persuaded.

Consequently, the Group of Governmental Experts on Lethal Autonomous Weapons 

Systems (GGE) has been struggling to find agreement on language addressing this 

issue in the ‘set of elements of an instrument’, which the group has been drafting under 

its 2024–2026 mandate.5 Early iterations of this document would have required states 

to ensure that the effects of AWS are ‘adequately predictable, reliable, traceable and 

explainable’.6 Having been opposed by several states,7 this language was dropped from 

subsequent versions.8 It then returned as a proposed requirement to ensure that:

[AWS] … in their identification, selection, and engagement functions, 

are adequately predictable and reliable in operation, and that their functioning 

and effects are traceable and explainable to those responsible for their 

development and use.9

The rejection of the language referring to predictability by several states does not 

necessarily mean that they do not see predictability as a desirable attribute of AWS. 

Rather, they appear to have questions about the precise meaning of this and associated 
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terms. Some states therefore suggest that these terms require further discussion and 

clarification before being considered for elevation into binding standards.10 While some 

of these calls for further terminological debate probably aim to draw out the debate, 

they are not entirely unfounded. In particular, while multiple national policy documents 

concerning the responsible use of military AI rely on notions such as reliability, traceability 

and explainability, they do not use or explain the concept of predictability.11 Australia’s 

‘policy settings’ on military AI are a case in point.12 Predictability is not one of their ‘values-

based principles’ and, indeed, the concept makes no appearance in the document.

This paper considers predictability as a possible normative standard for inclusion 

in a regulatory instrument on AWS and, by extension, in the governance of military 

AI. The paper proceeds as follows. After a few notes about vocabulary, it outlines 

the so-called ‘predictability problem’ with autonomous and AI-enabled systems. 

Then, it turns to the way predictability has been defined and conceptualised in the 

literature. Next, it traces the way in which references to predictability have evolved in 

the GGE (including in relation to existing law) and the emergence of predictability as a 

possible regulatory standard. Finally, it comments on the advantages and disadvantages 

of identifying predictability as a discrete standard. The paper concludes that, rather than 

including predictability as an undefined concept in any new regulatory instrument, it would 

be preferable to incorporate into such an instrument an articulation of what predictability 

substantively requires.

Note on Terminology

Before turning to predictability specifically, a brief clarification about the notion of AWS 

may be helpful, especially as the ‘characterisation’ of AWS has been one of the sticking 

points throughout the work of the GGE.

This paper adopts a broad understanding wherein AWS are weapon systems that, 

after activation, can select and engage targets without intervention by a human operator. 

This broadly aligns with definitions used by the United States and the ICRC.13

The characterisation contemplated by the GGE has built upon the same understanding 

but added additional elements owing to the specific trajectory of debate within the 

group and given its mandate to deal with ‘lethal’ AWS (often branded with the somewhat 

unfortunate acronym ‘LAWS’). First, the GGE has introduced target identification as a 

discrete critical function of an AWS and added a clarification as to its meaning.14 This 

paper implicitly follows the ICRC’s approach whereby the system’s ability to select targets 

presumes and incorporates the capacity to search for, detect, identify and track targets.15 

Second, the GGE’s characterisation also unpacks the notion of ‘weapon system’, which 

has caused difficulties for some states.16 Third, the GGE’s characterisation contains a 
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savings clause to ensure that AWS that ‘can be used in a way that does not result in loss 

of life’ do not fall outside the scope of the instrument.17 The latter two issues need not be 

addressed here in detail.

The understanding of AWS adopted in this paper is relatively technology-neutral: it 

specifies neither the technological means for achieving autonomous functionality nor the 

precise degree of autonomy in the target selection and engagement functions. On this 

reading, a landmine is a primitive AWS, and a close-in weapon system (such as Phalanx) 

is a somewhat more advanced AWS. The GGE has, however, expressly reserved the 

possibility of excluding certain types of systems from its characterisation, and thus from 

the scope of its instrument.18 If this possibility were to be taken up, it would be most likely 

to affect weapon systems with limited autonomy in their critical functions—for example, 

automatic contact mines19 and precision-guided munitions.

In common parlance, AI refers to digital technologies and tools capable of performing 

tasks normally requiring human intelligence.20 More formally, AI has been defined as the 

discipline focused on the research and development of mechanisms and applications of 

‘AI systems’, which in turn are engineered systems that generate outputs such as content, 

forecasts, recommendations or decisions for a given set of human-defined objectives.21 

Currently, machine learning is the most common subset of AI. This approach is focused 

on algorithms that can ‘learn’ the patterns of training data and, subsequently, make 

inferences about new data.22 As a general-purpose technology, AI has a multitude of 

uses in the military domain across strategic, operational and tactical levels.23 Among 

other things, AI can be a powerful ‘enabler’ of autonomy in weapon systems.24 AI creates 

‘improvement opportunities in all application areas of autonomy in weapon systems, from 

target recognition to navigation’25 and allows autonomous targeting to ‘leave its former 

military niche applications and become adoptable across the board’.26

Therefore, an AWS may be AI enabled, but it might not be. Conversely, AI may be used 

to enable some functionality in AWS, but it might not be. That having been said, many 

of the concerns expressed by states and civil society actors with respect to AWS relate 

more specifically to AI-enabled AWS, as demonstrated by the pervasiveness of AI-specific 

concepts in the LAWS GGE discussions.27 Thus, much of the discussion around the 

regulation of AWS would also have some bearing on the governance of military AI generally.
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The Predictability Problem

Writing in 2004, Andreas Matthias observed that, traditionally, the manufacturer or 

operator of a machine is held morally and legally responsible for the consequences  

of its operation.28 He then identified an ‘accountability gap’:

Autonomous, learning machines, based on neural networks, genetic algorithms 

and agent architectures, create a new situation, where the manufacturer/operator 

of the machine is in principle not capable of predicting the future machine 

behaviour any more, and thus cannot be held morally responsible or liable for it.29

A few years later, Rob Sparrow made a similar point regarding AWS:

While [artificially intelligent weapon systems] will be programmed to make 

decisions according to certain rules, in important circumstances their actions 

will not be predictable. … The more the system is autonomous then the more 

it has the capacity to make choices other than those predicted or encouraged 

by its programmers. At some point then, it will no longer be possible to hold the 

programmers/designers responsible for outcomes that they could neither control 

nor predict.30

While addressing the ‘accountability gap’, these two papers also offered an articulation 

of what has now become known as the ‘predictability problem’ (or the ‘unpredictability 

problem’). At its core, this is a simple but important difficulty: when a system operates 

without direct real-time human intervention—by sensing its environment, analysing the 

data, and computing and taking the appropriate course of action—it becomes harder 

for humans to foresee exactly how it will behave in all circumstances.

Some contemporary authors trace the articulation of the predictability problem back to 

Norbert Wiener, the founder of cybernetics.31 The specific point of reference is a 1959 

public lecture in which Wiener argued that ‘machines can and do transcend some of 

the limitations of their designers, and that in doing so they may be both effective and 

dangerous’.32 In that lecture, Wiener linked unpredictability to the ability of a system to 

learn. Specifically, he suggested that ‘[a]s machines learn they may develop unforeseen 

strategies at rates that baffle their programmers’.33 For Wiener, it seems to have been 

the speed and frequency of unforeseen strategies that potentially perplexed humans and 

became the source of concern, rather than the unforeseeability of individual behaviours 

more broadly.34

Arthur Samuel—the man who coined the term ‘machine learning’—published a refutation 

of Wiener’s central claims. He posited that ‘[t]he machine is not a threat to mankind, 

as some people think’, and went on to argue ‘that machines cannot possess originality 

in the sense implied by Wiener and that they cannot transcend man’s intelligence’.35 
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Interestingly, Samuel conceded that neural networks might constitute an exception to 

this conclusion. He noted that ‘[s]ince the internal connections [of neural networks] would 

be unknown, the precise behavior of the nets would be unpredictable and, therefore, 

potentially dangerous’.36

Despite the rather longstanding recognition of what appears to be a pivotal problem with 

AI,37 in-depth examinations have been rather scarce until recently. Roman Yampolskiy, 

a pioneer of AI safety research, lamented in 2020 about:

[the] poorly understood concept of unpredictability of intelligent systems, which 

limits our ability to understand the impact of intelligent systems we are developing 

and is a challenge for software verification and intelligent system control, as well 

as AI Safety in general.38

He was not alone in identifying a lack of attention to the concept. At roughly the same 

time, Arthur Holland Michel noted:

[F]or the most part in the discourse on [AWS] and military AI, predictability and 

understandability have not yet been treated with the kind of detailed foregrounding 

that befits an issue of such importance and complexity.39

The situation has, meanwhile, improved. For example, Yampolskiy himself went on to 

define the unpredictability of AI as ‘our inability to precisely and consistently predict what 

specific actions an intelligent system will take to achieve its objectives, even if we know 

terminal goals of the system’.40 To give another example, Tobias Vestner and Altea Rossi 

discussed unpredictability in terms of ‘inherent uncertainty as to how systems will behave 

once deployed and respond to changing and complex environments’.41

Meaning of Predictability

Predictability is, of course, the inverse of unpredictability. It is a common enough word 

such that, when used in an international law instrument, it should presumptively be read 

based on its ‘ordinary meaning’.42 This can be derived from dictionaries. The Oxford 

English Dictionary defines predictability as ‘[t]he fact or condition of being predictable; 

the extent to which something can be predicted or used for prediction’.43 The adjective 

‘predictable’ means ‘[a]ble to be predicted or foretold’,44 and the verb ‘predict’ means ‘[t]

o state or estimate, esp[ecially] on the basis of knowledge or reasoning, that (an action, 

event, etc.) will happen in the future or will be a consequence of something’.45

ICRC’s foundational work on the predictability of AWS drew expressly on a similar 

dictionary definition.46 On that basis, the ICRC conceptualised the predictability of AWS 

as ‘knowledge of how the weapon system will function in any given circumstances of 
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use, including the effects that will result’.47 The reference to ‘knowledge’ creates some 

challenges. For one, there is a live philosophical debate about whether one can have 

‘knowledge’ about what will happen in the future. In more technical terms, this is:

the question whether future contingents are knowable, that is, whether one can 

know that things will go a certain way even though it is possible that things will not 

go that way.48

Criminal law—where the knowledge of a specific consequence of an act is often 

an element of an offence—offers something of a way out. Thus, knowledge of a 

consequence may mean awareness that this consequence will occur ‘in the ordinary 

course of events’.49 But this becomes challenging to apply to the functioning of a weapon 

system generally or with respect to ‘any given circumstances of use’. In any event, 

the general knowledge of the functioning of a system and the ability to predict its effects 

under specific conditions seem to be distinct issues.

Mariarosaria Taddeo circumvents some of these problems by simplifying the question: 

for her, predictability ‘indicates the degree to which one can answer the question: what 

will an AI system do?’.50 This understanding is elegant in its simplicity but perhaps slightly 

vague. Holland Michel characterises predictability as ‘the extent to which a system’s 

outputs or effects can be anticipated’.51 This comes reasonably close to the dictionary 

definition mentioned earlier but, instead of focusing on the ability to ‘estimate’ what will 

happen in the future, it uses the concept ‘anticipate’, which is more common in the legal 

vocabulary.52 Holland Michel’s is probably the single most useful definition, as it clearly 

acknowledges that predictability (a) relates to anticipating the future, (b) is concerned 

with effects rather than functions of a system, and (c) is a matter of degree.

The discourse has also sought to identify different types or forms of predictability.  

Thus, in the ICRC’s view:

There is a … distinction between predictability in a narrow sense of knowing the 

process by which the system functions and carries out a task, and predictability in 

a broad sense of knowing the outcome that will result.53

With regard to the relationship between these two forms of predictability, the ICRC has 

taken the view that:

predictability in a broad sense [means] knowing the outcome that will result from 

activating the autonomous weapon system in a particular circumstance. A sub-

component of this is predictability in a narrow sense of knowing the process by 

which the system functions and carries out a specific task or function.54
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Again, predictability in the narrow sense here might be better described as the 

interpretability and explainability of the decision-making process of an AI system. 

Also, the link between the two seems rather tenuous—a system whose technical 

functioning is completely opaque might nonetheless be reasonably predictable in the 

broad sense based on extensive testing and evaluation, and/or operational use.

An alternative approach distinguishes predictability in a technical sense and in an 

operational sense.55 From a technical perspective, a system’s predictability refers to ‘the 

degree of consistency of its past and current behaviour with its future ones’56—in other 

words, the ‘system’s ability to execute a task with the same performance that it [has] 

exhibited [previously]’.57 This entails at least two considerations:58

•	 stability—the extent to which the accuracy of the system’s outputs remains consistent 

over time

•	 generalisability—for machine learning systems, the extent to which the system can 

handle inputs (data) that deviate from those used for its training and testing.

Technical predictability plainly depends on the system’s architecture and features. 

For example, systems based on deterministic algorithms, such as decision trees, 

are more predictable than learning systems,59 and offline (batch) training models are 

more predictable than online training models. Put more abstractly, technical predictability 

depends on the robustness of the system.60 Robustness here refers to the ability of 

the system ‘to maintain stable and reliable performance across a broad spectrum of 

conditions, variations, or challenges, demonstrating resilience and adaptability in the face 

of uncertainties or unexpected changes’.61

From an operational perspective, on the other hand, predictability would refer to ‘the 

degree to which an autonomous system’s individual actions can be anticipated’62 or, 

perhaps more accurately, ‘the degree to which the actions of a system can be anticipated 

once it is deployed in a specific environment’.63

There is broad agreement that all autonomous systems exhibit some degree of inherent 

operational unpredictability.64 As a general matter, following Charles Perrow, it is 

impossible to anticipate all the interactions within tightly coupled complex systems,65 

which autonomous military systems made up of sensors, processors and actuators are 

likely to be. Moreover, ‘once deployed, systems may face a context with unforeseen 

characteristics’,66 leading to interactions with the environment that their designers and 

operators could not fully anticipate. Indeed, the very point of devising and deploying 

autonomous systems is that they should be able handle situations of which the operators 

lack specific prior knowledge.67



� 173

Australian Army Occasional Papers 

Predictability in the Governance of Autonomous Weapon Systems

With respect to AWS, it has therefore been suggested that the functioning and effect 

of even a deterministic system ‘will be challenging to predict’,68 and that AWS ‘do not 

function in a broadly predictable fashion, owing to complexity (in design and task) and 

interaction with a varying environment’.69 According to the ICRC:

[A]utonomous weapon systems are unpredictable in a broad sense, because 

they are triggered by their environment at a time and place unknown to the user 

who activates them. Moreover, developments in the complexity of software 

control systems—especially those employing AI and machine learning—may add 

unpredictability in a narrow sense of the process by which the system functions.70

In other words, as noted by Holland Michel:

While technical predictability is solely a function of a system’s performance, 

operational predictability is just as much a function of the characteristics of the 

environment and mission for which the system is deployed.71

Holland Michel goes on to distinguish a ‘third, general, meaning of un/predictability: 

the degree to which the outcomes or effects of a system’s use can be anticipated’.72 

This seems to be a distinction without a difference: it is unclear how this ‘third’ form of 

predictability is any different from operational predictability. The latter appears to precisely 

capture the ability to anticipate the effects of the system in its operating environment.

Taddeo goes even further. She acknowledges that the predictability problem is 

‘multidimensional’ and that the distinction between technical and operational predictability 

is ‘not really tenable in practice, because technical and operational factors all contribute 

to determine the behaviour of an AI system’.73 Indeed, it is the combination of inherent 

technical factors and extrinsic environmental factors that determines the system’s overall 

predictability.

Therefore, predictability broadly speaking—capturing both technical and operational 

dimensions—is influenced by myriad factors such as:74

•	 the technical features of the system, including the type of algorithm and the level of 

computing power

•	 the complexity of the task or function of the system

•	 the complexity and characteristics of the operational environment

•	 the robustness of the system, including the quality of its training data and the rigour 

of testing

•	 the system’s capacity to evolve

•	 the system’s interaction with other systems

•	 the quality of sensor data supplied to the system
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•	 geographic and temporal scope of the system’s operations

•	 the degree to which the operator understands the way the system operates

•	 the behaviour of the adversary.

To complicate matters further, ‘[t]hese variables may change and interact together in 

complex ways, making it difficult to predict all possible outputs of an AI system and their 

effects’.75 In short, the degree of overall predictability of a system derives from a complex 

interaction between the technical capabilities of the system, the nature of its task and the 

features of its operational environment.

From the Predictability Problem to the Predictability Standard

While acknowledging the early advocacy of technologists and scholars, the governance 

issues of AWS were propelled onto the multilateral agenda through two major lines of 

effort, which also supplied the early framing of the problem.

On the one hand, in late 2011, the ICRC articulated publicly its concerns about 

autonomous functions in weapons. In September that year, Jakob Kellenberger, the 

ICRC’s president, gave a keynote speech in which he argued that the deployment of 

AWS ‘would reflect a paradigm shift and a major qualitative change in the conduct of 

hostilities’.76 He went on to acknowledge both the challenges in programming such 

systems to operate consistently with the law and ‘their possible advantages in contributing 

to greater protection’.77 The following month, the ICRC included a brief discussion of these 

issues in its ‘Challenges Report’, released ahead of the 31st International Conference 

of the Red Cross and Red Crescent, the quadrennial meeting of governments and all 

components of the Red Cross movement.78 These early contributions did not, however, 

expressly mention the predictability problem in relation to AWS.

On the other hand, in April 2013, Christof Heyns, as the Special Rapporteur on 

Extrajudicial, Summary or Arbitrary Executions, published an influential report on what 

he called ‘lethal autonomous robots’ (LARs). 79 In that report, he called, inter alia, for a 

national moratorium on LARs and for the development of an international governance 

framework.80 In his substantive findings, Heyns briefly noted the predictability problem in 

the following terms:

Autonomous systems can function in an open environment, under unstructured 

and dynamic circumstances. As such their actions (like those of humans) may 

ultimately be unpredictable, especially in situations as chaotic as armed conflict, 

and even more so when they interact with other autonomous systems.81
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Perhaps the first comprehensive articulation of this problem in relation to AWS appeared 

in a background paper that the ICRC produced ahead of an expert meeting that it 

convened in March 2014.82 Questions about unpredictability and its consequences 

featured prominently throughout the report of that meeting.83 Shortly thereafter, in May 

2014, the first informal Convention on Certain Conventional Weapons (CCW) Meeting of 

Experts on Lethal Autonomous Weapons Systems took place.84 In one of its statements, 

the ICRC clearly connected the predictability problem to compliance with international 

humanitarian law (IHL):

If weapon systems become more autonomous—with greater ‘freedom’ to 

determine their operations—they may become less predictable. Unpredictability 

would raise serious questions with regard to compliance with IHL. For example: 

What assurance is there that a weapon system will always operate within the 

law? How can the weapon system be adequately tested and its performance 

for its intended use verified without predictability in its likely effects? How can 

the development and deployment of the weapon system be lawful if there is no 

guarantee that it will perform in accordance with IHL?85

At this stage, however, unpredictability remained predominantly an operational concern 

rather than a normative concept. Experts were grappling extensively with the preliminary 

question of characterisation—what kinds of systems were under discussion—rather than 

with the specific legal consequences of unpredictability. However, several experts and 

delegations stressed the risks associated with the use of AWS in an operational context, 

which included the lack of predictability but also vulnerability to cyber attacks  

and difficulties of adaptation to a complex environment.86

The 2015 Meeting of Experts largely followed the same pattern: participants continued 

to discuss unpredictability as a source of operational and legal risk, albeit on a more 

technical and granular level. Presentations highlighted the challenges posed by 

unpredictability to legal reviews and legal compliance generally.87 Thus, the report of the 

meeting noted:

Some delegations expressed concern regarding the unpredictability of 

machine behaviour with self-learning capabilities, in particular when deployed 

in an unknown or complex environment. The point was made that the lack of 

determinism and the complexity of the systems would make comprehensive 

testing difficult, if not impossible. In this context, the importance of limiting the 

operation of LAWS in time and space was mentioned as a possible solution.88

Also, the report noted in cautiously passive voice that the concept of predictability ‘was 

considered useful for addressing the development of weapon systems, especially those 

with self-learning capacities’.89
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In March 2016, the second ICRC-convened expert meeting helped bring further technical 

understanding and focused in some detail on questions of human control.90 Notably, in its 

background paper, the ICRC articulated a link between predictability and human control. 

It suggested that there are multiple elements that determine whether human control is 

meaningful, including ‘predictability of the weapon system in its intended or expected 

circumstances of use’.91

The final CCW Meeting of Experts paid significant attention to predictability. 

Wendell Wallach gave a presentation specifically on that concept, articulating some  

of the causes of unpredictability and underscoring that predictability is not a binary concept:

Nothing less than a law of physics is absolutely predictable. There are only 

degrees of predictability, which in theory can be represented as a probability. In the 

evaluation of weaponry, predictability means that within the task limits for which the 

system is designed, the anticipated behavior will be realized, yielding the intended 

result. Nevertheless, an unanticipated event, force, or resistance can alter the 

behavior of even highly predictable systems. … Member states may differ on the 

degree of unpredictability and level of risk they will accept in weapon systems.92

The increased focus on predictability was duly summarised in the meeting report:

The issue of the predictability of autonomous weapons systems was another 

important aspect of the debate. It was often framed by the notions of risk, 

reliability and possible differences between human fallibility and malfunctions of 

machines. Several delegations expressed concern at the prospect of weapons 

systems that could act unpredictably. It was argued that the control over a system 

by a military commander is a core capability for the military and determines the 

value of such systems. A further point was that the possibility of autonomous 

‘swarms’ would mean that such systems would be inherently unpredictable.93

Thus, at the time when the informal CCW Meetings of Experts ended and GGE meetings 

commenced, predictability largely served as a descriptive technical concept rather than a 

normative standard.

However, in the early work of the GGE, the discussion began to turn to how predictability 

related to the existing IHL framework. Just to give one example, in a March 2019 

statement, the US delegation explained its understanding that the predictability and 

reliability of AWS are ‘important insofar as they relate to the risk of civilian casualties’ 

such that an AWS that is ‘unpredictable to the adversary but poses no risk to civilians’ 

is ‘not a problematic system from the perspective of IHL’.94 The US delegation also 

suggested:

[T]he degree of predictability and reliability ‘required by IHL in order to reduce 

the risk to civilians must be considered in light of all the circumstances, including 

the operating environment as well as the other precautions that can be taken to 

reduce the risk to civilians and civilian objects.95
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Summarising the 2020 meetings of the GGE, the chairperson was able to make the 

broader point that AWS ‘can pose challenges to compliance with IHL rules since 

predictability and context-specific human decisions are necessary to ensure compliance, 

especially bearing in mind current technological limitations’.96

A pivotal moment in the discussions arrived in 2021 when the ICRC published its detailed 

position, referenced at the outset of this article, which expressly called upon states to 

prohibit unpredictable AWS.97 This proposal effectively converted (un)predictability from 

a factor relevant to IHL compliance into a putative freestanding governance standard 

that could determine a weapon system’s lawfulness. The proposal was plainly influential: 

predictability subsequently came to feature in proposals for a new CCW protocol 

submitted by groups of states, as well as, from 2024 onwards, various iterations of the 

draft elements of an instrument.

Predictability as a Governance Standard

Alignment with Existing Law

The first argument in favour of treating predictability as a governance standard relates 

to its close alignment with the existing law. Arguably, rules and principles of IHL already 

imply the need for a weapon system to be predictable, such that articulating predictability 

as a requirement may be better understood as a clarification of current law rather than 

as an imposition of an entirely new requirement. This is an important consideration in 

circumstances where some states resist suggestions that the existing law is somehow 

insufficient.

Predictability can be grounded in multiple rules currently in force. The prohibition of 

inherently indiscriminate weapons provides perhaps the strongest anchoring point.98 

This rule prohibits the employment of means and methods of warfare that are of a nature 

to strike military objectives and civilians or civilian objects without distinction either 

because they cannot be directed at a specific military objective or because their effects 

cannot be limited as required by law.99 Traditionally, this prohibition has been read to 

preclude the use of means and methods that are highly inaccurate or have uncontrollably 

propagating effects (such as fire or disease).100 But the prohibition is agnostic as to the 

precise cause of the indiscriminate effects.101 Thus, an operationally unpredictable AWS, 

where the operator cannot anticipate whether only military objectives would be engaged 

by the system, satisfies the definition of an inherently indiscriminate weapon and its use is 

therefore prohibited.
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The rules and principles governing the conduct of hostilities also appear to necessitate 

predictability. Complying with the principle of distinction, the rule of proportionality and 

the obligation to take precautionary measures102 requires the operator to make certain 

legal judgements during or ahead of an attack. To do this, the operator must be able to 

reasonably anticipate the effects of the weapon in the circumstances prevailing at the time.

Finally, compliance with the obligation to legally review weapons103 presumes that the 

weapon’s effects are predictable. The legal review is in essence a determination ahead 

of time whether the weapon is capable of lawful use. That determination relies on testing 

and evaluation carried out before the weapon is fielded. If the weapon does not perform 

consistently over time, such testing and any legal determination based on it would be 

meaningless.

Capacity of Being Operationalised

The concept of predictability also seems capable of being articulated by reference to 

technical and operational criteria. Various characterisations of appropriate human–

machine interaction—such as ‘meaningful human control’, ‘appropriate human judgement’ 

or ‘context-appropriate human judgement and control’—all suffer from indeterminacy, 

partly owing to the complexity of the socio-technical relationship that they seek to capture. 

Attempts to define meaningful human control as human control that is not nominal have 

only kicked the definitional can down the road.

Predictability, on the other hand, seems more readily assessable through robustness, 

along with appropriate design requirements, as well as testing and evaluation standards. 

Thus, predictability could be unpacked as a requirement to ensure, through testing across 

a representative range of operational requirements, that a weapon’s performance meets 

some standard of consistency. Whether a system can be adequately certified as being 

predictable is at least in principle an empirical question—answerable through technical 

assessment if appropriate standards are developed.

This is helpful not only from a technical perspective but also from a political one. 

The notion of appropriate human–machine interaction is subject to considerable 

disagreement. States disagree as to whether human interaction is a regulatory objective 

in and of itself, or a means by which some overarching objective (especially compliance 

with the law) should be achieved. Likewise, states seem to disagree over whether specific 

technical measures are preconditions for achieving some distinct state of ‘human control’, 

or whether ‘human control’ is simply the shorthand for the bundle of practical measures 

that reasonable states should take with a view to achieving compliance with the law. 

Predictability may carry sufficient technical neutrality to avoid these problems.
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Challenges

The notion of predictability comes, however, with its own challenges and limitations. 

Some of them relate to the very concept while others concern its practical applications.

Open-Endedness

While more concrete than ‘meaningful human control’, ‘appropriate human judgement’ 

or ‘context-appropriate human judgement and control’, the notion of predictability might 

still not possess the kind of regulatory precision or technical specificity that would be 

desirable from a key pillar of a governance framework. The notion immediately raises 

questions as to what must be predictable, by whom and to what confidence level.

The evolution of the language of the GGE has mitigated part of this problem. Earlier in 

the debates it was common for participants to refer sweepingly to the predictability (or 

unpredictability) of the technology or the weapon system. For example, one proposal was 

to prohibit AWS that ‘operate in a manner that cannot be predicted’ and to take measures 

to ‘guarantee the weapon system’s … predictability’.104 One phrasing more recently 

considered by the GGE would require states, more specifically, to ‘[e]nsure the effects of 

LAWS are adequately predictable … to those responsible for their use’.105

This phrasing would resolve several issues. First, it would specify that it is the effects of 

the weapon system that need to be predictable, not its operation in some more granular 

sense. In other words, the focus would be squarely on operational rather than technical 

predictability. Second, the effect must be predictable to those responsible for the 

weapon’s use—in other words, the operators who are presumably trained and certified to 

operate the weapon—and not necessarily to other members of the armed forces. Third, 

the effects must be adequately predictable, acknowledging that predictability is not a one-

off phenomenon but is rather a matter of degree.

But problems remain. How far must the predictability of effects reach? Does it extend to 

second- and third-tier effects? It does not help to say here, as one might do in a general 

IHL analysis, that one must consider reasonably foreseeable effects. That would just 

beg the question. Furthermore, several issues—What level of confidence in predictability 

is required? How are these levels of confidence articulated? Would AWS with different 

effects call for different levels of confidence?—would need further examination before 

predictability could amount to a freestanding standard.

Ex Ante Standards

Considering this uncertainty, the word ‘adequately’ does a lot of heavy lifting in the 

phrasing mentioned above. But as noted earlier, predictability is at least capable in 

principle of being expressed in measurable technical and operational criteria. Yet that is 

not the same as saying that such criteria can be easily developed. Indeed, the opposite 

appears to be true.
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For one thing, there does not seem to be a principled basis for setting particular 

confidence levels in advance. Any criteria would to a certain degree be arbitrary.  

Also, the process of developing such criteria would raise challenging questions about the 

degree to which human behaviour is predictable, and whether any comparison between 

technical behaviour and human behaviour is appropriate.

Furthermore, any specific criteria are likely to run against the pacing problem—any 

standard that defines what adequate predictability means for a particular class of AWS 

may become obsolete rapidly as the technology advances. The behaviour of AWS that 

is genuinely unpredictable now may become more predictable in the future with new 

interpretability tools.

Conversely, AWS behaviour deemed adequately predictable today may prove to be 

inadequate tomorrow with the introduction of more capable and more transparent AI 

models. For example, during World War II, dropping unguided high-explosive bombs from 

a high-altitude bomber with the aid of the Norden bombsight was regarded as precision 

bombing.106 But this is a far cry from the level of precision that can be achieved with 

contemporary guided munitions.

Emergent Behaviour and Tactical Unpredictability

A related issue is that in the military context, unlike in the civilian setting, maximum 

possible predictability of a system is not necessarily desirable. The capacity to surprise 

an adversary contributes to military effectiveness. Thus, an AWS may be attractive 

from an operational viewpoint precisely because it behaves in a way that the adversary 

struggles to anticipate and counteract. As Chris Jenks explains:

There is an advantage when an adversary is not sure how an enemy will conduct 

operations. Conversely, the more predictable a military force is in combat, the 

more effective an enemy is in countering. As a result, some amount of emergent 

behavior (a.k.a. unpredictability) may be desirable.107

If the behaviour of the AWS is easily predictable to third parties (such as the adversary), 

those third parties can learn to manipulate the system inputs in order to produce outputs 

that they desire. That, in turn, may create additional humanitarian risks or reduce the 

ability to safely operate the system. Edward Hunter Christie and colleagues explain this 

predicament thus:

[A] machine learning algorithm whose parameters are fully observable by all 

parties would be explainable and traceable, and thus be compliant with the 

principle. However, its behaviour will also be—in principle—predictable for 

all parties, meaning it would violate security needs and offer opportunities to 

the adversary to predict its actions and gain an unwanted military advantage. 
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For purposes of military effectiveness, a LAWS should be unpredictable for the 

adversary, and possibly for the party that operates it, within certain limits. The 

highest degree of military effectiveness would be achieved if the LAWS could 

successfully deceive the adversary, while remaining within the bounds of IHL 

and while also posing no danger to the side that operates it.108

In short, for the best outcomes, the AWS should be sufficiently predictable to the operator 

to ensure legal compliance, but sufficiently unpredictable to the adversary to achieve the 

desired operational effect and prevent manipulation. According to Jenks, ‘[h]ow much and 

what kind of emergent behavior [may be desirable] depends on the context in which the 

system operates but also on a risk calculus’.109

This problem could be solved from a governance standpoint by defining predictability as 

relating to the interaction between the AWS and its operator. This is, in fact, something 

that the GGE had achieved. The first iteration of its elements of an instrument, from 

July 2024, stipulated in general terms that ‘[t]o ensure that LAWS can be used in 

compliance with IHL, their effects must be adequately predictable, reliable, traceable and 

explainable’.110 The May 2025 version, however, was far more specific: it required states 

to ‘[e]nsure [that] the effects of LAWS are adequately predictable, reliable, traceable and 

explainable to those responsible for their use’.111 By referring to the persons to whom 

AWS were supposed to be predictable, the text took a step in the right direction. However, 

the notion of ‘those responsible for their use’ is arguably too vague. Technical specificity 

could be introduced by referring to ‘operators’ (especially seeing that the GGE refers to 

the operator in the definition of AWS). Alternatively, using pre-existing legal language, the 

focal point of predictability could be ‘those who plan or decide upon’,112 as they bear the 

obligations to take precautionary measures in the use of the AWS.

Interconnectedness

A further problem is whether predictability constitutes a sufficiently self-contained standard 

for governance purposes. There are some indications that this might not be the case.

First, it is illuminating how the ICRC, as the most consistent and sophisticated stakeholder 

on this point, envisages addressing the predictability problem from a regulatory 

perspective. Fundamentally, the ICRC argues that ‘unpredictable AWS should be 

expressly ruled out’.113 In the ICRC’s view, ‘[t]his could best be achieved with a prohibition 

on AWS that are designed or used in a manner such that their effects cannot be 

sufficiently understood, predicted and explained’.114 This suggests that the predictability 

problem cannot be addressed by simply insisting on a sufficient level of predictability. 

Rather, the user’s ability to predict the effects of a weapon operates in tandem with their 

ability to understand and explain those effects.
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Second, the GGE LAWS has previously tended to use predictability together with 

reliability. The more recent language contemplated by the GGE has referred to 

predictability in conjunction with not just predictability but also, similarly to the ICRC 

approach, traceability and explainability. This, then, pushes to the fore questions 

about the meaning of those additional desirable attributes, and their overlap or 

interconnectedness.

By Way of a Conclusion

The foregoing discussion does not definitively resolve the question as to whether, 

on balance, predictability makes for a good governance standard in a proposed 

instrument on AWS. However, the paper unpacks some of the conceptual complexities 

and challenges around the notion itself. These should at least call for some caution. 

In particular, it seems cavalier to rattle off concepts like predictability, reliability, 

traceability and explainability as prerequisites of legal compliance. First, at that level 

of abstraction, these notions are firmly grounded in the discussions about the governance 

of military AI, not all AWS (which might or might not be enabled by AI). Second, this 

paper’s cataloguing of the various ways in which predictability has been articulated 

suggests that this concept is not uniformly understood.

With this in mind, a better approach might be to ensure that the text of any legal or 

policy instrument on AWS reflects the requirement of predictability, even if it does 

not use this label.115 For example, a requirement to ‘[e]nsure that the effects of LAWS 

can be adequately anticipated and controlled by those responsible for their use’116 

might capture much of predictability without introducing a term that, by international 

law standards, remains novel. Admittedly, some of the problems mentioned do not go 

away—in particular, ‘adequately’ would do the heavy lifting. But the idea of ‘anticipating’ 

the effects of weapons is firmly rooted in international law and can be interpreted in light 

of longstanding state practice.

Furthermore, the uncertainties around predictability probably go some way to explaining 

why national policy documents do not utilise the concept. Thus, the Australian policy 

settings on military AI—though too little, too late117—wisely avoid its inclusion as a 

discrete principle. But, for better or for worse, predictability has substantial international 

traction. Therefore, further work to articulate its interrelationship with nationally endorsed 

AI governance principles might be helpful for multilateral norm development.



� 183

Australian Army Occasional Papers 

Predictability in the Governance of Autonomous Weapon Systems

About the Author

Dr Rain Liivoja a Professor of Law at the University of Queensland, and a Director 

of the Asia-Pacific Institute for Law and Security. He has previously been an Expert 

Advisor to the Global Commission on Responsible Artificial Intelligence in the Military 

Domain (GC REAIM) and a Visiting Legal Fellow with the Department of Foreign Affairs 

and Trade. His research has covered various legal issues relating military science and 

technology, military operations and military discipline. He has served on governmental, 

academic and civil society delegations to multilateral meetings on humanitarian law and 

arms control, including the GGE LAWS.



184�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

ENDNOTES

1	 I am grateful to Zena Assaad and Neil Renic for the opportunity to present this paper at a workshop held 

at the Australian National University, and to Jessica Dorsey, Natalia Jevglevskaja and Lauren Sanders  

for their insightful and helpful comments on earlier drafts. All views and any errors are mine alone.

2	 International Committee of the Red Cross, ICRC Position on Autonomous Weapon Systems and 

Background Paper (2021), at: www.icrc.org/en/download/file/166330/icrc_position_on_aws_and_

background_paper.pdf.

3	 See e.g. Argentina et al., Working Paper, UN Doc. CCW/GGE.1/2022/WP.4 (8 August 2022), para. 11.

4	 See e.g. Costa Rica et al., Joint Working Paper (CCW GGE LAWS, June 2021), p. 3, at: https://

documents.unoda.org/wp-content/uploads/2021/06/Costa-Rica-Panama-Peru-the-Philippines-Sierra-Le-

one-and-Uruguay.pdf; Argentina et al., Draft Protocol on Autonomous Weapon Systems (Draft Protocol 

VI), UN Doc. CCW/GGE.1/2023/WP.6 (11 May 2023), s. 1.5. 

5	 On the mandate, see Meeting of the High Contracting Parties to the Convention on Prohibitions or 

Restrictions on the Use of Certain Conventional Weapons Which May Be Deemed to Be Excessively 

Injurious or to Have Indiscriminate Effects, Final Report, UN Doc. CCW/MSP/2023/7 (23 November 

2023), para. 20.

6	 Cf. Group of Governmental Experts on Lethal Autonomous Weapons Systems, Rolling Text (26 July 

2024), box III, para. 6, at: https://perma.cc/T27N-FMUT; GGE on LAWS, Rolling Text (8 November 2024), 

box III, para. 6.A, at: https://perma.cc/7UM6-TAX2; GGE on LAWS, Rolling Text (12 May 2025), box III, 

para. 6.A, at: https://perma.cc/Z8Y9-SD9E. 

7	 Laura Varella, ‘Report of the Meeting of the Group of Governmental Experts on Lethal Autonomous 

Weapons Systems’, CCW Report 13, no. 2 (2025): 17, at: https://reachingcriticalwill.org/images/

documents/Disarmament-fora/ccw/2025/gge/reports/CCWR13.2.pdf.

8	 GGE on LAWS, Rolling Text (18 December 2025), at: https://perma.cc/5G4J-JST4; ‘Additional Sugges-

tions from the Chair for Consideration on 5 March 2026 regarding Boxes I–III of the Rolling Text’ (4 March 

2026), at: https://perma.cc/8GP6-T8P3.

9	 GGE on LAWS, Rolling Text (5 June 2026), para. 15, subpara. C.

10	 Varella, ‘Report of the Meeting of the Group of Governmental Experts on Lethal Autonomous Weapons 

Systems’, p. 17.

11	 For a comparative overview of the principles, see e.g. Rain Liivoja, ‘Principles of Responsible Military 

Artificial Intelligence and Applicable International Law’, GC REAIM Expert Policy Note Series (Hague 

Centre for Strategic Studies, May 2025), at: https://hcss.nl/wp-content/uploads/2025/05/Liivoja.pdf.

12	 Department of Defence, Policy Settings for Responsible Use of Artificial Intelligence in Defence: Re-

sponsible Use of AI at All Stages of the Technology Lifecycle (Canberra: Commonwealth of Australia, 

2025), at: www.defence.gov.au/sites/default/files/2026-03/Policy-Settings-for-Responsible-Use-of-Artifi-

cial-Intelligence-in-Defence-%5BOFFICIAL%5D.pdf. 

13	 See e.g. Department of Defense, DoD Directive 3000.09: Autonomy in Weapon Systems (US 

Government, 2023), at: www.esd.whs.mil/portals/54/documents/dd/issuances/dodd/300009p.pdf; cf. 

International Committee of the Red Cross, Views of the International Committee of the Red Cross 

(ICRC) on Autonomous Weapon Systems (Meeting of Experts on LAWS, 2016), p. 1, at: www.icrc.org/en/

download/file/21606/ccw-autonomous-weapons-icrc-april-2016.pdf.

14	 GGE on LAWS, Rolling Text (5 June 2026), para. 1, subpara. A.

15	 International Committee of the Red Cross, Views of the ICRC on Autonomous Weapon Systems, p. 1.

16	 GGE on LAWS, Rolling Text (5 June 2026), para. 1 (‘a combination of one or more weapons and 

functionally integrated technological components’).

17	 Ibid., para. 1, subpara. B.

18	 Ibid., para. 1, subpara. C.

https://documents.unoda.org/wp-content/uploads/2021/06/Costa-Rica-Panama-Peru-the-Philippines-Sierra-Leone-and-Uruguay.pdf
https://documents.unoda.org/wp-content/uploads/2021/06/Costa-Rica-Panama-Peru-the-Philippines-Sierra-Leone-and-Uruguay.pdf
https://documents.unoda.org/wp-content/uploads/2021/06/Costa-Rica-Panama-Peru-the-Philippines-Sierra-Leone-and-Uruguay.pdf
https://perma.cc/T27N-FMUT
https://perma.cc/7UM6-TAX2
https://perma.cc/Z8Y9-SD9E
https://reachingcriticalwill.org/images/documents/Disarmament-fora/ccw/2025/gge/reports/CCWR13.2.pdf
https://reachingcriticalwill.org/images/documents/Disarmament-fora/ccw/2025/gge/reports/CCWR13.2.pdf
https://perma.cc/5G4J-JST4
https://perma.cc/8GP6-T8P3
https://hcss.nl/wp-content/uploads/2025/05/Liivoja.pdf


� 185

Australian Army Occasional Papers 

Predictability in the Governance of Autonomous Weapon Systems

19	 See e.g. US remarks summarised in Laura Varella, ‘Report on the Virtual Informal Consultation of the 

Group of Governmental Experts (GGE) on Lethal Autonomous Weapons Systems (LAWS)’, CCW Report 

13, no. 3 (2025): 6, at: www.reachingcriticalwill.org/images/documents/Disarmament-fora/ccw/2025/gge/

reports/CCWR13.3.pdf.

20	 See e.g. BJ Copeland, ‘Artificial Intelligence’, Encyclopaedia Britannica, 20 March 2026, at: www.

britannica.com/technology/artificial-intelligence; Office for Artificial Intelligence, National AI Strategy 

(London: UK Government, 2021), at: www.gov.uk/government/publications/national-ai-strategy. 

21	 Information Technology—Artificial Intelligence—Artificial Intelligence Concepts and Terminology, Inter-

national Standard ISO/IEC 22989:2022(E), July 2022, para. 3.1.3–3.1.4, at: www.iso.org/standard/74296.

html.

22	 Dave Bergmann, ‘What Is Machine Learning?’, Think, 18 August 2025, at: www.ibm.com/think/topics/ma-

chine-learning.

23	 For an overview, see e.g. Global Commission on Responsible AI in the Military Domain, Responsible by 

Design: Strategic Guidance Report on the Risks, Opportunities, and Governance of Artificial Intelli-

gence in the Military Domain (HCSS, 2025), pp. 11–19, at: https://hcss.nl/report/gc-reaim-responsi-

ble-by-design-strategic-guidance-report.

24	 See e.g. Frank Sauer, ‘Stepping Back from the Brink: Why Multilateral Regulation of Autonomy in 

Weapons Systems Is Difficult, yet Imperative and Feasible’, International Review of the Red Cross 102, 

no. 913 (2020): 241, at: https://doi.org/10.1017/S1816383120000466.yet Imperative and Feasible,\\uc0\\

u8221{} {\\i{}International Review of the Red Cross} 102, no. 913 (2020

25	 Vincent Boulanin and Maaike Verbruggen, Mapping the Development of Autonomy in Weapon Systems 

(SIPRI, 2017), p. 17, at: www.sipri.org/publications/2017/other-publications/mapping-development-autono-

my-weapon-systems.

26	 Sauer, ‘Stepping Back from the Brink’, p. 241.

27	 See e.g. Ishmael Bhila, ‘Putting Algorithmic Bias on Top of the Agenda in the Discussions on 

Autonomous Weapons Systems’, Digital War 5, no. 3 (2024): 201–212, at: https://doi.org/10.1057/s42984-

024-00094-z.

28	 Andreas Matthias, ‘The Responsibility Gap: Ascribing Responsibility for the Actions of Learning 

Automata’, Ethics and Information Technology 6, no. 3 (2004): 175, at: https://doi.org/10.1007/s10676-

004-3422-1.the manufacturer/operator of a machine is held (morally and legally

29	 Ibid., p. 175. 

30	 Robert Sparrow, ‘Killer Robots’, Journal of Applied Philosophy 24, no. 1 (2007): 65, 70, at: https://doi.

org/10.1111/j.1468-5930.2007.00346.x.

31	 Mariarosaria Taddeo and Alexander Blanchard, ‘Accepting Moral Responsibility for the Actions of 

Autonomous Weapons Systems: A Moral Gambit’, Philosophy and Technology 35, no. 3 (2022): 6, at: 

https://doi.org/10.1007/s13347-022-00571-x.

32	 Norbert Wiener, ‘Some Moral and Technical Consequences of Automation’, Science 131, no. 3410 (1960): 

1355–1358, at: https://doi.org/10.1126/science.131.3410.1355.

33	 Ibid., p. 1355.

34	 I am grateful to Jessica Dorsey for drawing my attention to this point.

35	 Arthur L Samuel, ‘Some Moral and Technical Consequences of Automation: A Refutation’, Science 132, 

no. 3429 (1960): 741–742, at: https://doi.org/10.1126/science.132.3429.741.

36	 Ibid., p. 741.

37	 Indeed, ‘the predictability problem is central to any analysis of ethical implications of AI in defence’. Mari-

arosaria Taddeo, The Ethics of Artificial Intelligence in Defence (Oxford University Press, 2024), p. 3, at: 

https://doi.org/10.1093/oso/9780197745441.001.0001.

38	 Roman V Yampolskiy, ‘Unpredictability of AI: On the Impossibility of Accurately Predicting All Actions of 

a Smarter Agent’, Journal of Artificial Intelligence and Consciousness 7, no. 1 (2020): 109, at: https://doi.

org/10.1142/S2705078520500034.

39	 Arthur Holland Michel, The Black Box, Unlocked: Predictability and Understandability in Military AI 

(UNIDIR, 2020), p. 1, at: https://unidir.org/publication/the-black-box-unlocked.

40	 Yampolskiy, ‘Unpredictability of AI’, p. 110.

https://hcss.nl/report/gc-reaim-responsible-by-design-strategic-guidance-report
https://hcss.nl/report/gc-reaim-responsible-by-design-strategic-guidance-report
https://doi.org/10.1017/S1816383120000466
https://doi.org/10.1057/s42984-024-00094-z
https://doi.org/10.1057/s42984-024-00094-z
https://doi.org/10.1007/s10676-004-3422-1
https://doi.org/10.1007/s10676-004-3422-1
https://doi.org/10.1111/j.1468-5930.2007.00346.x
https://doi.org/10.1111/j.1468-5930.2007.00346.x
https://doi.org/10.1126/science.131.3410.1355
https://doi.org/10.1126/science.132.3429.741
https://doi.org/10.1093/oso/9780197745441.001.0001
https://doi.org/10.1093/oso/9780197745441.001.0001
https://doi.org/10.1142/S2705078520500034
https://doi.org/10.1142/S2705078520500034
https://unidir.org/publication/the-black-box-unlocked


186�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

41	 Tobias Vestner and Altea Rossi, ‘Legal Reviews of War Algorithms’, International Law Studies 97,  

no. 1 (2021): 535, at: https://digital-commons.usnwc.edu/ils/vol97/iss1/26.

42	 See Vienna Convention on the Law of Treaties, 23 May 1969, 1155 UNTS 331, art. 31.

43	 Oxford English Dictionary, ‘predictability (n.)’, last modified July 2023, at: https://doi.org/10.1093/

OED/2868482080.

44	 Oxford English Dictionary, ‘predictable (adj.)’, last modified March 2026, at: https://doi.org/10.1093/

OED/7210877849.

45	 Oxford English Dictionary, ‘predict (v.)’, last modified December 2025, para. 1.a, at: https://doi.

org/10.1093/OED/1009911946.

46	 See e.g., Neil Davison, ‘A Legal Perspective: Autonomous Weapon Systems Under International Human-

itarian Law’, in Perspectives on Lethal Autonomous Weapon Systems, UNODA Occasional Paper No. 

30 (UNODA, 2017), p. 10, at: www.icrc.org/sites/default/files/document/file_list/autonomous_weapon_

systems_under_international_humanitarian_law.pdf.

47	 International Committee of the Red Cross, Autonomy, Artificial Intelligence and Robotics: Technical 

Aspects of Human Control (Geneva, 2019), p. 10, at: https://www.icrc.org/en/download/file/102852/

autonomy_artificial_intelligence_and_robotics.pdf; relying on Davison, ‘A Legal Perspective’, p. 10.

48	 Andrea Iacona, ‘Knowledge of Future Contingents’, Philosophical Studies 179, no. 2 (2022): 447,  

at: https://doi.org/10.1007/s11098-021-01666-5.

49	 Rome Statute of the International Criminal Court, 17 July 1998, 2187 UNTS 90, art. 30(3).

50	 Taddeo and Blanchard, ‘Accepting Moral Responsibility’, p. 6 (italics omitted).

51	 Holland Michel, The Black Box, Unlocked, p. 5.

52	 See e.g. Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the Protection 

of Victims of International Armed Conflicts, 8 June 1977, 1125 UNTS 3 (Additional Protocol I), art. 51(5)(b), 

art. 57(2)(a)(iii) and art. 85(3)(c).

53	 International Committee of the Red Cross, Autonomy, Artificial Intelligence and Robotics, p. 27 

(emphases removed).

54	 Ibid., p. 10.

55	 Holland Michel, The Black Box, Unlocked, p. 5.

56	 Taddeo and Blanchard, ‘Accepting Moral Responsibility’, p. 7.

57	 Holland Michel, The Black Box, Unlocked, p. 7.

58	 Ibid., p. 5; Taddeo and Blanchard, ‘Accepting Moral Responsibility’, p. 7.

59	 International Committee of the Red Cross, Autonomy, Artificial Intelligence and Robotics, p. 13; Taddeo 

and Blanchard, ‘Accepting Moral Responsibility’, p. 7.

60	 Taddeo and Blanchard, ‘Accepting Moral Responsibility’, p. 7.

61	 Houssem Ben Braiek and Foutse Khomh, ‘Machine Learning Robustness: A Primer’, in Marco Lorenzi 

and Maria A Zuluaga (eds), Trustworthy AI in Medical Imaging (Academic Press, 2025), p. 37, at: https://

doi.org/10.1016/B978-0-44-323761-4.00012-2.

62	 Holland Michel, The Black Box, Unlocked, p. 5.

63	 Taddeo, The Ethics of Artificial Intelligence in Defence, p. 5 (emphasis added).

64	 Holland Michel, The Black Box, Unlocked, p. 5.

65	 See generally Charles Perrow, Normal Accidents: Living with High-Risk Technologies, updated edition 

(Princeton University Press, 2011), at: https://doi.org/10.1515/9781400828494.

66	 Taddeo and Blanchard, ‘Accepting Moral Responsibility’, p. 7.

67	 Holland Michel, The Black Box, Unlocked, pp. 5, 24, n. 8.

68	 Vincent Boulanin, Neil Davison, Netta Goussac and Moa Peldán Carlsson, Limits on Autonomy in 

Weapon Systems: Identifying Practical Elements of Human Control (SIPRI and ICRC, 2020), p. 7,  

at: https://www.sipri.org/sites/default/files/2020-06/2006_limits_of_autonomy.pdf.

69	 International Committee of the Red Cross, Autonomy, Artificial Intelligence and Robotics, p. 12.

70	 Ibid., p. 11.

71	 Holland Michel, The Black Box, Unlocked, p. 5.

https://digital-commons.usnwc.edu/ils/vol97/iss1/26
https://doi.org/10.1093/OED/7210877849
https://doi.org/10.1093/OED/7210877849
https://doi.org/10.1007/s11098-021-01666-5
https://doi.org/10.1016/B978-0-44-323761-4.00012-2
https://doi.org/10.1016/B978-0-44-323761-4.00012-2
https://doi.org/10.1515/9781400828494


� 187

Australian Army Occasional Papers 

Predictability in the Governance of Autonomous Weapon Systems

72	 Ibid., p. 6.

73	 Taddeo, The Ethics of Artificial Intelligence in Defence, p. 6.

74	 Holland Michel, The Black Box, Unlocked, pp. 6–7; Taddeo, The Ethics of Artificial Intelligence in 

Defence, pp. 5–6.

75	 Taddeo, The Ethics of Artificial Intelligence in Defence, pp. 5–6.

76	 Jakob Kellenberger, ‘Keynote Address—International Humanitarian Law and New Weapon Technologies: 

34th Round Table on Current Issues of International Humanitarian Law, San Remo, 8–10 September 

2011’, International Review of the Red Cross 94, no. 886 (2012): 812, at: https://doi.org/10.1017/

S1816383112000793.

77	 Ibid., pp. 812–813.

78	 International Committee of the Red Cross, International Humanitarian Law and the Challenges of 

Contemporary Armed Conflicts: 31st International Conference of the Red Cross and Red Crescent,  

28 November–1 December 2011, Doc. 31IC/11/5.1.2 (ICRC, 2011), pp. 39–40.

79	 Christof Heyns, Report of the Special Rapporteur on Extrajudicial, Summary or Arbitrary Executions,  

UN Doc A/HRC/23/47 (2013).

80	 Ibid., paras 113–126.

81	 Ibid., para. 42.

82	 International Committee of the Red Cross, Autonomous Weapon Systems: Technical, Military, Legal 

and Humanitarian Aspects (Expert Meeting, Geneva, Switzerland, 26–28 March 2014) (ICRC, 2014), 

pp. 57–94, at: https://www.icrc.org/en/download/file/1707/4221-002-autonomous-weapons-systems-full-

report.pdf.

83	 Ibid.

84	 Report of the 2014 Informal Meeting of Experts on Lethal Autonomous Weapons Systems (LAWS),  

UN Doc CCW/MSP/2014/3 (2014).

85	 International Committee of the Red Cross, ‘Statement of the International Committee of the Red Cross’, 

Meeting of Experts on Lethal Autonomous Weapons Systems, Geneva, 13 May 2014, p. 3, at: https://uno-

da-documents-library.s3.amazonaws.com/Convention_on_Certain_Conventional_Weapons_-_Informal_

Meeting_of_Experts_(2014)/ICRC_MX_LAWS_2014.pdf.

86	 Report of the 2014 Informal Meeting of Experts on LAWS, para. 36.

87	 Report of the 2015 Informal Meeting of Experts on Lethal Autonomous Weapons Systems (LAWS),  

UN Doc CCW/MSP/2015/3 (2015), para. 51.

88	 Ibid., para. 34.

89	 Ibid., para. 42.

90	 International Committee of the Red Cross, Autonomous Weapon Systems: Implications of Increasing 

Autonomy in the Critical Functions of Weapons (Expert Meeting, Versoix, 15–16 March 2016) (ICRC, 

2016), p. 83.

91	 Ibid.

92	 Wendell Wallach, ‘Predictability and Lethal Autonomous Weapons Systems (LAWS)’, Meeting of Experts 

on LAWS, Geneva, 12 April 2016, at: https://perma.cc/5JMG-HCR7.

93	 Report of the 2016 Informal Meeting of Experts on Lethal Autonomous Weapons Systems (LAWS),  

UN Doc CCW/CONF.V/2 (2016), para. 40.

94	 United States of America, ‘Consideration of the Human Element in the Use of Lethal Force’, GGE LAWS, 

Geneva, 26 March 2019, at: https://geneva.usmission.gov/2019/03/27/convention-on-certain-convention-

al-weapons-consideration-of-the-human-element-in-the-use-of-lethal-force.

95	 Ibid.

96	 Chairperson’s Summary, UN Doc. CCW/GGE.1/2020/WP.7 (2021), para. 6.

97	 International Committee of the Red Cross, ICRC Position on Autonomous Weapon Systems and 

Background Paper, p. 2.

98	 See e.g. ibid., p. 7.

99	 See Additional Protocol I, art. 51(4)(b)–(c).

https://doi.org/10.1017/S1816383112000793
https://doi.org/10.1017/S1816383112000793
https://unoda-documents-library.s3.amazonaws.com/Convention_on_Certain_Conventional_Weapons_-_Informal_Meeting_of_Experts_(2014)/ICRC_MX_LAWS_2014.pdf
https://unoda-documents-library.s3.amazonaws.com/Convention_on_Certain_Conventional_Weapons_-_Informal_Meeting_of_Experts_(2014)/ICRC_MX_LAWS_2014.pdf
https://unoda-documents-library.s3.amazonaws.com/Convention_on_Certain_Conventional_Weapons_-_Informal_Meeting_of_Experts_(2014)/ICRC_MX_LAWS_2014.pdf
https://perma.cc/5JMG-HCR7
https://geneva.usmission.gov/2019/03/27/convention-on-certain-conventional-weapons-consideration-of-the-human-element-in-the-use-of-lethal-force
https://geneva.usmission.gov/2019/03/27/convention-on-certain-conventional-weapons-consideration-of-the-human-element-in-the-use-of-lethal-force


188�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

100	 Claude Pilloud and Jean de Preux, ‘Protocol I—Article 51. Protection of the Civilian Population’, in Yves 

Sandoz et al. (eds), Commentary on the Additional Protocols to the Geneva Conventions (ICRC, 1987), 

at: https://ihl-databases.icrc.org/en/ihl-treaties/api-1977/article-35/commentary/1987.

101	 Aleksi Kajander, Rain Liivoja and Maarja Naagel, ‘Cybersecurity of Weapon Systems: International 

Law Requirements and Technical Standards’, Journal of Cybersecurity 11, no. 1 (2025), at: https://doi.

org/10.1093/cybsec/tyaf017. 

102	 See especially Additional Protocol I art. 48, art. 51(5)(b) and art. 57.

103	 See ibid., art. 36.

104	 Argentina et al., Draft Protocol on Autonomous Weapon Systems (Draft Protocol VI), UN Doc CCW/

GGE.1/2023/WP.6 (2023), arts 3, 4(1)(5).

105	 GGE on LAWS, Rolling Text (12 May 2025), box III, para. 6.A.

106	 Raymond Patrick O’Mara, Rise of the War Machines: The Birth of Precision Bombing in World War II 

(Naval Institute Press, 2022).

107	 Chris Jenks, ‘Responsible AI Symposium—The AI Ethics Principle of Responsibility and LOAC’, Articles 

of War, 21 December 2022, at: https://lieber.westpoint.edu/ai-ethics-principle-responsibility-loac.

108	 Edward Hunter Christie, Amy Ertan, Laurynas Adomaitis and Matthias Klaus, ‘Regulating Lethal 

Autonomous Weapon Systems: Exploring the Challenges of Explainability and Traceability’, AI and Ethics 

4, no. 2 (2024): 229–245, at: https://doi.org/10.1007/s43681-023-00261-0.

109	 Jenks, ‘Responsible AI Symposium—The AI Ethics Principle of Responsibility and LOAC’.

110	 GGE on LAWS, Rolling Text (26 July 2024), box III, para. 6.

111	 GGE on LAWS, Rolling Text (12 May 2025), box III, para. 6.A (emphasis added).

112	 See Additional Protocol I, art. 57(2)(a).

113	 International Committee of the Red Cross, ICRC Position on Autonomous Weapon Systems and 

Background Paper, p. 8.

114	 Ibid., p. 8.

115	 Asia-Pacific Institute for Law and Security, ‘Statement on Box III, Paragraph 6’, GGE LAWS, 3 September 

2025, at: https://apils.org/2025/09/03/statement-on-box-iii-paragraph-6.

116	 GGE on LAWS, Rolling Text (18 December 2025), box III, para 7(B).

117	 For a more nuanced and eloquent critique, see Netta Goussac and Zena Assaad, ‘Australia’s New 

Military AI Policy Comes at a Crucial Time. The Challenge Is Turning It into Practice’, The Conversation, 

25 March 2026, at: https://doi.org/10.64628/AA.5ctjas7h7.

https://ihl-databases.icrc.org/en/ihl-treaties/api-1977/article-35/commentary/1987
https://doi.org/10.1093/cybsec/tyaf017
https://doi.org/10.1093/cybsec/tyaf017
https://lieber.westpoint.edu/ai-ethics-principle-responsibility-loac
https://doi.org/10.1007/s43681-023-00261-0
https://apils.org/2025/09/03/statement-on-box-iii-paragraph-6
https://doi.org/10.64628/AA.5ctjas7h7


� 189

Australian Army Occasional Papers 

Architecting Trust: A ‘Trust by Design Plus’ Framework for Military AI

ARCHITECTING TRUST: A ‘TRUST 
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FOR MILITARY AI

Branka Marijan

Introduction

Artificial intelligence (AI) is increasingly embedded across military functions, including 

intelligence analysis, logistics optimisation, targeting support and strike.1 These 

technologies promise enhanced speed, precision and decision advantage, while 

simultaneously introducing new forms of uncertainty, opacity and risk. The increasing 

reliance on AI in time-sensitive and high-stakes environments raises fundamental 

questions about how human decision-makers understand, evaluate and rely on machine-

generated outputs. Indeed, recent reporting on the February 2026 US attack on Iran, 

reportedly involving AI-enabled decision-support systems across stages ranging from 

target identification to legal review and strike launch, has been interpreted as signalling a 

shift towards increasingly compressed decision-making timelines, raising concerns that 

human judgement may become progressively marginalised in the use of force.2

Within this evolving landscape, trust has emerged as both an operational requirement 

and a strategic concern. For military organisations, personnel must trust AI-enabled 

systems sufficiently to be willing to employ them in operational settings, as low levels of 

trust may significantly constrain the circumstances in which such capabilities are used 

and, consequently, their operational effectiveness. At the same time, policymakers must 

ensure that these systems operate in ways consistent with legal and ethical obligations. 

Beyond the organisational level, states must also interpret and assess each other’s 

development and deployment of AI-enabled military capabilities, often under conditions 

of uncertainty and strategic competition.
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Trustworthy AI in the military domain has therefore emerged as a shared concern among 

military practitioners and policymakers. According to a 2025 European Defence Agency 

white paper: 

Trustworthy AI systems in the military domain are designed to inspire 

confidence among commanders, soldiers, and policymakers by ensuring that AI 

technologies operate predictably, securely, and ethically in complex and dynamic 

environments.3 

In parallel, international discussions on the responsible application of AI in the military 

domain, including debates on lethal autonomous weapons systems, have increasingly 

highlighted (dis)trust among states as a central issue.

Despite the growing attention to trust and distrust, the topic remains underexplored in 

interdisciplinary policy and scholarly literature on military AI.4 One of the few empirical 

studies in relation to trust and military attitudes toward AI systems finds that: 

service members’ trust in partnering with AI during strategic-level deliberations 

is based on a tightly calibrated set of considerations, including technical 

specifications, perceived effectiveness, and international oversight.5 

This latter point on international oversight is particularly significant, as broader policy 

discussions are at times described as disconnected from the practical considerations that 

shape military decision-making. 

At the same time, the expanding technical literature on trust and trustworthiness in AI 

systems has tended to overlook the interstate dynamics that shape how AI is developed, 

deployed and perceived in international security contexts. Nevertheless, insights from this 

literature have influenced regulatory discussions on military AI, particularly as technical 

experts have been increasingly engaged in these processes. Addressing these gaps 

requires a more integrated understanding of how trust is constructed, operationalised 

and sustained across multiple levels of analysis in the military AI domain.

This article addresses some of these gaps by advancing three interrelated arguments. 

First, trust in military AI should be understood as a multi-level construct spanning 

system, organisational and interstate dimensions. Second, trust is dynamic and must be 

continuously calibrated across the lifecycle of AI systems, rather than treated as a static 

design outcome. Third, trust is politically situated and should therefore be calibrated 

conservatively through demonstrated performance and continuous oversight, rather than 

maximised as an end in itself. This reflects concerns that claims of ‘trustworthy AI’ may 

be instrumentalised to legitimise or accelerate the adoption of military AI systems without 

sufficient scrutiny of their limitations and risks. 
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Building on these insights, this paper argues that the trust by design (TbD) framework, 

as conceptualised by Emmanuel A Merchán-Cruz et al. in the context of industrial 

human–robot collaboration,6 offers a useful foundation for structuring trust in military AI 

systems when adapted to account for the socio-technical complexities of international 

security. By embedding principles such as transparency, human agency and robustness 

into system design, an expanded ‘trust by design plus’ (TbD+) framework may provide 

states with more credible and potentially verifiable signals of restraint, while reinforcing 

human control in the use of force. Rather than seeking to maximise trust, it emphasises 

the importance of calibrated trust grounded in demonstrable system performance, 

institutional oversight and adherence to shared norms. Trust, in this sense, is not an input 

to be engineered but a property that must be continuously earned and validated. It also 

extends beyond the technical system itself and must account for how users interact with 

both the system and the operational environment in which it is deployed.7 This, in turn, 

requires closer integration between system design and development processes and the 

ways in which military organisations introduce, govern and employ these capabilities in 

service. Therefore, the TbD+ framework does not substitute for political and strategic 

judgement regarding the use of AI-enabled systems in the first place. 

Additionally, technical and governance design approaches may still be insufficient to 

address deeper trust deficits in international security, and notably between major powers 

such as the United States and China. Accordingly, the paper also identifies a set of 

complementary confidence-building measures aimed at reducing risks of miscalculation, 

including commitments to shared principles on human control in the use of force, 

incident notification protocols, information-sharing on testing and evaluation standards, 

and capacity-building initiatives within multilateral institutions. Ultimately, this layered 

approach and expanded understanding of trust by design in the military domain will also 

require additional research and study, particularly as policies, global dynamics and real-

time deployments of technologies continue to develop. 

On Trust and Control in Military AI

Trust is often described as a ‘slippery’ term, with multiple meanings and definitions across 

different fields of study.8 For the purposes of this discussion, rather than engaging with 

the extensive literature on the many interpretations of trust, it is more useful to focus on 

scholarship that examines how trust emerges in relation to new technologies such as AI, 

particularly within the military domain.

But before discussing some of this literature, it is important to acknowledge that much 

of the debate on military AI, particularly in discussions on autonomous weapons, has 

focused on human control. Tim McFarland’s examination of trust and control in the 
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military use of AI highlights a divergence in how these concepts have been treated that 

is critical to the points made in this paper.9 Discussions of control have been central in 

regulatory and policy debates, while AI developers have placed greater emphasis on 

trust. This dynamic may be partially explained by institutional and commercial incentives. 

Trust represents a significantly lower threshold for industry to achieve, whereas 

designing systems that genuinely enable ‘control by design’ often requires substantial 

state involvement early and throughout the development lifecycle, increasing costs and, 

in many cases, running up against commercial barriers and procurement rules that limit 

state capacity to participate in co-design or effectively ‘pick winners’. As a result, the two 

paradigms have largely evolved in parallel. 

In international discussions on lethal autonomous weapons systems, for example, states 

have emphasised the capacity of humans to exercise control over weapons systems and 

have outlined measures to ensure that such control is maintained. As McFarland  observes, 

‘The idea of relying on ‘trust’ in the system to behave as desired is effectively absent from 

regulatory discussions’.10 At the same time, McFarland notes that both trust and control 

are shaping the application of military. McFarland asks, ‘Might there be a complementary 

relationship between correctly calibrated trust and “meaningful human control”?’11 

As debates on lethal autonomous weapons and responsible military AI, particularly 

through successive Responsible AI in the Military Domain (REAIM) summits, have 

evolved, it has become increasingly evident that many militaries are seeking to ensure 

both appropriately calibrated trust in AI systems and the preservation of human 

judgement.12 The relationship between trust and human control has become increasingly 

explicit, including during discussions among military practitioners and academics at 

the third REAIM Summit, held in Spain in 2026. While the summit’s outcome document 

uses the term trust only once, it repeatedly emphasises the governance mechanisms 

that underpin justified trust, including transparency; testing, evaluation, validation 

and verification (TEVV); accountability, reliability; human oversight; and confidence-

building measures. Rather than centring the language of ‘trustworthy AI’, the document 

places greater emphasis on ensuring that AI-enabled military systems are governable, 

accountable and verifiable. A similar evolution is evident in the 2026 Policy Settings for 

Responsible Use of Artificial Intelligence in Defence, released by the Australian Defence 

Force and Department of Defence, which explicitly link human judgement with ‘trusted 

autonomy’.13 Recognising the importance of these concepts, however, is only a starting 

point. States must still determine how AI-enabled capabilities can be designed, assessed, 

tested and introduced in ways that meaningfully support human judgement and foster 

appropriately calibrated trust in operational practice.

Taken together, these developments suggest a shift from the earlier separation identified 

by McFarland, in which trust and control were treated as largely distinct paradigms. 

Instead, they are increasingly understood as interdependent: effective human control 



� 193

Australian Army Occasional Papers 

Architecting Trust: A ‘Trust by Design Plus’ Framework for Military AI

depends on appropriately calibrated trust in system performance, while such trust, in 

turn, is shaped by the presence of meaningful human oversight and the ability to exercise 

judgement. That said, this evolving understanding remains conceptually underdeveloped. 

Informal discussions at REAIM summits suggest that trust is often assumed rather 

than clearly defined, with the term used in broad and sometimes ambiguous ways. 

In particular, equating trust with system reliability alone risks overlooking how AI systems 

shape human decision-making beyond technical performance alone.14 A system may be 

relied upon because it performs well in certain conditions, but trust involves a broader 

judgement that includes ethical, institutional and contextual factors. In this regard, 

scholarship on human agency in military AI systems is particularly important.15 Whether 

explicitly acknowledged in formal discussions or not, achieving appropriately calibrated 

levels of trust will be essential for defining and regulating human–machine interaction 

requirements in practice.

Trust, Trustworthiness and the Politics of Trust

In fact, how control and agency is maintained is going to be shaped in part by the 

technical architecture of trust. Indeed, trustworthiness has been extensively studied 

in more technical AI literature, and technical experts have been present in shaping 

international discussion on lethal autonomous weapons and responsible military AI.  

In the context of AI systems, trust has often been understood in terms of reliance: whether 

users choose to depend on system outputs in decision-making processes. In military 

settings, understanding trust primarily in terms of reliance is appealing, as personnel 

often have limited choice in whether to use particular systems, either because those are 

the capabilities available to them or because operational demands create an immediate 

need for their use. However, this narrow conception has been increasingly challenged by 

research in human–AI interaction.

Siddharth Mehrotra et al. provide a useful overview of the complexity of different 

approaches to ensuring appropriate trust in technical literature. From their review of the 

literature, they note that the approaches focus on confidence scores, explanations, cues, 

alarms, warning signals and uncertainty communication.16 Some of the approaches seem 

particularly relevant for militaries applications of AI. For example, Q Vera Liao and S 

Shyam Sundar argue (emphasis in original): 

Trustworthiness of a technology is not inherently established but communicated 

through trustworthiness cues, which are embedded in interface features, 

documentation, and other modes of information, such as speech acts for 

conversational AI.17 
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These cues are especially relevant in safety-critical contexts as they shape the way in 

which decisions could be made in time-compressed environments such as conflict zones. 

Importantly, Mehrotra et al. point to the fact that recent research on human–AI interaction 

further complicates the notion of ‘appropriate’ or calibrated trust.18 Some of the literature 

has implicitly equated calibration with system accuracy, distinguishing over-trust from 

under-trust based on whether AI outputs are correct.19 However, this approach has 

been increasingly challenged. Trust cannot be reduced to correctness alone; rather, it is 

shaped by a range of factors, including perceived reliability, transparency, interpretability, 

prior interactions and users’ cognitive and emotional engagement with the system.20

This multi-dimensional understanding of trust has important implications for military 

AI. In operational contexts characterised by uncertainty, time pressure and adversarial 

interference, trust is not static but dynamic. It must adapt to changing system 

performance, environmental conditions and task requirements. A system that performs 

reliably in one context may degrade in another, requiring operators to continuously 

recalibrate their expectations and reliance. Yet existing literature provides limited 

guidance on how such recalibration occurs over time, particularly in long-term or high-

stakes deployments.21 

At the 2024 REAIM Summit in Seoul, experts such as Missy Cummings noted the need 

for certification and recertification of systems in order to address concerns about using 

the technology beyond the contexts it has been trained and tested for. Vincent Boulanin 

and Dustin A Lewis similarly emphasise the importance of ‘responsible reliance’ in 

ensuring accountability for the use of military AI systems.22 They argue that states must: 

devise and maintain a framework that ensures that natural persons involved in 

the development and use of a military AI tool can responsibly rely on the tool’s 

technical aspects, on the other members of the group and on the state itself.23 

As a result, responsible reliance must be maintained across the lifecycle of AI-enabled 

capabilities and embedded within the broader organisational and political structures that 

govern their development, deployment and use.

Moreover, many military decisions are not binary but involve probabilistic assessments, 

trade-offs and incomplete information. In such cases, identifying over- or under-trust 

becomes significantly more complex, as there are no clear benchmarks for ‘correct’ 

reliance. Indeed, in many military contexts it may be neither practical nor desirable to 

establish these fixed benchmarks. Instead, decisions about whether and how to rely 

on a particular system are likely to depend on contextual understanding, operational 

judgement and applicable legal requirements. This underscores the need to move beyond 

simplified models of trust calibration and towards more context-sensitive approaches that 

account for the specific characteristics of tasks and decision environments.
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These insights reinforce the argument advanced in this article: trust in military AI 

cannot be treated as a fixed or purely technical attribute. Rather, it is a dynamic, multi-

dimensional relationship that must be continuously shaped through system design, 

organisational practice and broader governance frameworks.

Beyond organisational and technical considerations, trust in military AI must also be 

understood as a political construct. As Sian Troath (2024) argues, the growing emphasis 

on ‘trustworthy’ and ‘ethical’ AI in military contexts is not neutral but can function to 

facilitate the development and adoption of AI-enabled and autonomous systems while 

deflecting attention from more fundamental political questions. Troath notes that these 

include who such systems are used against, under what conditions and for what strategic 

purposes.24 In this sense, trust operates not only as a relational property between users 

and systems but also as part of a broader discourse that can legitimise particular forms of 

technological development and military practice.25 The coupling of ‘trust’ with ‘ethics’ risks 

narrowing debate to questions of how systems function, rather than whether their use is 

justified in specific contexts.

For military AI, this raises an important analytical and normative challenge. Efforts to 

design for trust must avoid becoming mechanisms that facilitate uncritical adoption or 

obscure political accountability. Instead, trust should be understood as contingent, limited 

and subject to ongoing scrutiny. The TbD+ framework is therefore positioned as a means 

not of maximising trust but of constraining and calibrating it. By embedding mechanisms 

that expose system limitations, reinforce human agency and support oversight, 

the framework seeks to ensure that trust remains proportionate to system capabilities  

and embedded within broader processes of political and legal accountability. 

Core Principles of Trust by Design 

In order to fully build out the TbD+ framework, it is necessary to understand the 

conceptualisation by scholars focused on the issue in human–robot industrial research. 

The framework is particularly useful to military AI applications as it provides a structured 

approach to embedding trustworthiness into system design. 

At its core, the TbD framework conceived by Merchán-Cruz et al. for industrial human–

robot collaboration identifies several interrelated design logics that are particularly salient 

when adapted to military AI. First, it foregrounds human agency and empowerment, 

ensuring that AI systems augment rather than replace human judgement. This includes 

preserving the capacity for operators to interrogate, adjust and override system outputs, 

particularly in high-stakes contexts involving the use of force. Second, it emphasises 

transparency and interpretability not as abstract principles but as functional requirements 

that allow users to understand system behaviour, assess uncertainty and anticipate 
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outcomes. Third, it highlights the importance of robustness and safety, including fail-

safe mechanisms, predictable performance and the visibility of system limitations under 

varying conditions.

In addition, the framework incorporates accountability and traceability, ensuring that 

decisions and actions can be reconstructed and evaluated, as well as data governance 

and fairness, addressing the ethical implications of data use and potential bias. Finally, 

it underscores the role of user integration and training, recognising that trust is shaped 

through repeated interaction, organisational context and user competence, rather 

than design alone. Yet, within military contexts the challenge is not simply articulating 

such principles but determining how they are operationalised across the lifecycle 

of capabilities. Human agency, transparency and accountability must therefore be 

translated into concrete practices of testing, validation, oversight, doctrine and operational 

governance if they are to shape the use of AI systems in practice rather than remaining 

aspirational design goals.

Trust by Design Plus (TbD+) 

The trust by design plus (TbD+) framework builds on the above work while addressing 

its limitations in military contexts. While frameworks such as the European Commission’s 

Ethics Guidelines for Trustworthy AI and related defence policy documents emphasise 

principles such as transparency, accountability and human oversight, they often 

treat trustworthiness as a set of desirable system attributes rather than as a dynamic 

and relational condition. TbD+ extends these approaches by integrating technical, 

organisational and political dimensions of trust, recognising that trust in military AI is 

constructed across multiple levels of interaction and shaped by broader strategic contexts.

The framework is guided by principles across three levels: systems level, organisational 

level and interstate level. At the system level, the framework focuses on the design 

features and technical characteristics that condition human interaction with AI systems. 

Drawing on the TbD literature, this includes human agency and empowerment, 

transparency and interpretability, and robustness and safety. In military contexts, these 

elements take on heightened significance: systems must not only perform reliably but also 

make their limitations visible, support operator understanding under time pressure and 

enable meaningful human intervention in high-stakes decisions. Crucially, these features 

do not produce trust directly. Rather, they shape the conditions under which users form 

expectations, assess uncertainty and adjust reliance. 

At the organisational level, TbD+ extends beyond system design to consider the 

institutional context in which AI systems are deployed. Here trust is shaped by doctrine, 

training, oversight mechanisms and professional norms that structure human–machine 
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interaction. Organisational practices determine how responsibility is allocated, how 

uncertainty is managed and how human agency is preserved or eroded in operational 

settings. This dimension is particularly important in mitigating well-documented risks such 

as automation bias, over-reliance and the diffusion of responsibility in complex socio-

technical systems.

The organisational dimension raises a broader set of institutional questions that military 

organisations must address if trust in AI-enabled capabilities is to be appropriately 

calibrated in practice. These include how operational responsibility and accountability are 

distributed across chains of command; how professional military judgement is maintained 

under conditions of increasing automation and compressed decision-making timelines; 

and how doctrine, procurement and capability development processes shape the 

integration of AI into operational environments.26 TbD+ also raises questions regarding 

how organisations identify where human agency remains essential, how operators are 

trained to understand system limitations and uncertainty and how institutional incentives 

may encourage either excessive reliance on or resistance to AI-enabled systems.

Additional organisational challenges include ensuring interoperability and shared 

understandings of trust across different services, commands and allied forces; integrating 

civilian and military oversight mechanisms; managing adaptation as systems evolve over 

time; and determining how lessons from operational use, failure and near misses are 

incorporated back into training, testing and governance processes. In this sense, trust 

at the organisational level is a matter not simply of user confidence but of institutional 

capacity to govern human–machine interaction responsibly across the lifecycle of AI-

enabled capabilities.

At the interstate level, the framework situates trust within broader strategic and political 

dynamics. In this domain, claims of ‘trustworthy AI’ function as signals that are interpreted 

by other states under conditions of uncertainty. Realising this dimension of TbD+ 

in practice requires far deeper integration between international policy discussions, 

capability development processes and the operational governance of AI-enabled systems 

than currently exists. This includes linking emerging norms and political commitments to 

concrete practices of testing, evaluation, doctrine, procurement and operational oversight 

across the lifecycle of capabilities. Given current geopolitical tensions, this may be the 

most difficult element of TbD+ to operationalise, yet it is also increasingly important both 

for enabling interoperability and shared understandings among allies and for reducing 

risks of miscalculation and escalation with adversarial states. 

Trust is not directly observable but is inferred through practices such as transparency 

measures, information-sharing and adherence to emerging norms. At the same time, 

these signals are inherently ambiguous and subject to contestation. As a result, trust 

in military AI is not only a technical or organisational matter, but also a political one, 
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shaped by strategic incentives, competing narratives and the risk of misinterpretation. 

Importantly, these principles across the three levels are not intended to generate trust in 

any straightforward sense. Rather, they function as constraints that define the conditions 

under which trust may be considered warranted. This distinction is critical in light of 

concerns that trust can be instrumentalised as a means of facilitating the adoption of AI 

systems without adequately addressing their risks or broader implications.

TbD+ therefore reframes trust not as an output of system design but as a condition of 

use that must be governed across time, context and interaction. It emphasises that trust 

cannot be calibrated solely through system accuracy or static design features. Instead, 

trust must be continuously evaluated and, where necessary, recalibrated based on 

system performance, user experience, organisational practice and the evolving strategic 

environment. In this sense, TbD+ aligns with a broader shift away from technocratic 

understandings of trust towards an approach that recognises its dynamic, relational and 

inherently political character.

A Lifecycle Approach: Operationalising Trust by Design Plus

For the TbD+ framework to be operationally useful, it must be implemented alongside 

a lifecycle approach to military AI governance. Lifecycle governance has become 

increasingly prominent in discussions on responsible military AI and autonomous 

weapons because it recognises that issues of human control, judgement and agency 

cannot be addressed at a single point in the development process but must instead be 

considered throughout the evolution of an AI-enabled capability.27 Reflecting this shift, 

the Institute of Electrical and Electronics Engineers (IEEE) 2024 White Paper on Military 

Autonomous and Intelligent Systems (AIS) identifies nine interconnected stages spanning 

the capability lifecycle, from pre-development planning and system requirements through 

research and development, procurement, TEVV, human–system integration, operational 

employment, and ultimately review, reuse, or retirement.28

This lifecycle perspective reinforces a central premise of TbD+: trust is not an inherent 

property of an AI system; nor is it established at a single point in time. Rather, 

appropriately calibrated trust is constructed, assessed, maintained and, where necessary, 

recalibrated throughout the lifecycle as systems are designed, tested, integrated, 

deployed, operated, adapted and ultimately retired. During the early stages of capability 

development, this includes identifying legal, ethical, and operational risks, defining 

intended use and incorporating user-centred design principles. During TEVV, it involves 

evaluating not only technical performance but also human–machine interaction, operator 

understanding, and the calibration of reliance under realistic operational conditions. 

Deployment and operational use require appropriate training, doctrine, leadership and 
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continuous monitoring of both system performance and human behaviour, while review 

and retirement provide opportunities to capture lessons learned and feed them back into 

future capability development and governance.

This lifecycle perspective also recognises that trust is dynamic rather than static. 

It may increase, decrease or fluctuate depending on system performance, operational 

context and organisational practice. Systems that perform reliably in one environment 

may perform differently in another, requiring operators and organisations to continually 

reassess and recalibrate their reliance. Appropriately calibrated trust therefore depends 

not only on technical design but also on institutional arrangements, including doctrine, 

oversight, professional education and mechanisms for organisational learning.

Table 1 outlines selected considerations for implementing the TbD+ framework across the 

IEEE military AI lifecycle. Given the diversity of state requirements, operational contexts 

and approaches to military AI governance, it is intended as an illustrative guide rather 

than a comprehensive or prescriptive checklist.
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Table 1. Implementing TbD+ across the IEEE military AI lifecycle

IEEE military AI 

lifecycle stage

System level Organisational level Interstate level

Requirements Define intended use, 

human decision points 

and acceptable limits of 

autonomy.

Establish operational 

need, allocate 

responsibilities and 

identify risks to human 

judgement.

Align with international 

commitments and 

interoperability objectives.

Design and 

development

Build transparency, 

interpretability, 

robustness and fail-safe 

mechanisms into the 

system.

Set procurement criteria, 

involve users in design 

reviews, and plan 

training and change 

management.

Design for compatibility 

with allies and consider 

export controls and 

responsible transfer.

TEVV Test technical 

performance, safety 

and limitations; evaluate 

human–machine 

interaction and 

calibration.

Conduct human–

machine teaming 

exercises, assess 

operator performance 

and document lessons.

Use agreed testing 

approaches; share non-

sensitive methodologies 

and results where 

appropriate.

Integration Ensure usable interfaces, 

human override and 

integration with existing 

systems.

Deliver training; update 

doctrine, roles and 

authorities.

Ensure interoperability 

and shared 

understandings with allied 

forces.

Deployment Confirm system 

readiness and 

operational safeguards.

Certify operators; 

establish rules of 

engagement and 

command responsibilities.

Communicate capability 

intent and appropriate 

use; support confidence-

building.

Operations Monitor performance in 

context; communicate 

uncertainty and support 

operator calibration.

Monitor use, collect 

feedback, manage risks 

(e.g. automation bias, 

over-reliance) and adapt 

training.

Engage in information 

sharing where 

appropriate; maintain 

strategic signalling and 

stability.

Maintenance and 

updates

Update models and 

data; re-test and validate 

changes.

Manage configuration 

control; update doctrine 

and training; ensure 

oversight of updates.

Notify allies/partners 

of significant changes 

where appropriate.

Incident review 

and learning

Conduct technical root-

cause analysis; identify 

contributing factors.

Conduct accountability 

review; capture lessons 

from incidents and near 

misses.

Share lessons and best 

practices; contribute to 

norm development where 

appropriate.

Retirement/

disposal

Securely decommission 

systems and preserve 

audit trails.

Capture knowledge and 

documentation; manage 

workforce transition.

Provide transparency 

on retirement/disposal 

where appropriate.

Across all stages Apply human agency, 

transparency, robustness, 

safety and accountability 

principles.

Maintain governance, 

oversight, training and 

institutional learning.

Support international 

law, interoperability 

and confidence-building 

measures.
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Importantly, TbD+ does not resolve the broader political question of whether and 

under what conditions military AI should be deployed. Rather, it operates within these 

constraints, recognising that technical and governance interventions cannot substitute 

for political judgement. At the same time, the framework is intended to help inform 

such judgements by providing a structured approach for assessing where human 

agency is essential, how trust can be appropriately calibrated and what forms of testing, 

oversight and organisational governance are required across the lifecycle of AI-enabled 

capabilities. In this sense, TbD+ seeks not to legitimise the expansion of AI-enabled 

warfare but to govern and constrain the conditions under which such systems may be 

considered appropriate for use.

Trust and Confidence Building at the Interstate Level

Trust in military AI extends beyond technical and organisational dimensions to encompass 

interstate dynamics and broader political considerations. As Troath observes, the logic of 

‘trust but verify’ captures a defining feature of international security and arms control: trust 

must be grounded in observable practices rather than rhetorical commitments.29 Dialogue 

and information-sharing are therefore not neutral confidence-building exercises but 

mechanisms through which states seek to produce, interpret and contest evidence about 

each other’s behaviour.

This dynamic reflects core insights from international relations theory, where trust is not 

assumed but inferred through signalling, interpretation and repeated interaction under 

conditions of uncertainty, as outlined by Andrew Kydd.30 From this perspective, claims 

of ‘trustworthy AI’ are not simply technical descriptors but strategic interventions that 

can shape expectations, frame acceptable uses of technology and potentially narrow 

political debate. As such, they must be approached with caution: rather than serving 

as straightforward indicators of responsible behaviour, they are themselves subject to 

interpretation, contestation and, at times, instrumentalisation.

Building on this understanding, confidence-building measures remain an important, 

if inherently limited, mechanism for managing uncertainty and mitigating risks of 

miscalculation in the development and deployment of military AI.31 Such measures 

may include mutual declarations in which states affirm shared principles, such as 

the maintenance of human control in the use of force; the establishment of incident 

notification protocols or dedicated communication channels to clarify AI-related errors or 

unintended behaviour before they escalate; and the development of joint or comparable 

approaches to testing and evaluation standards, aimed at reducing the risks associated 

with system brittleness or unpredictability.32 At the same time, declarations alone are 

insufficient to establish trust. Their credibility ultimately depends on whether subsequent 
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state practice consistently reflects and reinforces the commitments being made.  

In this sense, confidence-building measures should be understood less as guarantees 

of responsible behaviour than as mechanisms through which states generate evidence, 

signal intentions and enable ongoing assessment of whether stated commitments are 

borne out in practice. 

In addition, capacity-sharing initiatives may support the development of responsible 

governance frameworks across a wider range of states, helping to reduce asymmetries 

that could otherwise contribute to instability. Michael Horowitz notes that at least some  

of these measures might be achievable. Horowitz points out:

The military AI areas most likely to generate agreements, on average,  

will be those where international cooperation can reduce accidents, inadvertent 

escalation and miscalculation involving military applications of AI, since these are 

in the interest of all or nearly all countries.33 

However, consistent with the analysis above, these measures should not be understood 

as generating trust in any straightforward sense. Rather, they function as mechanisms 

for structuring expectations, enabling interpretation and constraining uncertainty 

within an inherently competitive and politically contested environment. As a result, 

their effectiveness will depend not only on their design but on the extent to which they 

are embedded in sustained practices of engagement and subject to ongoing scrutiny. 

It is also worth recognising that poorly designed or implemented confidence-building 

measures may unintentionally undermine trust by creating ambiguity, unrealistic 

expectations or strategic suspicion among states. 

Conclusion 

This article makes a conceptual contribution by reframing trust in military AI as neither a 

purely technical property nor a stable relational outcome but as a dynamic and politically 

situated process. Existing approaches often treat trust as something to be engineered 

through system design or measured through user reliance. By contrast, this article argues 

that an architecture of trust is multi-dimensional, context dependent and continuously 

evolving across human–machine interaction, organisational practice and interstate 

dynamics. Building on this insight, the proposed TbD+ framework shifts the focus from 

maximising trust to constraining and calibrating it. In doing so, it brings together technical, 

organisational and political perspectives demonstrating that trust in military AI must 

be governed as an ongoing condition of use rather than assumed as a prerequisite for 

adoption. Additional research and study is needed to examine the proposed framework. 
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At the same time, the political dimensions of trust extend beyond interstate dynamics 

alone. The broader ‘trust ecosystem’ surrounding military AI includes relationships 

between industry, military organisations, governments, academia, civil society and the 

public, as well as differing layers of trust within military institutions themselves, including 

between services and between military and civilian elements. These relationships shape 

how AI-enabled capabilities are developed, interpreted, adopted and contested across 

the lifecycle of use. Future research should therefore examine how the TbD+ framework 

and its lifecycle approach may assist both researchers and practitioners in navigating 

this wider trust ecosystem, including how trust is negotiated, maintained and challenged 

across institutional, societal and strategic contexts over time.

In addition, the maintenance of human agency is critical to ensuring appropriately 

calibrated trust, avoiding both over-reliance on AI-enabled systems and susceptibility 

to automation bias or related cognitive effects in AI-supported decision-making. This 

requires militaries to first identify where and how human agency is currently exercised, 

and where it remains essential, before effective safeguards can be designed to 

preserve it. Existing command-and-control structures often implicitly assume full human 

participation across intelligence, decision-making and teaming functions, an assumption 

that may be increasingly challenged as AI systems take on more operational and 

cognitive tasks. This is particularly relevant given the growing role of AI decision-support 

systems and recognition of the impact on human roles and responsibilities in human-

machine teaming.34

Ultimately, the challenge is to determine when, to what extent and under what conditions 

specific AI-enabled systems should be trusted in particular operational contexts. By 

reframing trust as a dynamic, constrained and politically situated relationship, this article 

contributes to a growing body of work that seeks to move beyond technocratic optimism 

towards a more grounded understanding of AI in military contexts.35 In doing so, it 

highlights that the governance of military AI is a question not only of capability but of 

judgement, restraint and responsibility. As contemporary cases of AI-enabled warfare are 

demonstrating, there is a pressing need to consider the purposes and consequences of 

using AI-enabled systems.



204�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

About the Author

Dr Branka Marijan is a CIGI senior fellow and a senior researcher at Project 

Ploughshares. She is a lecturer in the Master of Global Affairs program at the Munk 

School of Global Affairs and Public Policy at the University of Toronto. At Ploughshares, 

Branka leads research on the military and security implications of emerging technologies. 

Her work examines concerns regarding the development of autonomous weapons 

systems and the impact of artificial intelligence and robotics on security provision. 

Her research interests include trends in warfare, civilian protection, use of drones and 

civil-military relations. She holds a Ph.D. from the Balsillie School of International Affairs 

with a specialization in conflict and security. She has conducted research on post-

conflict societies and published academic articles and reports on the impacts of conflict 

on civilians and diverse issues of security governance, including security sector reform. 

Branka closely follows United Nations disarmament efforts and attends international and 

national consultations and conferences. She is a board member of the Peace and Conflict 

Studies Association of Canada and a research fellow at the Kindred Credit Union Centre 

for Peace Advancement at the University of Waterloo.



� 205

Australian Army Occasional Papers 

Architecting Trust: A ‘Trust by Design Plus’ Framework for Military AI

ENDNOTES

1	 Michael C Horowitz, Artificial Intelligence, the Future of War and International Politics, CIGI Papers  

No. 345 (CIGI, 2026).

2	 Robert Booth and Dan Milmo, ‘Iran War Heralds Era of AI-Powered Bombing Quicker than “Speed of 

Thought”’, The Guardian, 3 March 2026.

3	 European Defence Agency, Trustworthiness for AI in Defence: Developing Responsible, Ethical,  

and Trustworthy AI Systems for European Defence (European Defence Agency, 2025), pp. 12–13).

4	 Roff, Heather M., and David Danks. 2018. “‘Trust but Verify’: The Difficulty of Trusting Autonomous 

Weapons Systems.” Journal of Military Ethics 17 (1): 2–20. doi:10.1080/15027570.2018.1481907.; Tim 

McFarland, ‘Reconciling Trust and Control in the Military Use of Artificial Intelligence’, International 

Journal of Law and Information Technology 30, no. 4 (2022): 472–483; Sian Troath, ‘Trusting Technology 

to Wage War: The Politics of Trust and Ethics in the Development of Robotics, Autonomous Systems, 

and Artificial Intelligence’, Critical Military Studies 11, no. 1 (2025): 59–77; Branka Marijan, Trust by 

Design? AI in Military Applications, CIGI Policy Brief no. 218 (CIGI, 2025); Paul Lushenko, ‘AI, Trust, 

and the War Room: Evidence from a Conjoint Experiment in the US Military’, Cambridge Forum on AI: 

Law and Governance 1: e52 (2025).

5	 Lushenko, ‘AI, Trust, and the War Room’, p. 2.

6	 Emmanuel A Merchán-Cruz, Ioseb Gabelaia, Mihails Savrasovs, Mark F Hansen, Shwe Soe, Ricardo G 

Rodriguez- Cañizo and Gerardo Aragón-Camarasa, ‘Trust by Design: An Ethical Framework for Collabo-

rative Intelligence Systems in Industry 5.0’, Electronics 14, no. 10 (2025): 1952.

7	 Ingvild Bode and Katherine Chandler, ‘Re-Thinking Human–Machine Interaction and the Governance of 

AI in the Military Domain’, Nature Machine Intelligence 8 (2026).

8	 S Krüger and C Wilson, ‘The Problem with Trust: On the Discursive Commodification of Trust in AI’, AI & 

Society 38 (2023): 1753–1761; Roy Lindelauf and Herwin Meerveld, ‘Building Trust in Military AI Starts 

with Opening the Black Box’, War on the Rocks, at: https://warontherocks.com/2025/08/buildingtrust-in-

military-ai-starts-with-opening-the-black-box.

9	 McFarland, ‘Reconciling Trust and Control in the Military Use of Artificial Intelligence’.

10	 Ibid., p. 477.

11	 Ibid., p. 480

12	 Lindelauf and Meerveld, ‘Building Trust in Military AI Starts with Opening the Black Box’.

13	 Australian Defence Force and Department of Defence, Policy Settings for Responsible Use of Artificial 

Intelligence in Defence: Responsible Use of AI at All Stages of the Technology Lifecycle (Canberra: 

Commonwealth of Australia, 2026), p. 5.

14	 Alon Jacovi, Ana Marasović, Tim Miller and Yoav Goldberg, ‘Formalizing Trust in Artificial Intelligence: 

Prerequisites, Causes and Goals of Human Trust in AI’, in Proceedings of the 2021 ACM Conference on 

Fairness, Accountability, and Transparency (Association for Computing Machinery, 2021), pp. 624–35.

15	 Ingvild Bode, Human-Machine Interaction and Human Agency in the Military Domain, CIGI Policy Brief 

no. 193 (Waterloo ON: CIGI, 2025).

16	 Siddharth Mehrotra, Chadha Degachi, Oleksandra Vereschak, Catholijn M Jonker and Myrthe L Tielman, 

‘A Systematic Review on Fostering Appropriate Trust in Human-AI Interaction: Trends, Opportunities and 

Challenges’, ACM Journal on Responsible Computing 1, no. 4, article 26 (2024), p. 4.

17	 Q Vera Liao and S Shyam Sundar, ‘Designing for Responsible Trust in AI Systems: A Communication 

Perspective’, in Proceedings of the 2022 ACM Conference on Fairness, Accountability, and Transparen-

cy (Association for Computing Machinery, 2022), pp. 1257–1268.

18	 Mehrotra et al., ‘A Systematic Review on Fostering Appropriate Trust in Human-AI Interaction’.

19	 Lee, John D., and Katrina A. See. 2004. “Trust in Automation: Designing for Appropriate Reliance.” 

Human Factors 46 (1): 50–80. https://doi.org/10.1518/hfes.46.1.50_30392

20	 Liao and Sundar, ‘Designing for Responsible Trust in AI Systems’.

21	 Mehrotra et al., ‘A Systematic Review on Fostering Appropriate Trust in Human-AI Interaction’.

https://warontherocks.com/2025/08/buildingtrust-in-military-ai-starts-with-opening-the-black-box
https://warontherocks.com/2025/08/buildingtrust-in-military-ai-starts-with-opening-the-black-box
https://doi.org/10.1518/hfes.46.1.50_30392


206�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

22	 Vincent Boulanin and Dustin A Lewis, ‘Responsible Reliance Concerning Development and Use of AI in 

the Military Domain’, Ethics and Information Technology 25, no. 8 (2023).

23	 Ibid.

24	 Troath, ‘Trusting Technology to Wage War’.

25	 Daniel Møller Ølgaard, ‘The New Technopolitics of War: (Re)imagining Agency and Authority in Military 

Affairs’, Global Policy 16, no. 3 (2025).

26	 Netta Goussac, ‘Responsible Behaviour in Military AI Starts with Responsible Procurement’,  

SIPRI (website), at: www.sipri.org/commentary/essay/2025/military-ai-responsible-procurement.

27	 Zena Assaad and Jessica Dorsey, ‘Designing Lawful Military AI: Technical and Legal Reflections  

on Decision-Support and Autonomous Weapon Systems’, Perry World House (website),  

at: https://perryworldhouse.upenn.edu/news-and-insight/designing-lawful-military-ai-technical-and-le-

gal-reflections-on-decision-support-and-autonomous-weapon-systems.

28	 IEEE SA Research Group on Issues of Autonomy and AI in Defense Systems, A Framework for Human 

Decision Making Through the Lifecycle of Autonomous and Intelligent Systems in Defense Applications 

(New York NY: IEEE SA, 2024).

29	 Troath, ‘Trusting Technology to Wage War’.

30	 Kydd, Andrew H. 2005. Trust and Mistrust in International Relations. Princeton, NJ: Princeton University 

Press.

31	 Michael C Horowitz, Lauren Kahn and Casey Mahoney, ‘The Future of Military Applications of Artificial 

Intelligence: A Role for Confidence-Building Measures?’, Orbis 64, no. 4 (2020): 528–543.

32	 Ioana Puscas, Confidence-Building Measures for Artificial Intelligence: A Framing Paper (Geneva: 

United Nations Institute for Disarmament Research, 2022).

33	 Horowitz, Artificial Intelligence, the Future of War and International Politics, p. 2.

34	 Jessica Dorsey and Marta Bo. ‘AI-Enabled Decision-Support Systems in the Joint Targeting Cycle: Legal 

Challenges, Risks, and the Human (e) Dimension’, International Law Studies 106 (2025); Zena Assaad, 

‘A Risk-Based Trust Framework for Assuring the Humans in Human-Machine Teaming’, TAS ‘24: Pro-

ceedings of the Second International Symposium on Trustworthy Autonomous Systems, no. 3 (New York 

NY: Association for Computing Machinery, 2024): pp. 1–9.

35	 Neil Renic and Elke Schwarz, ‘Crimes of Dispassion: Autonomous Weapons and the Moral Challenge  

of Systematic Killing’, Ethics & International Affairs 37, no. 3 (2023): 321–343.

http://www.sipri.org/commentary/essay/2025/military-ai-responsible-procurement
https://perryworldhouse.upenn.edu/news-and-insight/designing-lawful-military-ai-technical-and-legal-reflections-on-decision-support-and-autonomous-weapon-systems
https://perryworldhouse.upenn.edu/news-and-insight/designing-lawful-military-ai-technical-and-legal-reflections-on-decision-support-and-autonomous-weapon-systems


� 207

Australian Army Occasional Papers 

Military AI systems and the design of lifecycle-sensitive governance frameworks

MILITARY AI SYSTEMS AND 

THE DESIGN OF LIFECYCLE-

SENSITIVE GOVERNANCE 

FRAMEWORKS

Rob McLaughlin and Conor McLaughlin

Introduction

As Natalie Nunn recently observed in the context of using the Convention on Certain 

Conventional Weapons (CCW) process and experience as a guide for autonomous 

weapon systems (AWS) governance development:

If one reads the CCW closely, a pattern emerges. Where States drew clear, 

technically legible regulatory lines early in weapons development, as with blinding 

laser weapons, the law shaped development pathways. Where States relied on 

incremental restriction for a weapon already entrenched in their arsenals, as 

was the case with landmines, regulation became longer, harder, and ultimately 

vulnerable to geopolitical reversal. And most importantly, where definitional 

choices left loopholes, such as the case with incendiary weapons, the law 

struggled to keep up with how weapons were actually used.1

Nevertheless, as a general rule, on those few occasions where the law has tried to get 

ahead of technology—to pre-empt through prohibition—this has often led to unintended 

consequences, or has subsequently been considered ‘off with the fairies’. An example 

of the former is flattening and expanding rounds, insofar as these rounds have evolved 

since their early prohibition.2 Such rounds are today regularly used by policing and 

counterterrorism forces (including military forces) because of their ‘stopping power’, while 

remaining prohibited to military forces in operations governed by the law of armed conflict 

(LOAC).3 An example of the latter is the ENMOD Convention,4 which was negotiated in 

the 1970s in relation to suspicions and fears around the use of technology to weaponise 

the environment. These fears have not eventuated to date, although it is possible that 

ENMOD will become more acutely relevant in the near term if current reports about 

the Russian Poseidon nuclear torpedo (which could create a radioactive tsunami) are 
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accurate.5 It is also instructive that the ENMOD idea was in part a ‘look over there’ Cold 

War era distraction to keep non-nuclear weapon states away from seeking to engage 

in treaty negotiations on nuclear weapons. As Emily Crawford has noted, the ENMOD 

Convention was in some respects ‘attributable to a desire, on the part of both the US 

and the USSR, to be seen as acting on disarmament issues, if not actually acting 

on disarmament issues’.6 Indeed, it is interesting to ask whether the current mode of 

engagement by some states with existing negotiations around AI in a military context is 

likewise an attempt to be seen to be acting, while in fact hampering action on this issue.

There is no reason to suppose that the current legal debate around regulation of military 

AI, or AI with military uses, will not run very similar risks. The preoccupation with 

defining and classifying, rather than ‘regulating backwards from desired effects and state 

practice’,7 for example, is an indicator of this challenge. Another indicator is continuing 

debate as to the adequacy of the current rules to regulate AWS generally. On one hand, 

for example, the Secretary-General’s 2025 report in response to United Nations General 

Assembly (UNGA) Resolution 79/2398 observes that there is a clear concern as to the 

application of existing law, including international humanitarian law (IHL):

The affirmation by the General Assembly in its resolution 79/239 that international 

law, including the Charter of the United Nations, international humanitarian law 

and international human rights law, applies throughout the life cycle of AI is an 

important baseline. However, important questions on how the law applies remain 

to be resolved.9

Similarly, the 2025 Draft Articles on Autonomous Weapon Systems10 proposes that 

the idea of new articles on (in this case) lethal autonomous weapon systems (LAWS) 

IHL regulation is not about new ‘hard law’, but rather is designed to support proper and 

coherent interpretation of existing specific IHL rules.

On the other hand, it is the equally clear view of many stakeholders that the existing 

governance frameworks for AI in a military context are already inadequate to the 

technology, and the solution is to develop a fresh governance framework based on new 

treaty instruments and rules.11 This option requires new ‘hard law’—that is, legally binding 

rules. Hard law is generally considered to be rules contained within the sources of law set 

out in article 38(1) of the Statute of the International Court of Justice (ICJ):

a. international conventions, whether general or particular, establishing rules expressly 

recognized by the contesting states;

b. international custom, as evidence of a general practice accepted as law;

c. the general principles of law recognized by civilized nations;
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d. subject to the provisions of Article 59 [ICJ decisions bind only the parties to it], 

judicial decisions and the teachings of the most highly qualified publicists of the 

various nations, as subsidiary means for the determination of rules of law.12

However, designing a governance framework that requires new hard law at its core will 

face significant practical challenges. Chief among these is that the ambition to negotiate, 

agree on, and then implement a new treaty on AI in a military context is an almost 

impossible ask in the current geopolitical context.13 This is perhaps most readily evident 

in the glacial pace of negotiations and debate in international fora, and the fact that it has 

taken at least a decade to build the political will to bring the topic even to the UNGA:

While the General Assembly has adopted multiple resolutions related to the 

peaceful uses of AI, it only began considering the subject of AI in the military 

domain at its seventy-ninth session 2024. Previously, such discussions had taken 

place in several plurilateral groups outside the UN.14

The consequence, in terms of hard law, is that we need to use what we already have, 

which means that we need to regulate by leveraging and interlocking existing hard law 

general principles and specific prohibitions with new soft law instruments.

Soft law, in contrast to hard law, is rules that are politically/operationally and interpretively 

influential but not legally binding. Daniel Thurer defines soft law as follows:

Soft law is used in legal literature to describe principles, rules, and standards 

governing international relations which are not considered to stem from one of the 

sources of international law enumerated in Art. 38(1) ICJ Statute.15

However, because soft law is less formalised, not governed by the Vienna Convention on 

the Law of Treaties (VCLT) and treaty-making processes, and not legally binding, it can 

be developed and applied in myriad ways and formats, and through a much wider array 

of fora and institutions. States are (currently) moderately more willing to engage in soft 

law projects than in hard law projects,16 so using soft law mechanisms to stitch together 

existing hard law rules in a lifecycle governance regime for AI in a military context is a 

significantly more realistic (albeit still restrained) ambition than negotiating a new hard law 

regulatory regime specifically targeted at AI in a military context.

Consequently, this paper argues that a new hard law enterprise is not (currently) the right 

approach to take with respect to designing AI lifecycle governance frameworks for military 

contexts. Rather, the paper proposes three guardrails that could perhaps usefully inform 

the development—or rather evolution—of a governance framework for AI in military 

contexts that is based in existing rules, mechanisms and processes. The paper then 

briefly notes some of the key components of a lifecycle governance framework that are 

already in place and the need to identify the point of diminishing returns by which a new 

regime would need to be developed.
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Three Guardrails to Inform the Design of a Useful and (for the Time 

Being) Enduring Governance Framework

The basic proposition underpinning the following guardrails is that it is unrealistic, in 

the current context, to assert that a single governance mechanism, or a single metric, 

might be developed to cover the life cycle of AI in a military context. Certainly, LOAC and 

weapons law are essential components of any such regime, but they cannot provide the 

totality of that regime because they cannot cover a complete life cycle. Nor can LOAC 

and weapons law cover the penumbra that surrounds technology regulation more broadly, 

such as export control. That is, the development of an effective lifecycle governance 

regime for AI in military contexts will also need to learn from, and employ elements of, 

a wide range of weapons- and technology-adjacent regulatory schemes such as non-

proliferation law,17 the Arms Trade Treaty,18 international standards regulatory systems, 

incident investigatory regimes and so on.

An effective lifecycle governance regime will of necessity need to be piecemeal, 

leveraging different regulatory mechanisms, concepts, and options for different 

aspects of the life cycle—design, precursor management, trade and technology 

transfer, development and acquisition, test and evaluation, employment, updating, and 

decommissioning. It is difficult to envisage, for example, what a singularly focused and 

all-encompassing regulatory treaty would look like in respect of lifecycle governance of AI 

in a military context. It is more realistic to envisage such a regime as a Lego construction 

of interlocking or touching mechanisms and sub-regimes regulating different aspects of 

the technology’s use in military contexts in a coherent, linear—albeit sectoral—manner.

An example of relative (albeit currently stressed) success in such a Lego regime 

approach is nuclear non-proliferation, created through an interlocking set of chapeau 

treaties (e.g., the 1968 Nuclear Non-Proliferation Treaty19 and the 1996 Comprehensive 

Nuclear-Test-Ban Treaty20), implementation treaties (such as the Comprehensive 

Safeguards Agreements between states and the International Atomic Energy Agency 

(IAEA)21), sectoral enforcement treaties (such as the International Convention for 

the Suppression of Acts of Nuclear Terrorism22 and the Protocol of 2005 to the 1988 

Convention for the Suppression of Unlawful Acts Against the Safety of Maritime 

Navigation23), liability treaties (the 1977 Vienna Convention on Civil Liability for Nuclear 

Damage24), security and transport treaties and guidelines (including the 1979 Convention 

on the Physical Protection of Nuclear Material and its 2005 Protocol25 and the regularly 

updated IAEA Regulations for the Safe Transport of Radioactive Material26), and other 

soft law instruments designed to fill gaps and join the seams of hard law regimes (such 

as UNGA resolutions27 and codes of conduct28). With this in mind, we propose three 

guardrails to help inform the development of a lifecycle governance regime for AI in 

military contexts.
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Don’t Regulate Prospective Technology; Regulate Process

As noted above, attempts to comprehensively regulate specific new technologies before 

their scope and utility is adequately understood (flattening and expanding rounds), or 

prospectively before they are developed (ENMOD) carry risk. One risk is unintended 

consequences, such as inconsistency or even illogicality in operational limitations. 

Another risk is the regulatory regime’s inability to evolve as the technology evolves 

because the prohibition was pre-emptively comprehensive—particularly considering 

the intention for AI to learn, adapt and innovate.29 Another risk is that precursor 

comprehensive regulation of a specific military technology can also roadmap for states 

how to avoid regulation by developing similar weapons effects in a particular way so as to 

avoid the application of that regulatory instrument.

An alternative approach is to regulate the process by which technologies—including 

anticipated technologies—are to be developed, acquired, assessed and employed. This 

approach is point-in-time neutral, and can generally be achieved through one or more 

interlocking process-based regulatory approaches, three of which are highly relevant 

to AI: the ‘system of control’, principles-based regulation, and assurance regulation. 

However, it is essential to note at the outset that the solution is unlikely to be found 

solely in any one of these approaches. Rather, the solution is likely to be found in an 

amalgam and synchronisation of these various approaches. That will in itself present an 

organisational and regulatory challenge, but—again—it is a challenge of sequencing and 

linking rather than of ab initio creation.

The System of Control Approach

In its 2019 non-paper submitted to the United Nations Group of Governmental Experts 

on Lethal Autonomous Weapons Systems (GGE LAWS), Australia proposed a ‘system of 

control’ approach to LAWS regulation.30 In this paper, the concept of ‘system of control’ 

was defined as ‘an incremental, layered approach to applying control, covering all aspects 

of a weapon system from design through to engagement’.31 That is, a system of control 

approach employs already existing legal processes and rule sets in an interlocking, 

mutually reinforcing and lifecycle-focused manner to provide a holistic governance 

regime. Components of this system of control include research and development 

regulations, article 36 reviews (including as an ongoing obligation32), targeting 

processes, command responsibility assessments, and end-of-lifecycle decommissioning 

requirements. Certainly the military uses of AI are broader than just LAWS, but there is 

no obvious reason why a similarly lifecycle-focused amalgam of processes would not 

be achievable for this broader capability. Indeed, an approach that covers all military 

applications of AI would, from a regulatory coherence perspective, be far preferable to a 

stove-piped set of parallel but separate regulatory schemes.
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Principles-Based Regulation

UK policy states:

We will work closely with allies and partners to build consensus, promote a 

common vision for the safe, responsible and ethical use of these technologies 

globally, and push for compliance with International Humanitarian Law.33

This approach differs from the system of control approach in that it focuses on principles 

rather than specific system-embedded rules. This approach also tends to be more 

ecumenical in terms of the sources of and concepts for a regulatory system, precisely 

because it is based on principles rather than rules. For example, the UK approach to 

principles-based regulation of AI and LAWS, as noted above, includes reference to safety, 

responsibility and ethics, as well as IHL, as sources for these principles. However, the 

challenge with this approach, as compared to the system of control approach, is that it 

would be ineffective without a precursor (and likely contentious) negotiation as to the 

fundamental principles which will underpin the governance regime, whereas the system 

of control approach tends to leverage a matrix of already existing rules and rule sets. And 

as the Stockholm International Peace Research Institute has noted, the diversification 

and fragmentation of fora and the breadth of the debate, and the trade-offs that will be 

required to crystalise outcomes, will continue to challenge translation of principles into 

practical guidelines.34

Assurance-Based Regulation

The assurance approach focuses particularly on the substantive, measurable content 

of an ‘assurance’ outcome. That is, the assurance approach is animated by the 

requirements of generating adequate levels of trust, rather than by a focus on direct, 

compliance-indicating, specific hard law obligations. An example is the US Department of 

Defense/War’s ‘AI ethical principles’, which assess five factors within its assurance metric:

Responsible. DoD personnel will exercise appropriate levels of judgment and 

care, while remaining responsible for the development, deployment, and use of AI 

capabilities.

Equitable. The Department will take deliberate steps to minimize unintended bias 

in AI capabilities.

Traceable. The Department’s AI capabilities will be developed and deployed such 

that relevant personnel possess an appropriate understanding of the technology, 

development processes, and operational methods applicable to AI capabilities, 

including with transparent and auditable methodologies, data sources, and design 

procedure and documentation.
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Reliable. The Department’s AI capabilities will have explicit, well-defined uses, 

and the safety, security, and effectiveness of such capabilities will be subject to 

testing and assurance within those defined uses across their entire life-cycles.

Governable. The Department will design and engineer AI capabilities to fulfill their 

intended functions while possessing the ability to detect and avoid unintended 

consequences, and the ability to disengage or deactivate deployed systems that 

demonstrate unintended behavior.35

An assurance-focused governance regime, consequently, is not prima facie concerned 

with potentially hard to pin down granular definitions of the technology itself, or the details 

of how or why it is used, but rather with how contextually trustworthy it is assessed to 

be. It differs from the system of control approach in that it is governed by an outcome 

metric—trust—rather than a list of specific rule compliances in the context of a relatively 

linear set of metrics. Assurance also differs from principles-based governance in that it 

is targeted at a perhaps more explicable and unitary measure—trust—rather than at a 

matrix assessment of potentially differently weighted and situationally variable principles. 

However, as with the principles-based approach, the development of an agreed 

assurance metric (such as trust) again presupposes a precursor agreement as to how 

that metric is defined and measured.

Conclusion

Use of process-based regulatory systems for as yet incompletely evolved and understood 

technologies (including AI technologies) that are capable of use in a military context 

is one method by which some of the risks of unintended limitation, ‘rainbow unicorn’ 

regulation, and providing a roadmap for avoiding regulation—which can result from a 

focus on the specific technology rather than on the process of regulation—might be 

avoided.

Don’t Regulate to the Nightmare (Terminator); Regulate to What Is Actually  

in the ‘Pipeline’

It is difficult to argue against the proposition that The Terminator is currently used as a 

touchpoint for debate around how to regulate AI in a military context. As one group of 

scholars have recently asserted of this linkage:

The notoriety of LAWS is not surprising given the predatory, apocalyptic light in 

which they are commonly cast. In the media and elsewhere, LAWS are frequently 

identified with the killer robots of The Terminator movie.36
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Or, perhaps more viscerally, as Ford has observed:

Who, at this point, doesn’t approach a discussion of lethal autonomous weapons 

systems without thinking, even inadvertently, of the villainous ‘Skynet’ … and the 

robot-assassins it dispatches against the noble but hard-pressed remnants of 

humanity in Hollywood’s Terminator franchise?37

Menadue has similarly argued that ‘the Terminator is … considered the poster boy for any 

debate on lethal autonomous weapons’.38

The problem with trying to regulate to the nightmare as the first priority rather than 

focusing on what is actually and realistically anticipated—that is, basing regulatory 

assumptions on possible future, but as yet impractical, technology, rather than on near-

term anticipated technological evolution—is precisely that it runs the risk of not dealing 

with what is in train. It is the ‘now’ and the ‘soon’ which ought to be the initial focus of an 

effective and implementable regulatory system.39 The problem with focusing on ‘sci-fi’ 

technology that does not yet exist, as John Lewis argued as far back as 2015, is that ‘the 

time to act is now’ arguments in relation to these sci-fi techno-fears tend to ‘exaggerate 

the danger posed … and underappreciate regulation’s potential to respond to the 

threats’.40 This is not to say that the Terminator nightmare should be ignored; rather it is 

to say that achieving a stable and scalable regulatory scheme for the now and the soon 

should provide experience that can be deployed to address this more distant concern if 

and as it evolves.

Don’t Focus on One Mechanism or a Single Novel Metric; Regulate by 

Multiple Mechanisms and by Reference to Already Existing and Defined 

Metrics and Contexts

The proposition behind this guardrail is that it is impractical to seek to create and define 

a new regulatory silver bullet—such as meaningful human control, a concept that has 

preoccupied the CCW discussions for more than decade thus far.41 Rather, a less fraught 

option may be to choose metrics or limiters that are more stable and enduring—such 

as domain, place in the ‘kill chain’, and/or consequence—even if this requires stitching 

together multiple processes rather than the development of a singular, standalone, all-

encompassing process.

Meaningful human control has been defined as:

Elements of human control [which are] types of control measures necessary to 

ensure legal compliance, ethical acceptability and operational utility … any kind 

of measure that acts as a necessary constraint on AWS and that could form the 

basis of internationally agreed standards or rules.42



� 215

Australian Army Occasional Papers 

Military AI systems and the design of lifecycle-sensitive governance frameworks

It is the assumed lack of such meaningful, humanly defined and recognisably human 

controls that is the essence of the meaningful human control (MHC) debate. But the 

problem with focusing so heavily on MHC as the silver bullet metric for governance is that 

as a concept, it is difficult to define and operationally assess, and has little textual support 

in existing law. As Gerald Mako has observed of MHC:

[T]he Gaza war already pointed to MHC’s serious limitations. Israeli Defense 

Force operators were reportedly approving AI-generated targets in an average 

of 20 seconds with minimal scrutiny, leading to a 10% error rate and thousands 

of civilian deaths. This underscores that while MHC may very well be effective in 

smaller operations, in large-scale and/or drawn-out conflicts where the speed and 

volume of AI decisions overwhelm operators, it is unlikely that rushed oversight 

will prevent IHL violations.43

Perhaps a better approach might be to start by regulating via an already established or 

known concept, metric or paradigm. This approach would offer a discrete but scalable 

start point, and there are a variety of options that immediately present.

The first option is to iteratively regulate by domain. For example, a scheme could 

start with regulation of AI in naval warfare contexts, where the issues of identification, 

distinction and proportionality are to some extent easier to manage than situations 

on land because of the platform-based targeting rules.44 Once the ‘easier’ issues are 

resolved, the scheme could then step up to the next domain (air, cyber, space?) before 

then progressing to what is undoubtedly the most complex domain in this regard: land.

A second option is to regulate by place in the kill chain. This could involve beginning at 

one end of the spectrum and then iteratively building—or reducing—from that point. For 

example, a regulatory regime could begin with AI that does supply or logistics but has 

little or no role in the kill chain; then move to enablers that get successively closer to 

the end effect, such as senor managers or decision-support managers; then reach AI 

that directly delivers a destructive effect. The lessons learned by first regulating further 

from the lethal effect could then inform the evolution of the regulatory scheme as it leans 

further into complexity while approaching the delivery of lethal effects.

A third option is to regulate by consequence. This approach would prioritise what it is that 

using the AI ‘causes’. This is more than just an analysis of risk simpliciter, as it includes 

quantitative and qualitative assessments of the nature of the harm. This is in some ways 

the EU approach in respect of prohibited practices, as encapsulated in the 2024 EU 

Artificial Intelligence Act.45 For example, in a military context, if the AI kills or destroys, 

LOAC already has clearly applicable rules which are well embodied and embedded in 

the targeting process, and these rules already have a built-in balancing mechanism: the 

principle of proportionality. If the AI enables a consequence, LOAC already has criteria 
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for assessing what first and second order effects, or reverberating consequences, are 

relevant to the assessment,46 and also has rules about what acts or roles or conduct have 

the consequence of characterising that ‘thing’ as direct participation in hostilities and 

thus describing proximity to destructive consequences.47 The point is that it may be more 

efficient, effective and sensible to use a known paradigm, concept or metric to underpin 

how we consider, assess and sequence the regulation of AI operations, rather than trying 

to impose a single, new, ill-defined and legally indeterminate metric as the regulatory 

silver bullet.

Conclusion

The three guardrails above are offered as suggestions for how we approach the 

development of a (currently) enduring and useful governance regime for AI in a military 

context. However, equally important to any regulatory development enterprise is 

the identification of necessary inputs. In this regard, there are three key inputs to or 

components of such a regime which we can say are already in place (knowns), but two 

key inputs or components necessary for the regime which would need to be identified 

(unknowns). Additionally, there are a number of more variable components which are 

quantifiable only in point-in-time assessments, such as reaching the tipping point of 

political will to develop a governance regime. Given their fluidity, uncertain variables such 

as political will not be further addressed; however, the three key knowns and the two key 

unknowns are more capable of general description and will be briefly outlined below.

Existing Components

The three already existing components of a lifecycle governance regime for AI in a 

military context are the existing law, the existence of recognised mechanisms for 

evolutive interpretation of existing law, and a generally permissive approach to soft law 

development.

The Substantive Law/Rules (and the Expertise to Interpret and Apply Them)

The Australian government has told the UN’s GGE on LAWS that:

Australia advocates for building a shared understanding of how existing IHL 

applies to LAWS before pursuing any new legal instrument. Australia is fully 

committed to building this shared understanding through the ongoing discussions 

in the GGE. Accordingly, we do not support the creation of a parallel process on 

LAWS that would be detrimental to our collective efforts in the GGE.48
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That is, among the myriad existing rule sets that directly (LOAC, weapons law, command 

responsibility) or indirectly (counter-proliferation, technology transfers, international 

standards) govern AI that can be used in military contexts, there is a patchwork of 

sub-rules and processes that can readily be identified and networked into a coherent 

governance ‘paradigm’ for the technology. For example, as Marko Milanovic recently 

noted of AI in military contexts within the international criminal law paradigm:

[I]n my view, and when it comes to international criminal justice in particular, 

there is a tendency in some of the literature to overemphasize the extent of these 

challenges and the game-changing nature of AI as a disruptive new technology …

[W]e’re going to be fine with the law as it stands today, at least insofar as the core 

business of international criminal courts and tribunals is concerned. AI does pose 

challenges, but they are not so radical and transformative that we won’t be able to 

effectively address them.49

This does not mean that there is a single, clear, existing sub-rule for every current and 

anticipated issue—no rule set can achieve that. But the existing rules include criteria and 

mechanisms that also allow for any gaps or uncertainties in this patchwork paradigm to 

be resolved, and this is the second already existing component of a lifecycle governance 

regime for AI in military contexts without the need for new hard law.

Additionally, it is essential that what might be considered peripheral rule sets should 

also be mined for their utility in establishing governance frameworks. A case in point 

is contract law, which can operate both to constrain users (governments) and creators 

(enterprises) and to give effect to the ‘red lines’ of both the regulator and the regulated. 

In the first instance, contract is a sound method by which governments can build into 

development programs the limitations that international law imposes upon them. In the 

second instance, as the Pentagon–Anthropic dispute illustrates, enterprises can also 

seek to leverage contracts to place limitations on governments and militaries in terms 

of the uses that AI is put to.50

One further benefit available from the existing rule sets is the extent to which parallel 

existing capabilities in interpreting and applying these rule sets—for example, military and 

government legal advisers and legally aware operators—are essential to this endeavour. 

The application of human experience and expertise in the initial acceptance (e.g., 

article 36 weapons review), and lifecycle monitoring as against the relevant governance 

framework will be essential to building trust in respect of AI in military contexts.
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The Existence of Interpretive Mechanisms to Evolve Existing Law in the 

Face of New Technologies

International law already encompasses quite liberal systemic rules on interpreting extant 

law to fill gaps or clarify uncertainties. These range from the textual rules found in the 

VCLT,51 to the subsequent state practice rules,52 through to the rules for identifying 

customary international law (CIL)53—noting that there is scope for the rapid formation of 

CIL where critical advances outrun the usual pace of CIL formation, as with Nuremberg,54 

space law,55 and thus potentially AI law. That is, the existing systemic rules around 

international law interpretation are fundamentally evolutive rather than treated as frozen in 

time in an originalist manner. This allows for rules to be applied by analogy, by extension 

or by reduction from general principles in order to ensure coherent responses to new 

challenges, including the advent of new technologies requiring regulation in a manner 

that is coherent with existing paradigms.56 The ‘how’ of this process is often a function 

of non-treaty negotiation fora such as soft law development, which is the third already 

existing component that supports the development of a lifecycle governance regime for AI 

in military contexts without the need for new hard law.

The General and Highly Useful Permissiveness Around Processes for 

Developing Soft Law

As noted above, soft law can be found in a wide variety of sources that go well beyond 

the more narrowly defined sources from which hard law can be distilled. Guidelines, 

declarations, resolutions, expert commentaries, statements of principle, codes of conduct, 

state non-papers and so on can all be used to develop the necessary interstitial threads 

required to bind together existing hard law and existing interpretive methodologies into 

a coherent regulatory scheme. And because the fora in which soft law instruments or 

processes can be developed are highly varied and permissive (which is not the case 

for hard law), using soft law as the regulatory glue for a lifecycle governance regime for 

AI in military contexts is achievable, acceptable and much simpler than seeking hard 

law responses to identified gaps or uncertainties. This is not to ignore the limitations 

that can attend soft law development—non-bindingness, like-mindedness, the risk of 

advocacy obscuring pragmatism—but it is inescapably the case that soft law (currently) 

offers a more realistic path to creating a lifecycle governance framework out of existing 

components than the negotiation of a new hard law instrument to that effect.
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New Components Required

The previous section briefly described three existing components of the international 

legal system that can be—and are currently being—leveraged to develop a lifecycle 

regulatory scheme for AI in military contexts. However, this should not obscure the fact 

that there are a number of unknowns which will still need to be grappled to the ground 

so that the longevity of the lifecycle governance regime can be monitored and the next 

regime planned. That is, there is a point at which a lifecycle governance regime built on 

components we already have will fail because the ‘thing’ being governed will itself change 

so radically and qualitatively that it is no longer recognisable to (and thus capable of being 

regulated by) the applicable governance paradigm. This could perhaps be called, as The 

Economist noted of the advent of the Claude Mythos AI, a ‘Mythos moment’.57 In this 

specific case, for example, it has been reported that the AI has not been publicly released 

precisely because its capabilities (including in respect of hacking and potential misuse 

in relation to biosecurity) are ‘unnerving’.58 In this respect, the two key unknowns are the 

‘what’ and the ‘when’.

Identifying the ‘What’ That Will Make an AI Regulatory Paradigm Shift 

Necessary

The first unknown is ‘the thing’—the ‘Mythos’ of the Mythos moment—that will change 

the paradigm as regards AI and military operations and capabilities. It is the advent or 

event that will render any existing or evolved governance approach qualitatively and 

systemically obsolete and ineffective. That is, we need to identify ‘the thing’—the incident, 

the initiative, the discovery, the accomplishment, the threshold—that will fundamentally 

change the nature, capabilities and/or latent malignity of AI from what we now see and 

what we realistically anticipate.

But identifying that thing is itself a problem. Is ‘the thing’ about the measure of trust in, 

or capacity to trust, an AI? Or is ‘the thing’ what happens when what goes on inside the 

black box is no longer explicable by or to humans? Or is ‘the thing’—as Sam White and 

others have argued—the point at which ‘apply[ing] anthropocentric law to a situation 

where damage is caused by this autonomous system’ becomes intolerably difficult or 

even impossible?59 Or is ‘the thing’ something else entirely unforeseen at the moment? 

An example might be a globally condemned AI-executed strike that has disastrous 

consequences—a radically scaled-up version of the Minab school strike in Iran on 28 

February 2026, which was linked to Claude and Maven.60 A more tidal example might be 

the point at which an accumulation of reliance on AI by a military force manifests in a loss 

of receptiveness to political control, prompting governments to regulate more closely and 

intensely. Regardless of the nature of the ‘Mythos’ event, it is essential that someone, 

somewhere, is planning for the ‘what next’ once the Mythos—the paradigm-shifting 

‘what’—occurs.
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Identifying the ‘When’ of That ‘What’

Once the ‘what’ of the thing that will herald the necessity of a paradigm change is 

identified, we need to start thinking about the ‘when’. This is an identifiable point in 

time, technology and/or law where AI is approaching or achieves ‘the thing’—that 

is, the ‘moment’ aspect of the ‘Mythos moment’. This is because, at the culminating 

point of the anticipated ‘what’, any governance paradigm we evolve from the tools we 

currently have is likely to cease to be effective, or sufficiently effective, and to therefore 

need to be replaced. That is, the ‘when’ of the ‘what’ is the point in time of failure for the 

current regulatory paradigm. This may well be the point at which we ultimately conclude 

that we actually do need new hard law to underpin a (future) AI lifecycle governance 

regime, and therefore we ought to have some people already thinking—separately from 

the debate about the now—about this point in time.

Conclusion

It is a fact of the current geopolitical situation that the negotiation of new hard law to 

regulate AI in military contexts is almost certainly a non-starter. But it is also clearly 

arguable that (assuming political will) we already have the necessary tools to develop a 

functional and appropriate lifecycle governance regime for AI in military contexts. Further, 

it is likewise clear that in doing so, we ought to steer away from specific technology-

based regulatory assumptions; rather, we should focus on processes, patchworks, soft 

law, existing and well-defined metrics, and what is anticipated rather than what is feared. 

However, there will inevitably come a point at which the technology that creates or 

supports the use of AI in military contexts will outstrip and render redundant any existing 

or derivative regulatory regime we can construct with the tools we already have. In order 

to prepare for that future, we should not let the (currently) enduring viability of any lifecycle 

governance regime we develop with those tools distract some of us from the need to also 

be looking at the ‘what’ and the ‘when’ of a future governance paradigm shift.

What might this mean for Army (and indeed for the ADF more generally)? Three thoughts 

are immediately apparent. First, a focus on creating a lifecycle governance framework 

out of existing tools, systems, rule sets, and architectures will require the development 

of deeply specialist legal officers who can understand and relate to AI operators in 

their own terms, and also AI operators who are legally aware and thus attuned to the 

governance potentialities—and threats—of both intra- and extra-paradigmatic ripples 

and developments. Second, wargaming the unlikely, the unexpected and the unwilled 

should be built into testing and analysis regimes so as to understand whether and 

when a paradigm-fracturing Mythos moment might eventuate—and thus be mitigated—

regardless of the chance of actual occurrence. The lessons learned from wargaming 
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the worst scenarios from AI-linked operations will offer a sound basis from which to 

develop possible indicators and warnings that a Mythos moment may be on the horizon 

(and thus avoided). Third, further research into how use of AI in military contexts can be 

infused with chapeau influences such as command intent, political control and campaign 

appreciation should be prioritised. This is not an issue of tactical or meaningful human 

control; rather, it is an essential means to mitigate down to the lowest practicable level the 

possibility that the Mythos moment arises as a result of the military’s operational loss of 

responsiveness to, or imbued-ness with, strategic and political oversight.
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Introduction: Human Interaction in AI-Enabled Land Warfare

In early 2026, the dispute between Anthropic and the United States Department of 

Defense (US DoD) revealed a certain fragility within industry–government relationships 

regarding the development of military artificial intelligence (AI). Put simply, the dispute 

resulted in Anthropic refusing to authorise the use of its models for two specific use 

cases—fully autonomous weapon systems and mass domestic surveillance. The basis for 

the refusal was that these use cases ultimately violated the company’s usage policies and 

its assessment of what current AI technology can safely and reliably do.1 The US DoD 

argued that, from its perspective, it was not appropriate for Anthropic to predetermine 

the use cases for the Pentagon as long as the models were employed for ‘any lawful 

use’, and internal policies and regulations would guide US DoD use of, for example, fully 

autonomous weapons.2 When Anthropic refused this sweeping access, the department 

designated Anthropic a supply-chain risk—a label conventionally reserved for foreign 

adversaries and never previously applied to a US company—and directed federal 

agencies to cease using its products.3 However, equally important was the signal to 

the wider defence-technology industry—grant unrestricted access or face potentially 

significant consequences.

This episode has important implications for the future of government–industry 

relationships across the globe. The US DoD signalled its intent to employ AI in contested 

use cases, or at least to preserve the flexibility to do so, and was willing to impose 

serious consequences on an American company that declined. Industry, in turn, 
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now has legitimate reasons for caution in partnering with the US DoD or other defence 

organisations on the development of such systems, particularly the firms best positioned 

to deliver reliable AI.

Understanding the contours of these relationships matters because industry has an 

irreplaceable role in developing reliable, responsible and lawful AI systems. Anthropic’s 

original position rested on two concerns: that frontier AI is not yet reliable enough for 

fully autonomous weapons to function predictably, marking a red line for the company, 

and that there is a significant risk that commanders would delegate targeting decisions 

to machines. As Anthropic CEO Dario Amodei explained, the issue is that there is a 

need to preserve ‘the right for military officers to make decisions about war themselves 

and not turn it over to machines completely’.4 Clearly, one of the core elements of this 

dispute is the appropriate role for human decision-making and the question of who 

gets to decide the boundaries of human–machine interaction. And to be sure, the issue 

and understandings of human control are valid and have been thoroughly analysed 

elsewhere.5 However, the unique role of industry in curating a decision space, and the 

role of human judgement within that space, remains underexplored. This article 

addresses this gap with a particular focus on land warfare.

AI is already influencing military operations not only through autonomous platforms but 

also through a growing range of decision-support systems that inform human decision-

making.6 In contemporary and emerging land operations, AI is already, or is likely to 

be, employed in a range of use cases, such as intelligence analysis, target recognition, 

sensor fusion, logistics, mission planning, and battlefield decision support, among 

others.7 This level of AI integration points to a core concern for armies, which is less a 

question of autonomy and autonomous weapons, and more a question of how human 

commanders and soldiers will operationalise human judgement if AI increasingly shapes 

the information on which operational decisions are based.

For the Australian Army, this question is especially pressing.8 The Australian Army and 

the ADF as a whole have repeatedly recognised the importance of addressing human–

machine interaction at the outset. Put simply, the human-control issues most pressing in 

a land environment differ, or at least have different dimensions, from those in maritime 

or air operations. Land warfare is marked by rapidly changing conditions, degraded 

communication environments, and greater uncertainty and complexity, particularly in 

urban environments. The introduction of AI systems —both decision-support systems 

and weapon systems—carries risks and opportunities for human control in land 

operations. Those risks and opportunities are explored elsewhere; this article focuses on 

the role industry plays in addressing the human-control issues specific to land operations.
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The Australian Army has been at the forefront of addressing these questions. Numerous 

doctrinal and policy sources note the importance of incorporating AI while preserving 

space for human judgement. For example, the ADF Concept for Command and Control 

of the Future Force recognises that emerging technologies are reshaping the conduct of 

command and control and that Defence must adapt its concepts, education and capability 

development accordingly in order to ensure operator awareness and understanding.9 

Additionally, the Army’s Accelerated Warfare: Futures Statement for an Army in Motion 

frames adaptation to rapid technological and strategic change as a core challenge for 

the Army, emphasising the need to connect strategy, capability and innovation more 

effectively.10 Following these larger perspectives, the Army’s Robotic and Autonomous 

Systems Strategy calls for robotic and autonomous systems (RAS) to ‘present information 

in a useable and intuitive way to the soldier’.11 Finally, the recent policy strategy for 

responsible use of AI in defence makes it clear that AI is not a niche technical issue but 

part of a broader transformation in how the Australian Army is commanded, coordinated 

and employed.12 All of this guidance is necessary for building the policy and doctrinal 

foundations necessary for responsible AI integration and curating human–machine 

interaction, but there undoubtedly needs to be more specific guidance on design 

parameters for industry to develop Australian military AI. This article takes a step towards 

defining what that guidance could include.

The Australian Army and partner nations are right to highlight the acceleration of 

operations, and equally right to ask harder questions about the integration of AI into land 

operations specifically. To be sure, there are domain-specific considerations regarding 

the deployment of AI and the role of human judgement. The Army must prioritise a more 

human-centric focus as it equips and prepares soldiers, whereas other domains, such as 

air and sea, are more platform-centric. This is not to suggest that there are no important 

implications for human–machine interaction, but there are notable differences in these 

approaches.13 This distinction is also important because Army systems must function 

in environments where the assumptions underpinning AI models’ development and 

training are likely at their weakest. Land operations are often conducted under unstable 

conditions, such as intermittent communications, a contested electromagnetic spectrum, 

degraded sensor inputs, incomplete data and high risks of adversarial deception.14 If 

AI systems are not developed, trained and tested for such conditions, the assumptions 

that industry has established in system design are unrealistic for these challenging 

conditions. This would result in AI systems becoming less reliable at critical moments 

when commanders are under pressure to act. Human interaction, therefore, cannot be 

understood merely as a matter of preserving the opportunity for a human to decide, but 

rather as the ability of commanders and operators to employ informed judgement and 

retain authority when systems are uncertain, partial or wrong. Industry plays a critical role 

in achieving this.
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This article argues that preserving human control in AI-enabled systems depends on 

designing human–machine interaction so that informed judgement is preserved in 

contested operational conditions. In this context, the central challenge is not whether the 

human stays somewhere in the decision chain, or ‘in the loop’, but whether the human 

can appropriately judge, interpret, challenge and override the system’s recommendations 

or actions when required. Because much of this capability is designed and delivered 

outside the Army itself, the defence industry—in Australia and abroad—plays a decisive 

role in shaping whether human control is built into the system or merely bolted on through 

the operator’s interaction with it after deployment.

As discussed further below, this article offers five design mechanisms for preserving 

informed human judgement: interface design, presentation of uncertainty, override 

architecture, transparency of data inputs and outputs, and fallback states under degraded 

conditions. These are not peripheral technical details; nor are they considerations to 

be left to industry alone, because they are the ultimately practical mechanisms through 

which human judgement is either preserved or eliminated.15

The article proceeds in six parts. The first examines how AI is likely to influence decision-

making in contemporary and future land operations. The second considers why degraded 

and contested environments make human–machine interaction especially difficult in 

Army operations. The third identifies the design mechanisms through which industry 

implements the preservation of informed human judgement in practice. The fourth proposes 

three practical design principles for AI-enabled systems intended for land warfare. The fifth 

examines implications for the Australian Army specifically. And the sixth concludes.

AI and Decision-Making in Contemporary Land Forces

One of the most transformative effects of AI in land warfare is its integration into 

the processes by which commanders and operators perceive, interpret and act on 

information. AI-enabled systems are increasingly employed for tasks such as processing 

intelligence, sensor fusion, route planning, predictive maintenance, autonomous logistics, 

operational planning, mission simulation, and support for targeting decisions, to name 

a few.16 In other words, AI will have a hugely influential role in land operations through 

shaping how humans make decisions compared to other applications with autonomous 

systems. This distinction matters because it shifts attention from questions of machine 

autonomy to the equally important question of how machine outputs enter command 

processes and shape human judgement.17

Experts similarly argue that the Army’s future relationship with machines is likely 

to evolve from the use of tools to various forms of human–machine teaming, with 

important implications for trust, command relationships and organisational adaptation.18 
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These arguments suggest that future Army operations will not merely add AI onto existing 

command arrangements but will involve a more fundamental reconfiguration of how 

information is produced, shared, interpreted and prosecuted.19

This has several implications for land operations. First, AI will compress parts of the 

decision cycle by processing large volumes of data at a pace beyond the capacity of 

teams of analysts.20 That will certainly increase the speed of detection, prioritisation 

and recommendation outputs. Second, AI can aggregate data from multimodal sources 

and produce a synthetic operational picture that is likely to be difficult to construct in real 

time.21 Third, AI may increasingly recommend courses of action, or have other predictive 

functions, rather than simply presenting information—examples include flagging likely 

targets, suggesting routes, identifying anomalies, or predicting likely enemy movement 

patterns. This is an important distinction in identifying what AI offers that is ‘new’ in data 

analysis and processing. The significance is not simply in the collection and presentation 

of information but in the incorporation of that information to suggest tangible action and 

become a contributing element of the decision space. At that point, the issue is no longer 

one simply of efficiency but of how human judgement is shaped by machine-generated 

outputs.22

For land forces, the significance of this problem is heightened by the distributed and 

time-sensitive nature of operations. Tactical commanders often act with incomplete 

information, limited opportunity for deliberation, and uneven communication with 

operational command.23 AI-enabled decision support introduced into this environment 

may provide substantial benefits towards addressing those challenges, but it may 

simultaneously create new forms of fragility and reliance. For example, an apparently 

high-confidence recommendation may obscure the degree to which the system relied on 

incomplete or degraded inputs.24 In another example, a common operating picture could 

conceal the system’s uncertainty rather than showcase it.25 In another case, a prediction 

model could produce a seemingly reasonable output when, in fact, its assumptions are 

no longer applicable. In each case, the human is still present, but the quality of control 

depends on whether the system reveals or hides its own limits.26

This suggests that the key control issue in Army AI is not necessarily the allocation 

of authority between humans and machines but the quality of the human–machine 

relationship through which decisions are made. A system that produces recommendations 

in a way that supports situational awareness, reveals uncertainty and requires critical and 

informed judgement will ultimately strengthen command. A system that presents outputs as 

authoritative and contestable only to a limited extent will weaken it, even if a human formally 

approves every decision.27 Therefore, commanders do not only need to know why a system 

behaved as it did after an action has occurred; instead, they need to be able to determine 

whether its recommendation should be considered at all. 
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This issue becomes even clearer when considering the specific conditions of degraded 

and contested land warfare. It is one thing for an AI-enabled system to perform effectively 

when data are abundant, networks are stable, and sensor coverage and output are 

reliable. It is another for that same system to remain usable when communications are 

disrupted, data feeds are partial, or adversaries deliberately manipulate the information 

environment. The next section, therefore, examines the operational conditions that make 

human control in land warfare uniquely difficult, and why those conditions should be 

treated as the baseline for industry to design for.

The Reality of Land Operations: Degradation,  

Uncertainty, Complexity

As mentioned, a significant point of vulnerability for militaries incorporating AI is that 

systems are often designed, developed, trained and tested by industry, which has its own 

set of assumptions and interests.28 But those assumptions do not necessarily reflect the 

realistic environmental conditions of land warfare. In conditions marked by intermittent 

communication or disrupted sensor feeds, for example, the problem of human interaction 

becomes more acute, as the reliability of machine-generated recommendations becomes 

more uncertain in critical moments with intense time pressure, and when they stand to 

benefit most from AI support.29

Therefore, it is a pressing and immediate challenge for the human decision-makers to 

understand what the system is doing when the information environment is fragmentary 

or corrupted. In those instances, human judgement may be weakened or eliminated when 

a system presents conclusions without making visible the degraded quality of its inputs, 

the uncertainty of its outputs or the assumptions underpinning its recommendations. 

In that sense, degraded environments do not merely create technical problems for 

AI-enabled systems; rather, they expose whether human interaction and judgement have 

been designed as an operational function or preserved only as a formal decision point.30

For AI-enabled systems, the challenges of land environments create at least three 

interrelated challenges. The first is data degradation. The quality of performance of AI 

systems depends on large volumes of timely, high-quality input data to generate reliable 

classifications, predictions or recommendations. In contested environments, however, 

data may be incomplete, delayed, contradictory or intentionally manipulated. Under these 

conditions, a system is likely to produce outputs that appear reasonable and actionable, 

even though the information supporting them has deteriorated significantly, thereby 

compromising their accuracy and operational utility. What is unclear is whether the 

operator can perceive that the system’s picture quality has degraded.31
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The second challenge is uncertainty in interaction. Human factors research has long 

demonstrated that operators are vulnerable to over-reliance on automated systems, 

particularly when decisions must be made quickly and when machine outputs carry an 

appearance of authority.32 Some experts note the distinction between misuse, disuse and 

abuse of automation to show that poor human–machine relationships arise not because 

humans are absent from the decision process but because systems are trusted beyond 

their appropriate scope or employed in conditions for which they were not designed.33 

In contested land operations, these dynamics carry particular weight. Accelerated pace 

and tempo compress the time available for deliberation, while an incomplete information 

picture increases the cognitive pressure to treat machine outputs as a substitute for 

judgement rather than a support to and enhancement of it. There is a risk that this will 

result in a gradual shift in the character of human control.

The third challenge concerns machine confidence in complex operational environments. 

While the previous challenge focuses on how humans relate to AI systems, the opposite 

is equally important—how AI systems behave when the operating environment becomes 

unreliable. AI is valued in military applications precisely because it can manage 

complexity—sorting, prioritising and recommending at machine speed. Yet in combat 

conditions, that apparent reduction in complexity may itself introduce operational risk. 

AI systems trained on historical patterns may continue to generate outdated outputs 

when the environment has shifted in ways those patterns do not capture. For example, 

a predictive model trained on an adversary’s past behaviour may continue to produce 

recommendations based on that training even if doctrinal shifts or other vital signals 

indicate that the adversary is breaking from past patterns. This introduces new risks for 

commanders when introducing AI systems and highlights the importance of recognising 

the alignment of AI systems with the environment in which they are deployed.

Industry has a critical role in addressing these problems. If AI systems do not embed 

human control mechanisms for degraded environments, human control will be strongest 

when it is least needed and weakest when it is most needed. By contrast, if systems are 

designed on the assumptions that communications will be intermittent, data will be partial 

and adversaries will actively manipulate the information environment, human–machine 

interaction can be made to support—rather than substitute for—judgement under 

precisely those conditions.

For the Australian Army, this point has direct capability implications. Australia is unlikely 

to deploy AI-enabled land systems only in benign or highly connected environments. 

Any serious consideration of future Army capability must assume operations over wide 

distances, reliance on coalition networks, and exposure to electronic warfare, cyber 

disruption, and degraded battlespace awareness. Under those conditions, the value of AI 

will depend not only on the sophistication of the model but also on whether the system 

is designed to communicate uncertainty, reveal degraded inputs and inform human 
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judgement when the technical and operational picture is incomplete. Human control, 

in other words, is tested not when systems perform well in ideal conditions, but when 

they continue to function effectively even as the basis for trusting them is unclear.

Industry Mechanisms to Preserve Human–Machine Interaction

Industry is critical to tackling these challenges, and if human–machine interaction in 

AI-enabled land warfare is to be genuine rather than symbolic, it must be deliberately 

built into the system through thoughtful design. In practice, many of the systems through 

which the Army will encounter AI are developed not by military organisations themselves 

but by defence companies, software providers or other research partners. As a result, 

the practical operationalisation of human interaction is often determined before the 

system is fielded, with industry ultimately deciding the parameters of system architecture, 

the design of the interface, the way data are presented, the conditions under which 

users can intervene, and the mechanisms by which the system fails or reverts under 

degraded conditions. Therefore, questions of human interaction are a matter not only for 

commanders and operators but also for engineers and designers, and industry is central 

to resolving them.

As discussed above, the degraded conditions that characterise land operations pose 

significant challenges for AI system performance. Ultimately, systems developed for the 

Army are likely to operate precisely in those conditions where AI reliability is under the 

greatest pressure. Industry therefore plays a critical role not only by supplying AI-enabled 

capability but also by embedding specific mechanisms that preserve human judgement 

in such operationally realistic conditions. This article addresses five mechanisms 

in particular: interface design, presentation of uncertainty, fallback modes, override 

architecture, and transparency of data inputs and outputs. The discussion of each 

mechanism also includes a brief hypothetical example to illustrate the design features 

in concrete terms.

The first mechanism is interface design. Human control depends heavily on how the 

system structures and bounds the operator’s decision space. The interface is a critical 

tool because it does not merely display information—it shapes what the operator notices, 

what appears important, which courses of action seem available and how much cognitive 

effort is required to assess an AI recommendation. Consider a concrete example: a 

route-planning tool used by a tactical commander under significant time pressure. 

If the interface presents a single AI-generated route as the recommended option, 

the commander is effectively being asked to approve a conclusion rather than make an 

informed decision. She may have no visibility into whether the route was generated from 

current or outdated data, whether it includes the latest reported enemy positions, or how 
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the system weighted competing factors such as speed, cover and network connectivity. 

While the recommendation appears sound, the amounts of time and cognitive effort 

required to question it are high. This is not to suggest that the opposite is better—human 

factors research shows that the solution is not to display more information. Overloading 

the interface with information such as system assumptions, confidence scores and data 

provenance risks replacing one human factors problem with another—overwhelming 

commanders with details when clarity is the priority. Therefore, the design challenge for 

industry is one of calibration—presenting information in a way that supports informed 

judgement without sacrificing the speed and cognitive efficiency that make AI decision 

support valuable in the first place. Getting that calibration right for combat environments 

requires deliberate, operationally informed design choices for realistic conditions.

The second mechanism is the presentation of uncertainty. One of the greatest risks in AI-

enabled military systems is that outputs appear authoritative even when the information 

supporting them has degraded. In land warfare, this risk is acute because operators 

work under time pressure and have limited capacity to validate machine-generated 

recommendations against other independent sources. To be clear, the problem is not 

that AI systems produce uncertain outputs, because uncertainty is a guaranteed feature 

in a complex operational environment. The problem is that uncertainty is invisible 

to the operator who receives and interprets those outputs. For example, consider a 

targeting recommendation generated by a sensor-fusion system operating in a complex 

environment. In this case, the operator is unaware that one of the system’s data feeds 

has dropped entirely and been replaced by stored data from several hours earlier, and 

that a second sensor has been intermittent for the past 40 minutes. The recommendation 

the system produces looks the same as it would if all feeds were live and in real time, 

with the same format and apparent certainty. The operator may have no way of knowing 

that the picture underlying the recommendation has deteriorated, and—under time-

critical pressure to act—she is unlikely to pause and investigate. This example points to 

an important risk: not of the system being wrong but of the operator having no reliable 

means of knowing when to be sceptical. The solution is not necessarily to attach a raw 

statistical confidence score to every output, as research shows this may not provide more 

clarity to the operator in the field. Industry is better served by designing systems so that 

uncertainty is communicated in forms that are operationally meaningful. It may seem 

counterintuitive, but a system will be more helpful if it displays uncertainty and clearly 

preserves the operator’s capacity to calibrate trust, apply judgement, and intervene when 

confidence is no longer warranted.

The third mechanism is the design of fallback states.34 As discussed, AI-enabled systems 

will not always have access to stable communications, complete data or uninterrupted 

connectivity. Fallback modes are the conditions a system reverts to when its primary 

capabilities are no longer available—a degraded state that may offer less analytical 
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capacity or fewer options but keeps the system functional and, importantly, keeps 

the operator informed about what has changed.35 A system that continues to produce 

outputs without telling the operator that its underlying picture has deteriorated may 

leave the operator in a worse position than if the system had never been introduced at 

all, because she is now operating without the situational awareness she would have 

developed through other means. Consider another example. An AI-enabled targeting 

recommendation system is operating in an urban environment. Over the course of an 

operation, the system has built a detailed operational picture of a city—identifying new 

construction, structural changes to buildings, and other features of the urban landscape 

relevant to targeting decisions. However, the system experiences a malfunction and 

reverts to its fallback state, losing the operational picture it has collected and defaulting 

to its baseline map data. That baseline reflects the city as it was when the system was 

originally configured, before it learned anything during the operation, including about 

new construction and other structural changes. A poorly designed fallback makes 

none of this visible to the operator. The system would continue to generate targeting 

recommendations, and the commander would have no indication that the picture 

underlying those recommendations no longer reflected the city’s current layout. Strike 

recommendations drawn from that degraded picture carry both operational and legal 

risks—such as hitting structures whose function or occupancy has changed, or missing 

features of the urban environment that have since become operationally significant. 

A commander cannot assess those risks if she does not know the picture has changed. 

A well-designed fallback, by contrast, alerts the operator immediately to the malfunction, 

clearly identifies which data has been lost, and flags that recommendations are now 

being generated from baseline data that does not reflect the real-time operational picture 

the system had previously accumulated.

The fourth mechanism is the design of the override architecture. It is common to 

claim that human control is preserved because a system includes a system override 

mechanism, especially in ‘human-in-the-loop’ models. However, in practice, having 

an override mechanism and having access to the information needed to determine its 

appropriate use are two different things. The mere existence of the ‘stop’ button does 

not, in fact, preserve human control. The more fundamental design question is not 

whether an operator can physically activate an override but whether she has sufficient 

information to know when to do so. Consider a targeting-support system that produces 

recommendations a commander finds tactically suspect. If the override mechanism 

operates in isolation from the system’s other data sources, that is, if activating it simply 

stops the current recommendation without telling the commander why the system arrived 

at that recommendation, what data it was drawing on or how confident it was in its output, 

the commander is being asked to exercise judgement without the necessary information. 

She may or may not override correctly, but either way, the decision is less informed than 

it should be. A well-designed override architecture needs to be closely integrated with 
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the system’s other transparency functions. For example, when an operator considers 

intervening, the system might include the information most relevant to that decision, 

such as what the recommendation was based on, where the data inputs are strong or 

weak, and, perhaps most significantly, what the operational consequences of an override 

are likely to be.

The fifth mechanism is transparency of data inputs and outputs. Transparency here 

means designing the system so that the operator has sufficient context around where 

a recommendation came from and what its limitations are, enabling an informed 

decision about how much weight to place on it. There are two dimensions of input/

output transparency that are most critical here. The first concerns the data used to train 

and test the system. A system learns what it is taught, and if the conditions reflected in 

its training data do not match those in which it is deployed, its recommendations may 

be unreliable in ways that are not immediately apparent to the operator. For example, 

imagine a target-recognition system trained predominantly on land-based environments 

with disproportionately sunny conditions. When that system is deployed on a morning 

of dense fog, it is being asked to assess and recommend targets in conditions its 

training data did not adequately represent. If the operator has no way of knowing that 

the system has limited exposure to low-visibility environments, she cannot account 

for that limitation in her own judgement—and a recommendation that would warrant 

scrutiny in fog is accepted with the same confidence as one generated on a clear day. 

The second dimension concerns the data it is using in real time. In a separate example, 

imagine a system that estimates civilian presence in an urban area by collecting and 

analysing mobile phone signals. In a busy marketplace during a local holiday, the volume 

of signals may exceed the system’s capacity to fully process them, leading the system 

to underestimate the number of civilians present and to produce targeting information 

that does not reflect the actual civilian risk on the ground. If the operator is not told that 

the system’s data collection was incomplete and that the picture of civilian presence it 

is working from is only partial, then she has no basis for treating that recommendation 

with the caution it warrants. This is not to suggest that a soldier in the field needs to 

understand how a model was built. She does need to know, in plain terms, whether the 

system was designed for the environment she is operating in and whether the picture it is 

working from reflects the situation as it currently stands.

Taken together, these mechanisms illustrate the critical role of industry in curating 

human–machine interaction and maintaining informed judgement. Interface design 

shapes which information is used and how decisions are framed; the presentation of 

uncertainty shapes how much confidence the operator should have; fallback states shape 

how systems remain usable and appropriate under degradation; override architecture 

shapes the decision space for terminating the system appropriately; and transparency of 

data inputs and outputs shapes whether operators can understand the basis and limits 
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of machine recommendations. Through these mechanisms, industry determines whether 

informed judgement is embedded in the capability itself or simply understood as the 

requirement for a human to ‘press a button’. But, as is made clear, it is not this simple.

Designing for Human Control: Three Design Principles  

for Land-Based AI Systems

The previous section illustrates the critical role of industry in curating human–machine 

interaction through particular design mechanisms. But industry is currently left to its 

own devices to make many of the design choices that will ultimately impact the manner 

of human–machine interaction and how well informed human judgement will be in 

practice. These outcomes will not simply emerge automatically through technological 

sophistication or cutting-edge innovation. Whether they occur depends on whether 

governments, defence organisations, industry and other stakeholders align their efforts 

early enough to shape systems to remain appropriate and reliable under operational 

stress. Building on the mechanisms identified in the previous section, this section draws 

out three principles that should guide industry development. The first is to provide 

clear top-down guidance early enough to shape design. The second is to re-evaluate 

industry assumptions in development. The third is to design data presentation to 

surface limitations.

Provide Clear Top-Down Guidance Early Enough to Shape Design

The first principle is that governments and defence organisations must provide earlier 

and clearer guidance regarding human–AI interaction in AI-enabled military systems, 

for both decision-support tools and weapon systems. Without such guidance, industry is 

left to interpret vague political language or fragmentary policy signals on its own. In that 

absence, companies will design against whatever procurement requirements already 

exist—which are likely to be outdated, inapplicable to AI-enabled decision-support 

systems or silent on questions of human control altogether. A particular risk is that without 

such guidance, companies will interpret human–machine interaction differently and the 

range of interpretations will be wide, with varying levels of usefulness. The systems that the 

Army acquires could reflect that variation, and the practical meaning of human interaction 

and the impact on human judgement will be shaped less by deliberate policy than by the 

accumulated design choices of developers working without adequate direction.36

To be sure, top-down guidance does not need to constrain industry creativity.  

Rather, this approach allows industry to channel it appropriately. Clear guidance on 

expectations or operational requirements for human interaction does not narrow the 

design space in ways that would stifle innovation. On the contrary, it gives developers 
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a well-defined problem to solve, and difficult, well-defined problems are exactly the 

conditions under which engineering creativity tends to produce its most useful results. 

The five design mechanisms offer many such concrete, well-defined problems: how to 

communicate uncertainty in operationally meaningful terms, how to design fallback states 

that preserve operator awareness, how to build override architecture that works under 

dynamic battlefield conditions. These are genuinely hard challenges, and there is no 

single correct answer. Top-down guidance that frames human interaction as a concrete 

design requirement invites industry to utilise their expertise to solve these problems, 

rather than leaving human interaction as an afterthought addressed through compliance 

language at the end of a procurement process.37

If defence organisations want industry to build systems that prioritise human interaction 

and support informed human judgement, they must signal that expectation early 

enough to influence design, architecture, interface and testing decisions. Existing policy 

instruments in the US and UK illustrate both the potential for defence organisations to 

take this approach and the current limits on how they can do so. For example, the 2023 

US DoD Directive 3000.09 establishes senior-level review requirements for autonomous 

and semi-autonomous weapons but stops short of providing industry-level guidance to 

help operationalise ‘appropriate levels of human judgement’.38 Similarly, the UK Ministry 

of Defence’s 2022 ‘Ambitious, Safe, Responsible’ policy sets out AI ethics principles 

but leaves implementation largely to developers.39 For the Australian Department of 

Defence, the absence of equivalent guidance on AI-enabled system design represents 

an opportunity rather than simply a gap. The ADF has already recognised this challenge. 

The Army RAS Strategy calls for the Army to ‘understand the design parameters of AI 

technology and algorithms [that may be] embedded in the fielded capability [and] may 

require Australian-derived verifiable-by-design AI, rather than a “black-box” solution’.40 

Offering this top-down guidance would give Australia the chance to put many policies into 

practice and establish a foundation for the Australian defence industry to develop these 

capabilities aligned with Australia’s prioritisation of informed human decision-makers.

Re-Examine Industry Assumptions in Design and Development

The second principle is that industry must re-examine the assumptions underpinning 

the design, development, training and testing of AI-enabled systems intended for land 

operations. As discussed above, these systems are typically designed, developed, 

trained and tested by industry actors whose assumptions do not necessarily reflect the 

realistic environmental conditions of land warfare. For the Army, the relevant operational 

environment is not one marked by stable and reliable conditions. Hence, systems 

designed against assumptions suited to permissive or idealised conditions may perform 

well in demonstrations but prove unsuitable for real combat environments.41



238�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

Degradation is the clearest example of this problem, but it is not the only one. A system 

built on the assumption of stable connectivity and reliable sensor coverage will struggle 

with disrupted communications or a contested information environment. The same 

failure mode occurs in any context when a system’s training or design assumptions 

are no longer valid. In such cases, the system does not necessarily fail outright, as it 

continues to produce outputs, but those outputs rest on assumptions that no longer 

reflect the operational environment. Re-examining assumptions, therefore, changes the 

standard against which capability should be judged. This requires industry to consider 

not only whether the system performs well under the conditions for which it was designed 

and trained but also whether its output remains appropriate and intelligible when 

those conditions no longer hold. A system that performs well against its own design 

assumptions but becomes overconfident or difficult to interpret once those assumptions 

break down does not preserve human judgement and instead poses substantial risks to 

the forces that use it. Therefore, industry’s assumptions should be treated not as fixed 

premises to be addressed only if they fail in the field, but as standing questions to be 

revisited against the conditions the system will encounter. For the Australian Army, which 

must plan for operations across wide distances, degraded communications, electronic 

warfare and coalition network dependencies, few of the assumptions that hold in 

controlled simulations can be taken for granted in practice.

Design Data Presentation to Surface Limitations

The third principle is that data presentation should be designed to disclose the limitations 

of the information underlying a system’s output, not simply of the output itself. When such 

systems are introduced, the significant risk is not necessarily machine error or failure; it 

is misplaced or unwarranted confidence. A system that produces authoritative-looking 

outputs while concealing the fragility of the information underpinning them necessarily 

undermines the operator’s capacity for informed judgement. Designing to surface 

limitations means that systems should show the operator not only what the machine 

recommends but where that recommendation came from, how confident the system is, 

and why it has that level of confidence, in terms the operator can act on. This is essential 

in land warfare, where decisions are often made quickly with incomplete information, and 

the consequences of acting on a flawed picture can be severe.

How a limitation is communicated matters as much as whether it is communicated at 

all. Take, for example, the issue of uncertainty. A raw statistical confidence score—a 

percentage figure attached to an output—may not carry much operational meaning for an 

operator, as a percentage may not have the same weight for each individual.42 It may be 

more useful to use visual representations of uncertainty that are immediately intelligible 

in operational terms—ones that convey, at a glance, the basis and quality of the 
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recommendation rather than its statistical properties. The design of that representation 

is one of the most consequential choices industry makes in determining whether human 

judgement is genuinely informed.43

This principle also has a direct legal dimension. The obligations that international 

humanitarian law (IHL) places on commanders—to distinguish targets, to assess 

proportionality and to take feasible precautions before an attack—all depend on the 

commander’s having an accurate understanding of available information.44 A system that 

presents a targeting recommendation with apparent precision while concealing that its 

underlying picture is based on incomplete, degraded or outdated data actively impedes 

the commander’s ability to fulfil her legal obligations. Surfacing the system’s limitations 

is therefore not simply a design preference or a human factors consideration; it is an 

important component of IHL compliance and operational effectiveness. A system that is 

technically capable of surfacing limitations but is not designed to do so intelligibly will not 

result in informed human judgement.

Each of these principles is deliberately broader than any technical feature set. They 

are intended to guide how Defence proactively communicates the kinds of systems it 

needs, how industry operationalises those needs, and how Army assesses whether 

AI-enabled systems genuinely support human judgement in land operations. Ultimately, 

human interaction cannot be preserved simply by keeping a human in the loop; it must 

be deliberately designed into the institutional setting, development assumptions and 

operational behaviour of the system itself. For the Australian Army, that is the more 

demanding standard but also the more effective one.

Implications for the Australian Army

The foregoing analysis carries three implications for the Australian Army and, more 

broadly, for the Australian Department of Defence as it implements its Policy Settings 

for Responsible Use of Artificial Intelligence in Defence.45 Released in March 2026, the 

policy settings are Defence’s first dedicated AI governance framework applying across 

the entire ADF and the wider Australian defence portfolio. They set out Defence’s 

obligations for responsible AI use under three headings—lawfulness, adherence to 

values-based principles, and proportionate controls—spanning the full technology life 

cycle from research and design through to decommissioning. Each policy principle maps 

nicely to one of the design principles set out above and speaks to a different gap between 

Defence’s stated commitments and the practical mechanisms through which those 

commitments must be realised in the systems Army acquires and operates.
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The first implication concerns top-down guidance. The three principles from Defence’s 

policy settings currently operate at a level of generality that leaves industry to interpret 

what they require in practice. These principles reflect the broader public debate about 

military AI, which continues to treat autonomous action—particularly autonomous weapon 

systems—as the principal threat to human control. However, for land forces, the more 

pressing risk is the inability to promote informed judgement with decision-support systems 

that never act autonomously, and generalised principles are poorly suited to identifying 

that risk before systems are fielded. Articulating requirements earlier—specifying not only 

that human interaction must be preserved but also what that means for practical design 

features such as interface design, fallback states and override architecture—would 

translate principle into specification and position Australia as a contributor to an emerging 

international conversation on responsible AI design and development.

The second implication concerns coalition operations. The Anthropic–DoD dispute offers 

a clear warning about how unevenly perspectives on human interaction may translate 

into standards that are likely to be distributed across allies and partners. When a major 

coalition partner is prepared to designate a domestic AI provider a supply-chain risk 

for declining to authorise certain use cases, the implications for interoperability could 

be significant. Coalition operations may increasingly involve systems built on different 

control assumptions, with different fallback behaviours, different override architectures, 

and different conventions for surfacing uncertainty or other limitations. For an Australian 

commander employing coalition decision-support tools, the question is not whether the 

partner system is simply reliable, but whether its design assumptions are intelligible and 

compatible with Australia’s own legal and policy commitments.

The third implication concerns data presentation, which is closely linked to the principle 

of explainability set out in the Policy Settings for Responsible Use of Artificial Intelligence 

in Defence. That principle requires that the function and the relationship between inputs 

and outputs be traceable, and that systems meaningfully accommodate human–machine 

interaction. However, as this article has shown, this can only be achieved if industry 

designs traceability into the system from the outset rather than treating it as something 

to be demonstrated after the fact. Australia has already established the policy foundation 

necessary to move into the next iteration of guidance and to tackle design-level 

challenges, ensuring that Australian Army commanders and operators have the most 

reliable systems available for operations.
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Conclusions

AI is often discussed in military terms as a question of autonomy: how much 

independence a system should have, whether humans remain in or on the loop, and 

where formal responsibility should lie when machines engage in autonomous behaviour. 

While these questions are undoubtedly significant, a more immediate challenge is 

how AI-enabled decision-support systems will preserve and inform human judgement 

under the degraded, contested and time-pressured conditions that characterise land 

warfare. As this article has argued, human interaction in that context is less about human 

presence than about whether the human–machine relationship has been deliberately 

designed to support judgement, understanding, and intervention when necessary.

The article advances three linked claims. First, industry has a critical role in preserving 

informed human judgement. Second, human–machine interaction is a critical mechanism 

of control, and mechanisms such as interface design, the presentation of uncertainty, 

fallback states, override architecture, and the transparency of inputs and outputs 

determine whether commanders can judge, question and redirect system behaviour 

in practice. Third, three design principles can guide government and industry in 

strengthening these capabilities. The Australian defence industry plays a central role, 

as these mechanisms are determined upstream through capability design rather than 

downstream through doctrine alone. The practical meaning of human control is therefore 

shaped not only by command protocols but also by the design decisions built into the 

systems the Army acquires.

If Australian Defence treats human interaction as a design requirement from the outset, 

it can shape a different model of military AI that supports informed command rather 

than displacing it, and in which human judgement remains strongest when operational 

conditions are at their worst. That is a more demanding approach to capability 

development, but it is also the one most consistent with the realities of land warfare, 

responsible AI and the needs of future Australian Army operations.
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LAW ACROSS THE LIFECYCLE

Taylor Kate Woodcock

Introduction 

Military innovations today are driven by technology companies. While the military-

industrial complex is by no means new, the advent of data-driven applications of 

artificial intelligence (AI)—such as machine learning (ML) and large language models 

(LLMs)—has brought these companies to the fore in unprecedented ways. While the 

wide array of contemporary research on AI acknowledges that algorithms ‘shape how we 

understand the world and they do work in and make the world through their execution as 

software, with profound consequences’,1 it is crucial to also examine who shapes these 

technologies. For militaries integrating AI capabilities, this question has legal implications. 

The choices made by industry actors in developing these systems shape their technical 

function, how they can be used, and the military practices in which they are situated, with 

direct consequences for compliance with international humanitarian law (IHL). This spans 

a wide range of interconnected, multi-purpose systems that support various capabilities, 

from intelligence data fusion and analysis, to target production and civilian detection, 

operational decision support, and logistical processing.

The development of AI capabilities is a distributed process involving myriad industry and 

military actors in various roles across different stages of the lifecycle. While states may 

and increasingly do rely on industry for the development, evaluation and maintenance 

of military AI systems, the concentration of knowledge and technical expertise within the 

private sector creates a structural challenge for discharging IHL obligations.
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This article develops this argument in two parts. The first explores the role of industry 

in developing AI capabilities and the implications this holds for states’ fulfilment of 

obligations under IHL. It argues that, given the central role of industry to the development 

of military AI capabilities and the fact that choices by industry actors shape the technical 

function of these capabilities, how they can be used and the broader practices in which 

they are situated, states have a legal obligation to operationalise IHL in development 

practices throughout the lifecycle. However, this obligation risks being constrained by 

dependency on the knowledge and technical expertise concentrated within industry, 

requiring efforts to ensure independence and capacity to respect IHL. The second 

traces this argument concretely across selected lifecycle stages, demonstrating how 

development choices by industry actors can be a source of risk for IHL violations 

and constrain how states are able to fulfil their due diligence obligations. For military 

organisations navigating relationships with industry, the ability to conduct operationally 

sound and lawful operations is at stake, requiring critical attention to not only how AI 

capabilities are used but also how they are developed. 

State Obligations to Operationalise IHL in Industry-Led Development 

of Military AI

This section explores the role of industry in developing AI capabilities and the implications 

this holds for states’ fulfilment of obligations under IHL. It argues that, given the central 

role of industry to the development of military AI capabilities and the fact that choices by 

industry actors shape the technical function of these capabilities, how they can be used 

and the broader practices in which they are situated, states have a legal obligation to 

operationalise IHL in development practices throughout the lifecycle, which is constrained 

by dependency on the knowledge and technical expertise of industry. First, I outline 

how industry is central to the development of military AI capabilities, though this is 

heterogenous and diffuse, with corporations of different sizes and activities contributing 

in diverse ways. Next, I demonstrates how AI capabilities are the product of development 

practices in which diverse private actors iteratively make choices that shape the technical 

function of systems, how they can be used and the broader practices in which they are 

situated, with implications for the lawfulness of military operations. As development 

choices by industry shape AI capabilities and military operations more broadly, I 

argue that states are legally obligated to operationalise IHL throughout development 

practices across the entire lifecycle. Finally, I highlights that states’ dependency on 

industry knowledge and technical expertise risks constraining their ability to ensure IHL 

compliance throughout the lifecycle and that they must structure the relationship with 

industry to ensure the independence and capacity to operationalise IHL throughout 

development.. 
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Industry and the Development of Military AI Capabilities 

Today, industry has become central to the development of military AI capabilities, though 

its role is heterogenous and diffuse with corporations of different sizes and activities 

contributing in diverse ways. AI itself is a broad umbrella term capturing a range of 

technologies. The companies involved in the development of military AI are therefore 

not homogenous but vary in size and role.2 The development of military AI involves not 

just large multinational corporations, but also small- and medium-sized enterprises, 

often funded by venture capital.3 This ranges from the behemoths Google and Microsoft, 

Palantir and OpenAI, to much smaller startups such as Anduril, Shield AI and Skydio.4 

It also encompasses a number of different types of tech companies, including data 

companies, platform providers, model and software developers, and cloud services. Amid 

these various types of companies involved in the development of military AI, there are 

also different models of development. This includes the co-development of AI systems in 

collaboration with militaries, the production of products sold off the shelf, and the filtering-

down and redevelopment of civilian products into the military domain. 

The scale of state investment in military AI at present is significant. A 2024 Brookings 

Institute study found that US Defense spending for AI increased threefold in 2022–2023 

with a 1,200 per cent increase in the value of contracts.5 Most recently, this year Palantir 

entered an enterprise agreement worth up to US$10 billion with the US Army, which 

consolidates 75 contracts to provide ‘rapid access to cutting-edge data integration, 

analytics, and AI tools’.6 Anduril was likewise awarded a US$99.9 million contract by the 

US Army for a ‘next generation command and control prototype’.7 This year, NATO also 

acquired Maven Smart System from Palantir.8 The growing prominence of LLMs with 

the promulgation of Open AI’s ChatGPT series has also garnered interest in defence, 

with the launching of Project Lima in the US to develop military applications of LLMs,9 

and OpenAI also being awarded a US$200 million contract with the US in 2025.10 These 

trends are repeated in the Australian context, where in January 2026 it was reported that 

the Australian Defence Force (ADF) is investing AU$40 million in emerging technologies 

and AI through the Advanced Strategic Capabilities Accelerator (ASCA) Emerging and 

Disruptive Technologies program.11 Fourteen contracts were awarded to both universities 

and private companies, including Cortisonic and Swordfish Computing. An ADF press 

release on these contracts stated that the investment is intended to ensure that it 

can ‘make decisions with speed and accuracy in an increasingly complex information 

environment’.12 Additionally, it was reported that the Australian Department of Defence 

awarded Palantir a AU$7.6 million contract in February 2026,13 though there are growing 

concerns around Australia’s investment in the company.14 

The current landscape of military AI highlights the central role of industry in shaping 

emergent AI capabilities. Critical development choices are primarily made by diverse 

industry actors, at times in collaboration with defence but largely outside of military 
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institutions. It is therefore important to pay attention to how industry contributes to 

the development of military AI capabilities and whether this has consequences for 

international law, as examined in the following sections.

AI Capabilities as the Product of Development Choices 

AI systems are the product of a multitude of cumulative development choices made 

primarily by industry actors across the lifecycle. In the context of practices of development 

distributed across the range of corporations involved in producing AI capabilities, these 

choices are made by a diverse actors, from engineers and teams of data scientists to 

product managers. These development choices throughout the lifecycle iteratively shape 

technical systems, how they can be used, and the broader practices into which they are 

situated. These choices can therefore contribute to shaping military decision-making and 

thus the lawfulness of operations. 

As AI systems are the product of numerous development choices, they reflect and embed 

human decision-making. AI systems are often considered as objective and neutral due to 

their statistical and data-driven nature.15 This reflects ‘a technologically-inflected promise 

of mechanical neutrality’, which is often promoted by industry developing these systems.16 

Through development choices, these systems embed a number of human subjectivities, 

including biases, values, interests and assumptions.17 For example, how data is labelled 

and prepared has a significant impact on the output of an AI system. The tendency to 

over-trust and uncritically rely on AI systems, referred to as automation bias,18 further 

masks that AI systems are the product of human development choices that inform the 

outcomes they produce. As such, the technical features of AI systems should not be 

considered separately from their development practices.19

As AI capabilities become increasingly integrated into military processes, development 

practices—and the inherent subjectivities embedded within them—can have a 

significant impact on how militaries conduct their operations. Indeed, these systems are 

being introduced in order to ‘revolutionise’ warfare.20 Yet reliance on AI capabilities for 

situational awareness and operational decision-making has implications for how militaries 

conduct lawful operations. The risk of IHL violations flows not just from the technical 

features of these systems but also from the development choices that shape them, how 

military practitioners interact with them, and broader targeting processes as a whole. 

However, connecting outcomes in the battlespace with the many development choices 

made by heterogenous and diffuse industry actors is extremely complicated. As put by 

Seaver, this involves conceptualising AI not as ‘standalone little boxes, but massive, 

networked ones with hundreds of hands reaching into them, tweaking and tuning, 

swapping out parts and experimenting with new arrangements’, in which ‘the tendencies 

of an engineering team are as significant as the tendencies of a sorting algorithm’.21 
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Consequently, while concerns for control and human judgement characterise debates on 

military AI, ultimately there is no single human ‘in the loop’, but various decision points 

distributed across different actors at lifecycle stages. This raises an urgent challenge for 

militaries seeking to adopt AI capabilities, requiring them to consider how international law 

can be respected not just for a ‘final’ AI system or during use but also in the numerous 

choices made by industry developers throughout the AI lifecycle.

State Obligations to Operationalise IHL in Industry Development Practices 

While international law obligations for military operations primarily relate to operational 

decisions, the impact of development choices made by industry on legal compliance means 

that consideration of IHL only at the point of final review or deployment is already too late. 

The risk of violations of IHL are a result of not only the technical features of AI systems 

and how they influence decision-making but also the development choices that shape 

these systems, how they can be used by military practitioners, and the broader military 

processes in which they are situated. As such, IHL must be operationalised throughout the 

development of AI capabilities, including decisions on how technical systems are designed, 

how capabilities are specified, and whether certain applications or functionalities should be 

developed at all. This section argues that it is a legal obligation for states to ensure IHL is 

operationalised throughout industry-driven development practices. 

While states are the primary bearers of international law obligations,22 the role of private 

military AI developers nevertheless has direct implications for IHL compliance and the risk 

of violations. Core obligations owed under the core IHL targeting principles of distinction, 

precautions and proportionality may be undermined through the use of AI systems,23 

particularly regarding limited accuracy, reliability and transparency of AI systems leading 

to unintended military engagements and challenging civilian harm mitigation.24 Concrete 

examples of risks for IHL compliance based on specific development choices made by 

industry across the lifecycle are traced in more detail in the next section. 

The characteristics of AI systems suggest that the fulfillment of core IHL targeting 

principles must be considered already during the development of AI-enabled military 

capabilities. AI systems can shape decision-making by creating conditions—including 

of speed, complexity and opacity—that limit deliberation, frame information for decision-

makers, and prompt uncritical reliance on AI outputs through automation biases.25 

These systems have limited performance in terms of accuracy (including errors and 

hallucinations) and reliability (particularly in complex and dynamic environments such 

as in conflict situations).26 Combined, these characteristics can challenge the ability of 

military practitioners relying on these systems to take reasonable efforts to distinguish 

lawful targets from protected persons, to take constant care throughout operations 

and feasible precautions in attacks to mitigate civilian harm, including the verification 

of targets, and to assess proportionality.27 Ensuring military practitioners have the 
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capacity to deliberate over these legal determinations and critically assess AI outputs 

must therefore already be considered when AI capabilities are developed, including 

in the design of technical systems, the organisation of targeting processes into which 

they are integrated, and the configuration of human–machine interactions. Fulfilling 

core IHL obligations cannot be operationalised through a final review of an AI system 

or throughout deployment alone. Development choices shaping the limits of accuracy 

and reliability, and human–machine interactions, including the conditions of operational 

decision-making, the framing of information, and biases in end users, are already fixed 

through development. To the extent that this limits the capacity of practitioners to make 

lawful targeting decisions, the moment for intervention has already passed. Respect for the 

principles of distinction, precautions and proportionality therefore necessitates that states 

ensure development choices made by industry actors are consistent with the requirements 

of IHL. 

Together with these core IHL principles, the obligation for states to operationalise IHL 

throughout development practices is grounded in their positive duty to ‘ensure respect’ 

for IHL under common article 1 of the Geneva Conventions.28 This entails a due diligence 

obligation to ensure compliance with IHL. Due diligence obligations in international law 

are obligations of conduct, requiring states to make reasonable efforts to fulfil legal duties, 

without necessarily requiring that they bring about a certain outcome.29 IHL contains a 

number of due diligence obligations including the duty to ensure respect for IHL, which 

entails efforts to address violations that result from the conduct of third parties, such as 

private corporations.30 Given the distributed development choices that ultimately produce 

AI systems, this due diligence obligation necessarily extends throughout the development 

process, not only at the approval of acquisition or during deployment.31 

In conjunction with the core IHL principles and the duty to ensure respect for IHL 

under common article 1, the duty for states to legally review military capabilities also 

reinforces that the lawfulness of AI capabilities be assessed and secured throughout 

development. Article 36 of the First Additional Protocol (API) to the Geneva Conventions 

requires states parties to conduct legal review of weapons, means and methods of 

warfare.32 There is debate about whether this obligation captures AI technologies that 

are not directly connected to the use of force, such as AI-enabled systems to support 

targeting decisions.33 Nevertheless, as IHL compliance requires operationalisation prior 

to deployment of AI capabilities, including for decision-support systems, this therefore 

suggests that a legal review is required throughout development, whether under article  

36 or otherwise.

The legal obligation for states to ensure that IHL is operationalised in industry 

development choices for AI capabilities is reinforced by the framework of international 

human rights law (IHRL).34 IHRL applies to military operations during armed conflict 

alongside IHL, and during targeting is read in light of IHL such that violations of the 
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principles of distinction, precautions and proportionality constitute a violation of the right 

to life.35 Nevertheless, the development of AI systems driven by industry occurs primarily 

(although not exclusively) during peacetime, reinforcing the relevance and applicability 

of IHRL. In its General Comment 36, the United Nations Human Rights Council has 

highlighted that human rights holds relevance for a number of situations associated 

with the development of military AI, including ‘the deployment, use, sale or purchase of 

existing weapons and in the study, development, acquisition or adoption of weapons, 

and means or methods of warfare’, indicating that states must assess the impact of 

these activities on the right to life.36 For instance, human rights impact assessments 

have been proposed as one mechanism for operationalising throughout the lifecycle, 

including during development.37 IHRL has a particularly robust framework of positive 

obligations for states to protect human rights (in the military context, arguably including 

core IHL protections), including from business entities. This is reflected in the Business 

and Human Rights Framework, under which the United Nations Guiding Principles on 

Business and Human Rights (UNGPs) serve as authoritative guidance for preventing 

and addressing business-related human rights violations, including in conflict-affected 

areas.38 Due diligence obligations under IHRL require two key conditions: the reasonable 

foreseeability of the (risk of) harm and the reasonable capacity to intervene.39 While there 

may be some limitations to establishing jurisdiction over the actions of private companies, 

responsibilities for diligent prevention and protection of human rights can nevertheless 

require states to regulate these companies and prevent them from harming the human 

rights of people situated outside of their jurisdiction.40 Read together, the frameworks of 

IHL and IHRL reinforce positive obligations on states to ensure respect for international 

law throughout the development of military AI systems by industry actors. 

Accountability frameworks under international law serve as a basis to hold states 

responsible and engage industry when the development of AI capabilities contributes 

to violations of IHL. State responsibility provides a basis for holding states accountable 

for violations of international law attributed to them,41 including violations of IHL that 

result from the conduct of private developers acting as organs or agents of the state, 

as well as state failures to exercise due diligence in ensuring IHL compliance in private 

sector development.42 Regarding developers themselves, criminal liability has also been 

explored as a possible means of holding private developers responsible for international 

crimes committed with autonomous weapons and overcoming a responsibility gap.43 

Corporate responsibility offers a further framework to guide industry actors developing 

military AI with respect to IHRL. Next to state duties to protect human rights, the UNGPs 

also set out corporate responsibility to respect human rights, which is operationalised 

through human rights due diligence in business activities and relationships.44 For 

industry actors developing military AI this entails identifying, preventing and mitigating 

human-rights related risks, which co-applied with IHL suggests addressing the risks of 
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violations of the principles of distinction, precautions and proportionality. Finally, regional 

instruments such as the EU AI Act also govern corporate conduct regarding AI and, 

despite excluding high-risk applications such as defence, remain relevant for companies 

developing dual-use AI systems for both civilian and military purposes.45 

State Dependency on Industry and Constraints for IHL Compliance 

Technical knowledge and expertise in AI systems are concentrated primarily within 

the private sector, creating a dependency of defence on industry with significant 

implications for states’ ability to ensure IHL compliance throughout the development of 

military AI capabilities. Industry provides not only AI technologies but also the expertise 

and specialised knowledge for their evaluation and assurance, use, and ongoing 

maintenance. This knowledge relates to frontier AI techniques, computer science and 

systems engineering, with industry retaining access to training data, system architecture 

and source code. This knowledge and expertise increasingly makes industry integral 

to military operations in which these systems are deployed. This is evident with the role 

of the private sector offering subscription-style services to AI-powered platforms and 

systems, as well as the increasing role for forward-deployed engineers.46 Incentives to 

embed the role of industry are reinforced by current discourse framing national security 

around the urgent need for AI capability development in defence.47 

The centrality of industry for emergent military capabilities creates a distinct kind of 

procurement relationship. The concentration of knowledge and expertise on military 

AI systems within industry risks creating a dependency in which defence is reliant 

on the private sector.48 This relationship of dependence can shape what kinds of AI 

systems are developed and procured by defence, as well as the standards, metrics and 

processes used to assess these systems. This can create challenges for defence in 

retaining adequate and independent oversight of AI systems, including for reviewing legal 

compliance. In particular, it may be difficult for defence to determine how development 

choices impact legal compliance without industry intervention. 

Though states may outsource aspects of the development of military AI systems, they 

cannot outsource legal compliance and must still ensure respect for IHL during the 

development of these systems, as outlined in the previous section. Consequently, 

throughout the development of military AI systems, defence should maintain sufficient 

independence from industry, demanding transparency, preserving specialised knowledge 

to assess AI systems (either in-house or through independent institutions) and ensuring 

IHL is operationalised throughout all stages of the AI lifecycle. States retain critical 

knowledge regarding operational and legal requirements necessary for the development 

of military AI systems. As procurers, they can structure development practices with 

IHL obligations at the forefront by facilitating collaboration and knowledge-sharing with 

industry rather than a public–private relationship based on dependency. Industry should 
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likewise be concerned with IHL during development to provide operationally sound 

and lawful systems and avoid legal, commercial and reputational risk. Both defence 

and industry must therefore seriously consider and operationalise IHL throughout the 

development of military AI. To this end, these actors should be aware of how development 

choices throughout the AI lifecycle shape legal compliance. This paper serves to trace 

this by outlining how key development choices made at different stages of the lifecycle 

can impact compliance with the key IHL principles of distinction, precautions and 

proportionality. 

Industry Development Practices Across the AI Lifecycle 

Industry actors contribute to the development of military AI in a range of ways. 

Development practices are not isolated at one point pre-procurement but occur in a 

distributed and iterative fashion throughout the lifecycle of these capabilities. This section 

traces how industry development practices across the AI lifecycle can be a source of risk 

for IHL violations and constrain how states are able to fulfil their due diligence obligations. 

Building on engineering frameworks such as those developed in the IEEE ecosystem 

for the military AI lifecycle,49 which identify lifecycle stages including planning, design, 

development, testing, deployment, operation and maintenance, this section situates these 

technical stages within a broader socio-technical lifecycle.50 This spans the involvement 

of industry in the development of military AI capabilities spanning (1) governance, (2) 

research and development, (3) acquisition, procurement and review, and (4) deployment. 

Governance 

While it may seem counter-intuitive to suggest that the development of AI capabilities 

begins prior to research and development, in practice much of the ideation around AI 

capabilities begins already before any specific systems are developed. This occurs 

throughout the governance stage, where states and other stakeholders make efforts to 

govern, regulate and plan for the integration of military AI. 

The military-industrial complex has been pervasive for some time, with lobbyists playing 

a more backward-facing role by meeting with states to promote industry agendas.51 

Today, industry also plays a forward-facing role in some international governance 

contexts by actively participating in governance and the strategic planning of militaries 

on military AI, contributing to driving the conceptual space of warfare.52 Principally 

this takes place through the engagement of industry in global governance efforts and 

self-regulation initiatives. Industry contributes to the global agenda and norms around 

military AI by shaping understandings of what AI capabilities do, defining open concepts 

like ‘responsible AI’ and developing standards—including on legal compliance—before 
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states do so. In doing so, industry also contributes to shaping how compliance with IHL is 

understood and operationalised when decisions around AI capabilities are made during 

planning and governance efforts. 

The need to involve industry among a range of relevant stakeholders in the governance 

of military AI has been recognised by both the United Nations53 and other international 

efforts such as the Responsible AI in the Military Domain (REAIM) process.54 

Nevertheless, industry engagement at this stage is multivarious and uneven. As 

highlighted in a previous section, it involves a range of companies of different sizes 

and with different products, services and expertise. Various industry actors are present 

in multi-stakeholder state-led initiatives, such as the REAIM Summit series, and most 

recently with tech executives from OpenAI, Anthropic and Google attending the G7 

Summit alongside state leaders in June 2026.55 In contrast, there seems to be less 

industry engagement in some multilateral governance efforts, such as the United Nations 

Group of Governmental Experts on Lethal Autonomous Weapons (GGE LAWS) or the 

United Nations informal talks on military AI.56 

Industry also engages in global governance of military AI through self-regulation efforts. 

Industry self-regulation on AI involves the private sector developing and implementing its 

own rules, standards and best practices based on its specialised knowledge, expertise 

and practical experience.57 This know-how is one of the main reasons why states engage 

with industry in governance debates on military AI.58 Efforts at self-regulation may prove 

to fill a gap left by the governance stalemate in regulating military AI,59 such as lack of 

consensus at the GGE LAWS,60 and has been suggested to foster both innovation and 

ethics, legitimise developments and build public trust.61 

The active participation of industry at governance fora on military AI and in efforts at 

self-regulation is exemplified at the series of REAIM summits hosted in The Hague in 

2023, Seoul in 2024, and A Coruña in 2026. At each of these events, industry played a 

role both in the promotion of their products and in speaking on responsible innovation 

in the defence domain.62 For instance, in Seoul in 2024, the program featured ‘REAIM 

Talks’ to ‘invite experts from both academia and industry to discuss how the policy 

discussion on responsible AI can be translated into engineering tasks’.63 Demonstrating 

the intersection of military AI governance and industry self-regulation, in A Coruña in 

202664 a representative of Microsoft took part in the plenary session on ‘Framework for 

Responsible Industry Behaviour on AI in the Military Domain’.65

Industry interventions in governance and self-regulation efforts can shape discourse 

and planning around military AI in line with corporate interests. After all, the models 

of innovation of companies developing military applications of AI are incentivised by 

national regulatory environments that are favourable.66 It is in the interests of business 

development that industry props up discourse around AI as a necessary and urgent 
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requirement for national security, strategic acceleration and warfighting. The notion 

promulgated by the private sector that AI will win wars creates and legitimises a 

significant role for AI within military capabilities, and consequently of industry actors in 

their development. Schwarz highlights the point that by positioning AI developers as 

invaluable to future warfare over traditional arms manufacturers, industry both serves 

promises of long-term material benefits and establishes technical experts ‘as experts in 

how to win wars’.67 

The pressures for rapid innovation cultivated by both states and industry risks sidelining 

efforts to understand the legal and ethical implications of these technologies.68 This is 

not to say that industry obscures or ignores international law, but rather that by shaping 

discourse and setting standards, industry contributes to influencing understandings of 

legal obligations in a more subtle way. At times, industry has explicitly engaged with 

legal frameworks, such as IHL.69 At the same time, initiatives such as the Framework for 

Responsible Industry Behaviour on AI in the Military Domain reflect joint efforts between 

international organisations, states and industry to develop a set of voluntary guidelines 

for the private sector that are not only grounded in existing legal frameworks but also 

notably ‘emerging principles’.70 In this sense, industry contributes to both interpretations 

of existing frameworks and the formulation of new norms on military AI, as reflected in 

the aim of the framework to ‘clarify what we mean by responsible industry conduct … 

grounded firmly in international law and norms’.71 

This context highlights how the private sector is firmly embedded in the military AI 

agenda and is ostensibly indispensable to these efforts, giving it a platform through 

which corporate values such as efficiency can infiltrate discourse on the development 

and legality of these systems.72 The perceived need for rapid innovation mirrors and 

accentuates the need for efficient and expedited targeting processes. When AI capability 

development and targeting processes are increasingly optimised for efficacy and speed 

to better overcome the adversary, this embeds values that reflect ‘logics of quantification’ 

across the military AI lifecycle.73 This quantification reflects the ‘routinization’ of military 

operations in which violence becomes procedural, emphasising efficiency, accuracy and 

speed.74 These values around efficiency can further filter into how IHL is operationalised 

across the lifecycle. 

At the governance stage, technical values driven by industry innovation and optimisation 

can shape how compliance with IHL is understood. IHL is a value-laden legal framework: 

while specific principles are often referred to as value laden, notably the principle of 

proportionality, this framework is also underpinned by the foundational principles of 

military necessity and humanitarianism.75 These are values which IHL strives to balance. 

Yet when those with technical expertise within industry underscore the urgent need for 

AI capabilities, values of efficiency become instilled within what states define as ‘militarily 

necessary’. Likewise with humanitarian considerations, the efficient streamlining of 
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targeting processes through AI capabilities is posed as a means of ensuring more precise 

targeting, protecting civilians and winning wars quickly. Yet there are serious questions 

as to whether the promise of AI lines up with its realities, given the inherent limitations of 

state-of-the-art AI systems in terms of accuracy, predictability and transparency.76 

Technical values around efficiency prioritised through corporate interventions in the 

military AI agenda can also contribute to compliance challenges for the IHL principles 

of distinction, precautions and proportionality. Based on industry knowledge and 

experience, weight and authority are given to industry claims about what AI capabilities 

do, even if untested. In some cases, AI systems are marketed as ‘battle tested’, for 

instance in the ongoing conflict in Ukraine,77 implying that systems are operationally 

effective and can be used lawfully. However, whether AI systems can be used lawfully 

and have operational efficacy is highly context dependent and is not generalisable across 

different operational contexts. 

Assumptions around AI integration from developers’ perspectives can misalign with legal 

requirements where developers view legal challenges as requiring technical fixes. For 

instance, while the development of AI capabilities can be based on assumptions that 

battlespaces can be adequately represented through data points and that decisions 

can be based on computational insights from that data, IHL requires contextual and 

value-laden decision-making that resists technical ‘fixes’ and requires consideration of 

the prevailing circumstances.78 Another illustration is the development of AI systems 

using probabilistic risk scores to identify militants, as was reportedly done by Israel in 

Gaza.79 Risk-based assessments of militancy do not account for the context-dependent 

assessment of whether a civilian is directly participating in hostilities or a member of a 

militant group is serving a continuous combat function.80

Industry instilling the value of efficiency also influences ideas around how AI can alter 

the organisation processes of militaries and the professional roles of military practitioners 

within them, including for conducting legal assessments. Technical ‘fixes’ to make 

targeting more efficient can diminish the critical friction points of human deliberation 

over IHL, whether it be the status of a target, determination of feasible precautionary 

measures, or assessment of proportionality.81 These challenges present critical 

concerns around the ability of militaries to operationalise IHL when pursuing agendas of 

technological innovation and efficiency that are driven by industry. These shifts towards 

efficiency begin already during governance and planning efforts and are later reinforced 

by concrete design choices made during research and development, procurement and 

deployment. 
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Research and Development

Research and development are critical processes in which industry actors shape AI 

technologies, with consequences for compliance with IHL. Subjectivity and bias are 

entrenched in AI systems through their development, as discussed above in a previous 

section. Despite attempts to de-bias datasets, the subjective choices embedded in the 

development of ML models means that it is almost impossible to address and mitigate 

bias within these systems.82 For instance, Cummings and Li identify at least 12 choices 

during the construction of ML models that involve subjective choices by developers.83 

How AI systems shape behaviour and practices ‘inevitably reflect[s] the assumptions 

of the designer around who will use the system and what it should, will, and ought 

to be used for’.84

Numerous development choices are made at the research and development stage that 

have the potential to shape how militaries comply with legal obligations and influence 

risks around violations. Sufficient quality and quantity of representative and context-

appropriate datasets are critical for accurate performance of military applications of 

AI.85 Choices of developers around what datasets to use and how they are labelled 

and prepared can influence how AI systems identify objects of interest and whether 

practitioners conduct targeting in compliance with the duty to distinguish lawful targets 

from protected persons and objects. Systems adapted from foundational models, such 

as adapting LLMs for targeting operations, can also raise challenges for IHL compliance, 

as the development choices made for a base model in the civilian sector may not be 

appropriate for the distinct environments, tasks and legal requirements in warfare. 

Furthermore, choices around specific mechanisms for explainability (such as more 

technical methods of xAI that provide computational explanations through probabilistically 

reverse engineering the system’s operation—or ‘model-of-a-model explainability’)86 

may also provide technical explanations that are not useful for the kinds of explanations 

around the basis for identification of a certain target that commanders need in order to 

substantiate their decisions and contest AI outputs.87 Each of these examples highlights 

how choices made by developers can have cascading effects for IHL compliance 

once these systems are used. By way of illustration, the rest of this section examines 

development choices around training data to highlight why development choices are a 

source of risk for IHL violations, particularly around the duty of militaries to distinguish 

lawful targets from protected persons, principally including civilians. 

The curation and preparation of training datasets are key stages where human choices 

inform how AI systems behave, with implications for compliance with IHL. For AI models 

trained through supervised learning approaches, the training data is determinative for 

the output of the system. Subjectivities and bias in the training data result not only from 

the data itself (a common concern surrounding the use of biased datasets) but also from 

the choices of those involved in preparing these datasets. Decisions around what data to 



258�

Australian Army Occasional Papers 

Safety, Legal, and Ethical Implications of Artificial Intelligence in the Military Domain

include, how to label, clean and encode it, and which relevant features to select reflect the 

‘invisible labour’ that goes into the development of these systems.88 The output of an ML 

model is therefore contingent on its training data, which is itself shaped by the processes 

in which it is labelled, selected and prepared to train and test the model. 

Data labelling is a key part of this process, which occurs separately from the development 

of AI systems through a process in which data points are annotated with labels, often by 

companies operating under severe and exploitative working conditions.89 There is a high 

degree of subjectivity in data annotation processes,90 with data labelling taking place on 

the basis of natural language meaning. Much research points to the subjectivity during 

data annotation processes that leads to biased labels.91 The preparation of datasets by 

AI developers is a further process embedding human subjectivity in the development 

of these systems. There are various processes that developers go through to prepare 

datasets to train AI models. These include ‘data cleaning’, which involves subjective 

decisions around which data points should be included and excluded.92 They also include 

the process of feature selection, where data is selected based on what the developer 

deems to be relevant features. As the features selected are crucial for determining the 

eventual output of the system, feature selection is a significant site of human subjectivity 

in the development of AI systems.93

Training data is critical to how AI systems behave. AI systems generate output based 

solely on the patterns identified from the training data, meaning that anything outside of 

this (referred to as ‘out of distribution data’) will not be accounted for.94 The significance 

of training data for system output is demonstrated by the tank classifier parable, a story 

that explains how an artificial neural network classified pictures of tanks based not on the 

presence of a tank in an image, but on whether the image showed a sunny or overcast 

sky in the background.95 There are several examples of this kind of ML error in reality, 

such as a classifier that distinguished huskies and wolves based on whether the image 

also showed snow.96 These unintuitive errors highlight why the choices of developers 

around training data can significantly contribute to the outcomes of AI systems and how 

they perform in use compared to testing during development. 

The significance of choices around training data has implications not only for system 

performance but also for risks around violations of IHL as a result. In particular, 

choices around the selection and preparation of training data can have implications 

for compliance with the IHL principle of distinction, requiring that militaries distinguish 

between lawful targets and protected persons and objects. Choices of developers on 

training data can contribute to unintended engagements and harm to protected persons 

when AI systems are relied on for targeting. These choices on data used to train AI 

systems contribute to determining the output the system will eventually produce and 

create the risks of introducing hidden assumptions, subjectivities and biases that skew AI 

output into the targeting process, leading to unintended engagements. 
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Decisions made according to the principle of distinction entail legal assessments that are 

distinct from development practices around data preparation.97 For instance, determining 

whether individuals are combatants who are surrendering (hors de combat), civilians 

who are directly participating in hostilities, or militants who engaging in a continuous 

combat function requires contextual and qualitative legal assessments.98 In contrast, 

data labelling is conducted not based on legal categories but from natural language 

understandings based on fragments of imagery interpreted outside of the context of 

armed conflict.99 Likewise, data preparation is conducted by technical experts without 

domain expertise on military operations or IHL who are situated in a private civilian 

context rather than in armed conflict. To the extent that developers have preconceived 

ideas about what constitutes a combatant, militant or civilian or about which factors might 

be relevant for an AI system given its targeting function, choices around the labelling 

and preparation of training datasets can significantly contribute to the outcomes of 

AI systems. These hidden assumptions, subjectivities and biases can risk errors and 

unintended engagements resulting in IHL violations. Seemingly benign decisions about 

whether someone wearing a military uniform and bearing arms is a combatant, as well 

as biased judgements about what a militant ‘looks like’ based on race, gender and other 

discriminatory factors, reinforce biased ideas underpinning how targets are identified in 

armed conflict.100 

Whatever factors are deemed relevant by developers will inevitably shape the kinds of 

predictions an ML model will make. In data preparation practices like feature selection, 

the removal of factors that seem irrelevant to the developer may obscure the nuance 

and novelty that is characteristic of armed conflict and that must necessarily play into 

distinction assessments under IHL in targeting.101 Developers—who most likely will 

not have domain expertise on IHL—may, for instance, be unaware of the relevance of 

accounting for cultural idiosyncrasies, such as that in some contexts carrying weapons 

may be a typical cultural practice rather than indicating hostile intent and participation in 

hostilities. As a result, developers may discount the relevance of cultural factors reflected 

in certain data features; instead, they merely appear as features to be ‘cleaned up’. 

The contextual nature of IHL distinction assessments highlights why the choice of 

appropriate training datasets for the context of use is crucial not just for operational 

accuracy but also for compliance with IHL. A challenge for developers is that in most 

cases it will be impossible for developers to know what training data will be appropriate for 

the context of use prior to deployment, yet this is critical for how the system will perform 

and whether it will result in false positives or false negatives.

Ultimately, whether unintended engagements connected to choices around training data 

for AI systems will constitute a violation of the IHL principle of distinction will turn on the 

reasonableness of the commander’s targeting decision. Given the tendency of AI systems 

to produce biased outcomes, in part due to the invisible choices of corporate actors 
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involved in data labelling and preparation, it is unlikely these decisions relying on AI 

output will be reasonable unless additional measures are taken to verify targets. However, 

challenges to verification exist when AI systems are used, notably due to the speed and 

scale of these systems and tendencies towards automation bias, as well as the difficulty 

of establishing the reliability of AI systems and predicting errors, particularly when these 

result from hidden development choices. The choices of developers around training data 

for AI systems therefore contributes to shaping outcomes in the battlespace and can be a 

source of risk of non-compliance with IHL.

Acquisition, Procurement and Review 

During acquisition, procurement and review, industry plays a critical role in shaping 

how compliance with IHL is understood and assessed. Acquisition is a broad process 

in which states obtain military capabilities, generally encompassing the formulation 

of military requirements (identifying what capabilities are needed and prioritised), 

various models of development (by scientific institutions, state militaries and industry, 

increasingly in collaboration), and procurement processes (e.g. sourcing, tendering and 

contracting), as well as cross-cutting regimes for assurance and legal review. In light of 

accelerating innovation for military applications of AI, industry advocacy has become 

particularly influential in shaping and accelerating procurement processes.102 Along 

with the pressures around the urgent need for efficient integration of AI capabilities, in 

some instances this has resulted in the streamlining of acquisition processes.103 While 

typically viewed as a separate lifecycle stage to the research and development stage 

addressed in the preceding section, in practice, new models of co-development between 

militaries and industry and streamlined procurement processes mean the boundary 

between these lifecycle stages is blurred. The development of AI systems by industry 

is linked to how militaries formulate their capability needs, what requirements they 

implement for tendering and contracting, how AI systems are tested and evaluated, and 

how legal reviews are conducted. Setting aside the highly relevant question of whether 

industry owes obligations during acquisition processes (e.g. through the business 

and human rights framework) for the purposes of this article, how states respect and 

implement IHL obligations is directly shaped by the role of industry. Nevertheless, states 

retain obligations to respect and ensure respect for international law, which cannot be 

outsourced to industry. This raises key questions about how IHL can be operationalised 

within acquisition processes that are structurally shaped by industry practices, expertise 

and interests. 

The technical expertise of industry allows it a key role in structuring acquisition processes 

for military AI, with direct implications for how states fulfil obligations under IHL. Industry 

plays a determining role in shaping the specifications, metrics and methods of evaluation 

used to determine whether AI systems are fit for purpose. This also has flow-on effects 
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for legal reviews determining whether AI systems can be used in compliance with IHL. 

This section examines how industry’s role in shaping acquisition processes for military 

AI, including technical assurance and legal review, creates structural risks for state 

compliance with IHL.

The development of frameworks for assessing AI systems is principally concentrated 

within industry and structures acquisition processes, including legal reviews. The 

assessment of AI systems is typically carried out through technical assurance processes, 

such as frameworks for testing, evaluation, verification and validation (TEVV).104 From 

an engineering perspective, reliability testing involves determining the probability 

that a system will function correctly.105 This requires a particular number of tests to 

gain statistical assurance of a required level of confidence in reliability.106 Some have 

suggested that in order for the testing of military technologies to be meaningful, ‘critical 

issues of performance must be translated into testable elements that can be objectively 

measured’.107 However, the measurement of AI systems is never fully objective, involving 

assumptions and subjective choices of developers about how a system should function 

for specific tasks and how to measure this. Industry’s technical expertise and access to 

proprietary systems (including source code), development processes and training data 

allow it to determine what specific metrics, methods and evaluation frameworks are used 

to assess AI systems. 

AI raises a number of specific issues for testing, which are largely addressed through 

choices by industry actors. First, testing for accuracy and predictability is particularly 

difficult for contemporary AI systems as performance significantly degrades when the 

context of use deviates from the testing conditions or assumptions of developers.108 This 

difficulty stems from the tendencies of AI systems to be ‘brittle’ (where small chances 

in input data compared to training and testing can significantly impact outputs)109 and 

exhibit ‘concept drift’ (where real-world performance degrades as input data evolves over 

time),110 which are particularly challenging when AI systems are used in complex, dynamic 

or novel environments, all of which characterise conflict situations. Second, challenges 

for AI testing also relate to the limits of transparency in the design of these systems. The 

complex and opaque characteristics of AI systems that are unable to provide explanations 

presents challenges for understanding how the system functions and for testing as a 

result.111 Third, difficulties also arise related to the large amount of data AI systems rely 

on, given that in the military domain pre-existing datasets and the opportunity for real-life 

testing are limited.112 It may therefore require significant investment in methods for testing 

and evaluation, such as ‘modeling, simulation, and experimentation’, to ensure the system 

meets its specifications (verification) and functions as expected (validation), alongside 

rigorous testing and evaluation procedures.113 Testing methods that use synthetic data 

and simulations are choices made by developers that can contribute to compounding 

challenges around the gap between performance in testing and real-world use. Finally, 
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these challenges for testing AI capabilities are exacerbated by the disaggregated nature 

of AI systems and the broader networks and processes into which they are integrated. 

More specifically, the performance of different hardware and software components and 

the overall system must be assessed, along with the performance of the system in light of 

integration into broader ‘systems-of-systems’114 and organisational processes, including 

human–machine interactions. For instance, accuracy rates in testing will largely hinge on 

the source of input information, which may also be processed through other AI systems, 

and explanations will only offer traceability if meaningfully integrated into decision-making 

procedures and trusted by users.115 

The selection of metrics and testing procedures for accuracy, methods for explanations 

to facilitate traceability in testing, and conditions for testing using synthetic data and 

simulations are all choices made by industry to enable them to test the systems 

they develop, and towards which developers aim for optimisation. These technical 

specifications are then relied on within acquisition processes. 

Though technical assurance and legal review are distinct processes that serve different 

purposes, the technical assessment of AI systems nevertheless informs the review of 

their legality. As outlined above, technical assessment of AI systems during acquisition 

processes involves the technical expertise and choices of developers situated within 

industry. These technical assurance frameworks are developed to ensure systems are 

fit for purpose and operate as specified and expected. In contrast, legal review involves 

a determination on whether under some or all conditions military systems can be used 

in compliance with IHL, as well as other relevant frameworks such as IHRL. The review 

of weapons, means and methods of warfare under article 36 API must be undertaken at 

the stages of ‘study, development, acquisition or adoption of a new weapon, means or 

methods of warfare’, based on the anticipated ordinary use of the weapon at the moment 

of evaluation. This obligation applies equally to the states that research, develop, produce 

and sell weapons, as well as those that acquire them,116 with the latter having to conduct 

evaluations independently of any characterisation of legality purported to be held out by 

the exporting state or company.117 

In order to review the legality of military AI capabilities, states must be able to assess how 

they function. Typically, one key aspect to ensure the review process is effective, among 

others, is to ensure ‘the availability of documentation on all aspects of the equipment to 

be procured which covers its military utility, its concept of use, capabilities and medical 

impact on the victim’.118 Such documentation includes the assessment frameworks 

developed by industry for assurance. The challenge is that technical assurance and legal 

review are distinct questions, which require different methodologies to address. 
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Crucially, legal obligations are not reducible to technical specifications. IHL obligations 

under the principles of distinction, precautions and proportionality that are held to the 

reasonable commander standard entail contextual and qualitative assessments.119 This 

includes whether a military objective serves a military advantage, whether civilians 

are directly participating in hostilities and whether combatants are surrendering or 

incapacitated (hors de combat), as well as how to take constant care to avoid civilian 

harm, take feasible precautionary measures in attacks, and avoid disproportionate 

attacks where expected incidental harm to civilians is excessive with respect to the 

anticipated military advantage. These discretionary assessments are held to a standard 

of reasonableness, and must be determined in the prevailing circumstances based 

on the information reasonably available. Legal review of AI systems therefore entails 

an assessment of whether in all or some conditions the use of these systems can be 

consistent with these obligations. This requires analysis beyond technical assurance.

Questions around what level of accuracy would be sufficient in order to be comply with 

the IHL principle of distinction, requiring that militaries distinguish legitimate military 

targets from protected persons and objects, are inherently limited. While accuracy is a 

useful technical metric under specific conditions, accuracy rates that are determined 

through the limited testing of AI systems in a particular context (often outside of conflict 

situations) do not map well to the highly contextual legal assessments needed to 

identify a military objective in armed conflict. Indeed, targeting according to IHL is not 

just a recognition task, and framing it as such betrays a reductive understanding of the 

contextual and qualitative assessments IHL requires.120 

The ability of a military commander to take feasible precautionary measures has the 

potential to be undermined by the conditions of speed, scale, complexity and opacity 

in targeting processes introduced by AI that result from concrete development choices. 

Respect for the principle of precautions arguably requires built-in friction points for 

deliberation over mitigating civilian harm in a manner that is sufficiently integrated into 

the organisation of command-and-control decision-making structures and addresses the 

challenges of uncritical reliance on AI through human–machine interaction.121 Moreover, 

the proportionality principle also entails a contextual and value-laden analysis that cannot 

be delegated to a computational system or traded as a proxy for AI-based collateral 

damage assessments.122 Legal review of AI systems must therefore account for how the 

use of AI systems shapes the agency of military practitioners and influences how they 

conduct the legal assessments they grapple with on a daily basis. 

Ensuring respect for legal requirements requires states to operationalise IHL throughout 

acquisition processes. This includes considering the wide range of risks to IHL 

compliance, including bias, errors and hallucinations, probabilistic outputs, transparency, 

and impacts on speed and scale of targeting. Yet, industry shapes the assurance of AI 

systems in line with its own expertise and interests, prioritising technical requirements 
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over legal obligations. If states do not preserve the distinct aspects of legal review, this 

risks integrating an industry-driven, technically inflected approach to military capabilities 

at the expense of legal protections. While there may be challenges linked to lack of 

technical expertise within states conducting acquisition and lack of transparency within 

industry, states nevertheless have the obligation to ‘diligently seek information’.123 States 

must therefore cultivate the capacity to understand the distinctions between technical 

assurance and legal review and preserve independence in assessing the legality of AI 

capabilities. 

Because development and acquisition are deeply interconnected, this capacity for 

independent legal review cannot be reserved for the formal review stage alone.124 As 

highlighted above, review of the legality of AI applications should occur throughout 

development processes, including at multiple stages during acquisition. Reviewing 

the legality of AI capabilities, including their integration into organisational targeting 

processes and resulting human–machine interactions, requires states to ensure that IHL 

considerations inform technical specifications and evaluation methods from the outset, 

rather than being applied only after industry has determined them. This requires the 

technical literacy not only to independently test industry claims about AI capabilities125 but 

also to scrutinise, contest and redirect the methodological basis for such claims. Legal 

requirements should be a key component of understanding fitness for purpose: since the 

intended use of military capabilities should be lawful as stipulated in review requirements 

(e.g. under article 36 API), the specifications, methods and metrics used to assess AI 

systems cannot be determined using technical considerations alone. This also suggests 

that legal obligations can be a basis for the decision not to acquire a certain application or 

functionality. As highlighted by Goussac and Boulanin, interrogation of whether and why a 

certain military AI capability is needed is a critical aspect of responsible procurement.126 

Ensuring respect for IHL during acquisition of military AI necessitates a two-way 

knowledge exchange between states and industry on legal and technical expertise, and 

no review should be ‘compartmentalised’ on the basis of the different areas of expertise 

between lawyers, engineers, computer scientists and military stakeholders.127 Flexible, 

collaborative and iterative acquisition and procurement processes have been suggested 

to address the complexities of military AI and address IHL compliance.128 States must 

nevertheless lead this process without ceding authority to industry based on technical 

expertise and resources—what one commentator calls ‘building an intelligent customer 

capability’.129 This requires states to structure the acquisition of military AI in a manner 

that centres respect for IHL. Given the complexity of negotiating assessments of technical 

performance and legal review, the question of precisely how states must operationalise 

these IHL obligations already during acquisition of AI systems is a critical area requiring 

further research. 
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Deployment 

Development choices by industry post-deployment can shape how militaries 

operationalise IHL. A key characteristic of the evolution of military AI, and an area 

warranting much closer attention and research, is that the development of these 

capabilities is no longer fixed to a temporal stage prior to deployment but continues 

throughout the use in the battlespace. As with the development choices made through 

earlier stages of the lifecycle already discussed, when AI systems are being developed 

and used in the context of ongoing military operations, this can have critical implications 

for compliance with IHL. 

In large part, development practices continue post-deployment due to the mutable 

character of these technologies. Software in general is subject to updates and iterative 

changes. The nature of contemporary AI systems is that they continue ‘learning’, in the 

sense of improving ‘performance after making observations about the world’.130 For ML, 

‘a computer observes some data, builds a model based on the data, and uses the model 

as both a hypothesis about the world and a piece of software that can solve problems’.131 

To avoid performance degradation resulting from the brittleness and concept drift that 

AI systems are prone to (as mentioned above), models need to continue learning. Given 

the inherent risks of ‘online’ learning during the use of AI systems in warfare, systems are 

more likely to be maintained through ‘offline’ approaches, involving updates, retraining 

and fine-tuning. This necessitates development practices to continue post-deployment 

and builds in a role for industry actors. As highlighted above, emergent models of 

military–industry collaboration include the prominence of forward-deployed engineers and 

subscription-style services for AI systems.132 Throughout these processes, industry actors 

play an active role in redeveloping AI systems by engaging in maintenance activities and 

providing updates. This illustrates what Klonowska refers to as ‘tinkering’, which is a ‘highly 

experimental process of AI integration … manifest[ing] through iterative re-training and fine-

tuning of AI models, repeated changes to interface design, development, and adjustments 

of explainability features’.133 This section examines two distinct illustrations of how industry 

development choices post-deployment can shape legal compliance, focusing on design 

decisions on how to address distribution shift in AI systems and corporate governance 

choices on what kinds of AI systems companies are willing to develop. 

Distribution shift is a phenomenon that occurs when the scope of an AI system’s training 

data (the distribution) is no longer generalisable to the conditions of use, which can 

become significantly apparent after the system has already been deployed. As put by Wu, 

‘the generalization performance of a learning algorithm is largely affected by distribution 

shifts between the training and test environments’.134 This also impacts the real-world 

performance of AI systems where there is misalignment between training/testing data 

and the context of use. An example is if an AI system trained in one conflict environment 

is then deployed in a different conflict—for instance, in the snowy conditions of Ukraine 

compared to the different weather conditions in Iran. 
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AI systems will only reliably analyse situations based on patterns found within their 

training data, often generating unreliable or invalid output for situations that fall outside 

of that dataset. Distribution shift can raise particular challenges when general-purpose 

LLMs are used in the military domain but have been trained on large swathes of 

language-based data from the civilian domain,135 requiring fine-tuning or other adaptation 

methods. A further difficulty is that distribution shift may be more difficult to detect due to 

the proneness of LLMs to confidently present invalid information (hallucinations) and the 

way these systems tend to appeal to the user (sycophancy).136 

If after deployment a model exhibits distribution shift, developers make choices about 

ways to (re)train, update or adapt systems for new data conditions, selecting from a 

number of available methods, such as transfer learning/domain adaptation, out-of-

distribution generalisation, multitask learning, continual learning or meta-learning.137 

These are critical choices for the performance of the system and therefore how it impacts 

legal compliance. 

Since the data distribution is a key determinant of how a system will perform in a given 

context, this has implications for assessments under IHL that are necessarily context 

dependent. When an AI system is updated to address distribution shift, the context 

in which the system is adapted (e.g. through retraining or fine-tuning on new data) 

directly informs legal assessments subsequently supported by the system. Distinction 

assessments on who counts as a combatant, militant or civilian directly participating in 

hostilities, and therefore a lawful target, or assessments on what feasible precautions are 

taken or if a proposed attack will be proportionate, all involve assessments based on the 

context at hand. How AI systems account for context can be shaped through the choices 

made by developers post-deployment, including how to address distribution shift. These 

approaches to the redevelopment of AI systems to address distribution shift shape how 

the information space is understood by commanders, highlighting (and obscuring) certain 

features of the environment and recommending particular courses of action over others, 

all of which shapes how IHL is operationalised during military operations. If military AI 

systems serve as a way to frame and filter information in a way that guides operational 

decision-making, then the choices made by both initial developers and those developing 

systems post-deployment determine the boundaries of that frame. When systems are 

the first point of inquiry—rather than legal advisors, for example—this positions those 

developing and retraining these systems as the experts, and highlights the significance of 

the decisions they make around how AI systems are updated. These decisions, such as 

the choice of data for retraining, can mean the difference between the identification of an 

individual as a militant or civilian, for example, shaping distinctions under IHL in targeting. 

There are also questions that arise when unintended engagements result from inaccurate 

information by AI systems as to the role of the developer who has been updating and 

adapting the system throughout deployment to address concerns about accuracy, and 
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how accountability is distributed and attributed to those responsible for any resulting 

violations of IHL, particularly for incremental development choices regarding learning 

paradigms that are hard to trace and understand.138 Commanders and legal advisors 

must have the capacity to understand how updates to AI capabilities during deployment 

can alter their performance, the conditions under which they can be lawfully used, and the 

way they impact interactions with military practitioners. This also raises crucial questions 

about the need to continue conducting legal reviews of AI capabilities post-deployment.139 

A different kind of industry choice during deployment that impacts legal compliance is 

demonstrated by the 2026 controversy between the tech company Anthropic and the 

United States Department of Defense (DoD).140 During the deployment of Anthropic 

systems, such as Claude, disagreement arose as to whether these systems could be 

used for certain purposes. Anthropic indicated that its systems could not be used for 

mass surveillance of the US population or as part of autonomous weapons systems, 

causing the DoD to cancel its contract with the company. This illustrates one way 

for industry to exercise agency by setting standards and self-regulating, even post-

deployment. It demonstrates the fluidity between lifecycle stages for development choices 

made by industry that link to AI governance and self-regulation, procurement (through 

contract administration) and broader development choices about the kinds of systems 

they are not willing to produce. When a company like Anthropic sets its red lines, this may 

serve to legitimise other AI capabilities that are nevertheless problematic and raise legal 

challenges, such as AI-enabled decision-support systems. This article has highlighted 

many of the concerns around the development and use of AI capabilities, including 

decision-support systems, contributing to violations of IHL. Yet when industry sets its 

red lines only on domestic surveillance or autonomous weapons, these concerns are 

minimised. Moreover, other industry actors rapidly step in to fill the gap, as Open AI did 

in this situation, suggesting that understandings about the ethical desirability and legal 

compliance of certain applications will be interpreted differently by different industry 

actors, based on their commercial interests (whether reputational, ethical or commercial). 

This similarly occurred when Google employees protested at Project Maven being used 

for military purposes, leading to the company pulling out141 and eventually being replaced 

by Palantir, which developed Maven Smart Systems.142 

While they are significantly distinct processes, the illustrations of system updates for 

distribution shift and of self-regulation through choices not to develop certain applications 

show how industry development choices at different levels (one technical, the other 

corporate policy) and cross-cutting what are often treated as separate lifecycle stages 

(e.g. governance, procurement and development) shape how militaries comply with IHL. 

Development processes continue post-deployment, meaning that the choices industry 

actors make even after a system has been deployed can critically impact operational 

decision-making and the operationalisation of IHL therein. The values and interests 

that are embedded at the upstream stages of governance and planning, research and 

development, and acquisition are reinforced by these downstream development choices. 
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Conclusion 

The development of military AI capabilities is not a neutral technical process. Industry 

actors make choices throughout the lifecycle of these systems that embed subjectivities, 

shape military operations, and have direct implications for respect for international 

law. Considering IHL compliance only in a final system review or during deployment is, 

therefore, already too late. 

This article argues that states have a legal obligation to diligently operationalise IHL 

throughout the development of military AI capabilities, which cannot be outsourced to 

industry. While states may and increasingly do rely on industry for the development, 

evaluation and maintenance of military AI systems, the concentration of knowledge and 

technical expertise within the private sector creates a structural challenge for discharging 

IHL obligations. The article has demonstrated this by tracing how concrete development 

choices by industry across the lifecycle, from data collection and model design through 

to testing, integration and ongoing maintenance, can be a source of risk for IHL violations 

and can constrain how states are able to fulfil their due diligence obligations to ensure 

respect for IHL. 

While existing debates on military AI and international law gesture to the need to 

consider IHL throughout the development of military AI, this article formulates this as a 

legal obligation and demonstrates concretely how development choices across different 

lifecycle stages shape the capacity of states to discharge it. This analysis is not intended 

to be comprehensive, but to demonstrate why industry development practices have direct 

implications for IHL compliance and that states are legally required to address these risks 

throughout the development of AI capabilities. There are myriad development choices 

across the lifecycle, as well as broader normative and epistemic questions about the 

agency of industry in the military domain, that warrant further scrutiny. Open questions 

remain, for instance, on whether industry actors developing military capabilities are 

directly participating in hostilities and owe legal obligations on that basis, or whether 

the reasonable commander standard may eventually need to account for a reasonable 

engineering standard. 

For military organisations, including the Australian Army, the immediate implication 

is practical. Fulfilling legal obligations in relation to military AI requires cultivating the 

institutional capacity to scrutinise not only technical systems but also the development 

practices that shape system behaviour, how practitioners can use them, and broader 

operational processes. This means engaging with industry not from a position of 

dependency but with sufficient independence and specialised knowledge to direct 

development in accordance with legal obligations and operational requirements. As 

the development of military AI capabilities continues at an accelerated pace, this is a 

challenge that military organisations cannot afford to defer.
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