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/ 1. INTRODUCTION

The world’s militaries, like other large organisations, are currently grappling with how to
use large language models (LLMs), which are a form of generative artificial intelligence
(Al)." The US Army, for instance, aims to incorporate Al—including generative Al—at every
level.2 Al companies are already making sales to armed forces around the world, such as
the United States Africa Command.? In Ukraine, Palantir supplied its Artificial Intelligence
Platform (AIP) system (which includes an LLM interface) on a mobile app for use by
personnel in warfighting; soldiers on the battlefield type in queries in natural language
(NL) and receive real-time information curated by an LLM.* AIP also allows users to build
Al agents (hereafter simply agents), another emerging Al technology predicted to be a
multitrillion-dollar industry.® Agents are Al systems that are empowered to execute tasks
on the user’s behalf. Such agents would be prompted with NL and would then use an LLM
to translate the user’s prompts into a format that machines can understand, to write code
to run programs, to generate text for emails and messages, or even to navigate and use
websites on behalf of the user. No previous software has achieved this level of autonomy.

Such rapid adoption of untested Al raises many cybersecurity concerns.® LLMs evince bias
in their output; their training arguably infringes on others’ intellectual property; the models’
inner workings are opaque even to the programmers, making it hard to predict fail modes
in advance; and they are prone to so-called hallucination, whereby the text output of the
LLM is untrue or nonsense.” The use of agents raises further questions as to whether
current Al systems can or should act independently. Critics point out that the underlying
models struggle with planning, continue to fail in some elementary reasoning tasks, and
lack an understanding of the physical world.® There are also unanswered legal questions
about who is responsible for the actions of an agent.® Furthermore, in a military and
national security context, there are voices warning of the dangers of using Al for crucial
intelligence analysis and making decisions on whether to go to war."

Little attention has been paid, however, to how the capabilities of LLMs and agents are
affected by their dependence on NL. This paper argues that NL is the crucial bottleneck
that will impede development, safety and reliability in this area, especially for agents.
Previously, computers were instructed by a programming language (PL) carefully designed
for that purpose. NL, by contrast, is a natural phenomenon that evolved in unique
circumstances to perform certain functions for bands of early humans. It did not evolve to
command machines. Nevertheless, LLMs and agents are machines that, at least indirectly,
are commanded by NL. This represents a paradigmatic shift in the history of computer
science.
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The problem is especially poignant for the Australian Army. Modern military
communications are supported by a well-honed body of protocols and training designed
to overcome or sidestep the limitations of NL as a command language. NL is ‘designed’
for everyday human-to-human (H2H) communication, yet misunderstanding commonly
occurs, sometimes with catastrophic consequences. Militaries do their best to standardise
English or other NLs to reduce the risk of misunderstanding and deception. Some of the
same measures can be employed to make LLMs and agents safer and more reliable.

But, as explored later in this paper, even if NL-prompted systems are brought up to the
same level of reliability as H2H communications, they remain unsuited to high-stakes
tasks. While LLMs or agents can be used relatively safely in low-stakes tasks (such as
summarising, querying and translating), this paper recommends against their use for tasks
that involve high levels of trust or autonomous decision-making.

This study is interdisciplinary. The technology is emerging, and the associated risks are
not fully known. To address the risks posed by NL-prompted systems, it is necessary to
range across the scholarly literature, from the evolution of animal communication and the
philosophy of language to cybersecurity and the history of military miscommunication.
The reader will be spared too many technical details, and many debates and open
questions will have to be glossed over or relegated to endnotes. Instead, the paper
presents sufficient information about language and Al to empower an interested reader to
see the new class of risks entailed by this technology and the facts about language that
make this technology different from other information technology, even other forms of Al.

The paper is arranged as follows. Section 2 looks at the different forms of communication
covered here—including NL, PL, and command and control (C2)—and establishes a
simple framework that allows for easy comparisons between them. Using this framework,
Section 3 details how NL is different from PLs and why NL is therefore ill-suited to
commanding machines. Section 4 elaborates on the problems that NL-prompted systems
already face in this regard and details further problems that will limit their military utility

in the future. Section 5 looks at ways to mitigate these problems and at the inevitable
capability trade-offs. Section 6 lists recommendations for how the Australian Army should
incorporate LLMs and agents into its operations and where their use should be restricted.



Australian Army Occasional Paper No. 41
Al and the Limits of Natural Language for Command

/ 2. COMMUNICATION, COMMAND
AND LANGUAGE

NL, PL, C2 and other systems of communication for humans, non-human animals, and
machines are sufficiently different to warrant their own studies. Indeed, there are many
disciplines that study them with widely varying methodologies and doctrines: linguistics,
literary studies, the philosophy of language, communications, semiotics, biosemiotics,
information theory, computer science, rhetoric, signal processing, ethology and so on.

It is possible, though, to adopt a simple framework that foregrounds one feature of
communication while remaining agnostic as to many of the particulars of communication
debated in the literature. The central feature of this study is the notion of command—how
to command a computer, how to issue commands in a military setting, and how difficult it is
to command humans or machines using NL.

In this article, communication is defined as a sender’s attempts to command a receiver or
receivers. Command, in turn, is defined as a way to control another’s behaviour without
direct force.

These definitions may sound too broad or abstract. But they are based on work in the
biology of communication in non-human organisms—which was, after all, the only form of
communication for several billion years prior to the advent of both humans and machines.
If we are to find the ‘lowest common denominator’ of communication—some characteristic
that unites all forms of communication, no matter how modern or complex—it is in the
relatively simple signalling systems that have evolved naturally.

Communication between predator and prey, between trees in a forest, between single-
celled organisms, and even between cells within the same organism can all be understood
as attempts to control behaviour by means other than direct force—for example,

through the use of sound, visual display or chemical signals.' Implicit in this framing of
communication is that there is a cost to communicating. It takes time and energy to send

a message. From an evolutionary point of view, therefore, it is worth communicating only if
doing so yields a benefit to the sender in excess of the cost. In the pitiless logic of natural
selection, this benefit is more likely to be at the expense of the receiver. Most interactions,
even among members of the same species, are competitive rather than cooperative.'

For cooperation to flourish, special conditions are needed. This typically means that the
sender and receiver must be closely related, as in the case of bees who communicate
pollen’s location to their genetically similar sisters. Because of their common (genetic)
interest, the rate of deception and ambiguity is very low. In contrast, the more common
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examples of communication among non-human animals are in competitive scenarios,
which are consequently marked by attempts at deception and by the use of highly
ambiguous signals.' For instance, when a cat is threatened by another cat or a larger
animal, it will make a hissing sound, its hair will stand on end, and it will arch its back.
These audio and visual displays are forms of communication. They emphasise the cat’s
defensive abilities and make it appear larger to its opponent. The cat is ‘lying’ or at least
exaggerating. The cat could only be disadvantaged by communicating an honest signal
of its powers. It is in the cat’s interest to deceive the opponent. Because this is a purely
competitive situation, there is little ‘honest’ information in the cat’s signals. The competitive
versus cooperative nature of a communication system comes down to the evolutionary
history of that system. Knowing the history is therefore crucial to predicting the amount of
deception and ambiguity intrinsic to the system.

This brings us to the biologically unusual case of human communities. Here
communication occurs liberally, especially via NL, amid a mix of cooperative and
competitive incentives, producing a mix of honest and dishonest signals.'® Unlike the bee
dance, NL is frequently used to communicate with non-kin and even outright rivals, and

so it is also used to deceive. And unlike the cat’s threat display, NL is often used to share
‘honest’ information for the mutual benefit of the sender and receiver. We should therefore
expect NL to be optimised for neither honest signals nor fake signals but for some blend of
the two.

This is not the only difference between NL and communication in non-human animals.
The signals in NL are far more complex than even the most sophisticated communication
found among other animals, such as birdsong and whale song.” NL is compositional.'®
One can have a symbol A and a symbol B with different meanings, and these symbols
can be combined to make AB, which has a third meaning that is not simply A followed by
B. In other words, symbols can be combined according to a set of rules. This allows for an
explosion of finely distinguished meanings. Indeed, other animal communication schemes
are closed in the sense that new signals cannot simply be deployed ad hoc; they can only
arise over time. NL is open, however, because a speaker of NL can produce utterly novel
sentences and still be understood, provided the symbols being used are all known and are
combined according to known rules.'® Compositionality is one of the primary elements of
grammar or syntax, whereby symbols are combined to compose extended or more subtle
communiqués.

Another feature of NL that is not found elsewhere in nature is the heavy reliance on
context.?®* Human conversation is not very explicit. Rather than specifying everything that
a receiver needs to parse a sentence, the sender can outsource much of this to context.
Context includes the immediate environment, perceivable by the speakers, in which the
conversation takes place; the overlapping cultural context shared by speakers of the same
language; and earlier parts of the discourse. For example, a sentence in an everyday



Australian Army Occasional Paper No. 41
Al and the Limits of Natural Language for Command

conversation might be, ‘She didn't like those and we all know why. Ripped from its context,
the meaning is unclear. Pronouns like she allow speakers to save themselves constantly
referring to people already named in the discourse. The first mention of someone might

be the woman who was staying in the hotel room next to mine, but thereafter, one can

say she. Similarly, a word like those may refer to some object currently in view of both
speakers, and so its meaning is entirely dependent on current physical context; this is what
linguists call deixis. Furthermore, the clause we all know why refers to some unspecified
common knowledge, which may be highly culturally or personally contingent.?! Context-
dependency in NL means that two identical utterances can have totally different meanings
if they are used in different contexts.

Ambiguity can thereby be resolved by context-dependency. This carries the benefit

of efficiency, as one can reuse and recycle a smaller set of common words whose
meanings are modified by contextual information. It also carries the cost of potential
misunderstanding. But note that most human communication is not about directly
commanding one’s interlocutor; most conversation is about updating, remembering,
gossiping and entertaining.2? These functions of language might seem to bear little
similarity to commands. But, returning to the evolutionary foundation discussed above,
there is a cost to communicating that must be repaid. Sharing information for free, such
as gossiping or improving a receiver’s mood with a joke, compliment or reminiscence, is
ultimately beneficial to the sender, too. These functions clearly aid social cohesion and
help secure a mate, ally or friend.?®* Are they commands? In the sense used in this paper,
yes. The sender is trying to control the receiver’s internal behaviour and adjust their beliefs
or dispositions in some way that will ultimately lead to an action—perhaps long delayed—
that will benefit the sender. What might normally be called informing, influencing or
persuading can be recast as delayed or deferred commanding.

Context-dependency is not needed for simple, non-compositional communication such as
bird calls and chemical signalling. Nor is it strictly necessary for complex communication.
For human-to-machine (H2M) communication, we employ PLs, which are compositional,
have syntax, and allow for highly complex communication. Unlike NL, however, they do not
rely on context or tacitly communicated information. For a computer program to run, the
programmer must anticipate and make explicit all the information the computer will need
to carry out the desired commands. Notably, ambiguity is also absent. Each symbol or
function in a PL has one meaning only. PLs are deliberately designed and fit for purpose:
absolute cooperation between the programmer and the machine. NLs, by contrast, evolved
in conditions of mixed competition and cooperation among their users and hence contain
considerable, but not total, ambiguity.?*

Meanwhile, there are historical examples of how NL can be partially modified to make it
a better, but imperfect, command language. Over centuries, militaries have developed C2
principles aimed at streamlining communication and reducing misunderstanding.2®
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Many standard practices in military communications are aimed at minimising ambiguity
and making commands explicit: standardised vocabulary, formats for orders, pro-words,
brevity codes, call signs, readback etc.2 Without training and protocols, personnel would
use untamed NL to communicate in high-stakes situations. Although it is not usually
conceived of in these terms, C2 principles attempt to corral NL, which is not suited to
giving commands, into a more formalised language, one that slightly resembles a high-
level PL.?"

Zooming out, we can consider the many different systems of communication embodied in
nature and technology and see that, for our purposes, three important variables loom into
view:

1. The complexity of senders’ commands
2. The degree of ambiguity in those commands
3. The amount of contextual information required for receivers to follow the commands.

In light of these, we can briefly summarise the main forms of communication mentioned so
far and how they appear from the point of view of communication as attempted command:

1. Communication in non-human organisms. Commands are simple and non-
compositional. They are normally highly ambiguous because they are adversarial.
No context is needed to ‘decode’ the commands.

2. NL. Commands are compositional and can be long and highly complex. Ambiguity
is variable but ever-present because of mixed competition and cooperation. Context
is necessary to resolve ambiguity and to complement the sparse information in the
message.

3. Military communications or C2. Commands are compositional and can be highly
complex. Ambiguity is reduced, but not eliminated, by training users to follow
conventions and by the fact that users’ interests are largely aligned. More context is
supplied than for a typical NL but not as much as for a PL; context is still outsourced
to users’ overlapping cultural and institutional knowledge.

4. PLs. Commands can be very complex and compositional, necessitating rules of
syntax or grammar. Ambiguity is minimal and the programmer and machine are ‘fully
cooperating: Information is exhaustively provided so that a process can run without
the need for extra context.

There are many other ways of analysing and classifying different communication systems.
The categorisation proposed above does not invalidate any of them per se. It merely
emphasises that even the more recent and more elaborate communication systems—
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NL, PLs, C2—maintain the original, core function of primitive communication found in
non-human organisms: to control another’s behaviour without force—or, in a word, to
command. Over time, other functions have been layered on top so that users of NL do
more than simply and straightforwardly try to get another organism to flee. But even
these newer functions are, at the bottom, about controlling the behaviour of one or more
receivers in some way that will ultimately benefit the sender.

Given all this, the question becomes: Is NL, with its various elaborations on simple
commands, optimal for H2M communication? Relatedly: Can NL-prompted systems, like
LLMs and agents, be comprehensively and safely commanded?

This paper will answer both questions in the negative. To demonstrate why, consider
that PLs are optimised for command in H2M. And yet PLs are quite different from the NL
with which we command humans and, currently, LLMs and agents. So, what features are
stripped from NL when designing a PL? Identifying those features can provide insight
into the inherent drawbacks of NL as a command language and hence illuminate the
drawbacks of NL-prompted systems.

The following section elaborates on the contrast between PLs (which certainly can work to
command machines) and NL (which has yet to prove its utility).



Australian Army Occasional Paper No. 41
Al and the Limits of Natural Language for Command

3. THE WEAKNESS OF NL AS A
COMMAND LANGUAGE

NL Versus PLs

There is surprisingly little scholarly work on the distinction between NL and PLs. There is a
huge, polyvocal literature on the fundamental features of NL and a large and more settled
literature on the workings of PLs; deliberate comparisons, however, are rare. Possibly this
is because the differences are so stark as to seem obvious. Alternatively, it might reflect
the lack of interaction between scholars of NL working in linguistics or philosophy and PL
theorists in computer science. It is common to find the distinction mentioned in introductory
programming courses, where instructors briefly explain how PLs are unlike the NL that
novice programmers are used t0.2® The distinction is sometimes made in introductions to
formal logic and linguistics t00.2° Given the relevance of the distinction between NL and
PLs to this paper, it is worthwhile to outline it clearly.

One useful and widely read account of the differences is found in Pinker’s popular work
The Language Instinct.*® He identifies five reasons why NL cannot be a formal language,
of which PLs are a subset:

1. Ambiguity. Most words in English, for instance, have more than one meaning,
which results in sentences with multiple interpretations. As examples, Pinker gives
unintentionally humorous newspaper headlines: ‘Iraqi Head Seeks Arms;, ‘Stiff
Opposition Expected to Casketless Funeral Plan:

2. Lack of logical explicitness. Consider the following statements: Ralph is an
elephant; elephants live in Africa; elephants have tusks. A human reader will make
the inference that Ralph lives in Africa and that Ralph has tusks. Strictly, these
inferences cannot be made purely from the information supplied in the statements
given in NL. We naturally supply the additional general knowledge that (a) the Africa
Ralph is in is the same Africa mentioned in the statements and that (b) the tusks
Ralph has are not the same as the tusks other elephants have. In a PL, earlier
rounds of programming have defined the functions, arguments, variables etc.,
so that all necessary implications are specified somewhere in the stack.

3. Co-reference. This is the problem alluded to in the example above, whereby one
can first refer to the woman who was staying in the hotel room next to mine and
then, later in the discourse, refer to the same person as she. There need to be
additional rules or knowledge to understand that the two expressions are equivalent
in this context (the identical expression she will refer to other things in different
contexts).
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4. Deixis. Again, as mentioned above, words like a, the, here, that, this, now, me and
you refer to things that are salient in the context of the current conversation.

5. Synonymy. There are many ways of saying the same thing. At the scale of words,
there are synonyms that are virtually interchangeable: serene and tranquil; tirade
and diatribe. At the scale of the sentence, it is easy to manipulate syntax without
altering the meaning: the soldier fired a Javelin at the tank; the tank was fired at by
the soldier’s Javelin, etc. In a PL, there is often some leeway in altering the syntax
to achieve the same result. But at the level of individual expressions, synonyms
are simply redundant and are therefore not used. When one combines synonymy
with ambiguity, as is the case in NL, it is possible to simultaneously have (a) many
sentence constructions that mean the same thing and (b) identical constructions
that mean many things. The only way to correctly parse them is with additional
contextual cues—which is to say, information that is separate from the message.

Of these five reasons, two boil down to issues of context (deixis and lack of logical
explicitness), and three boil down to matters of ambiguity (ambiguity, co-reference and
synonymy).3'

Beyond Pinker’s classifications, the history of natural language programming is another
useful (but oft-forgotten) basis for asserting insurmountable differences between NL and
PLs. From the 1960s, there was a widely held ambition among programmers to make PLs
increasingly user friendly and accessible. It was assumed that PLs would gradually come
to resemble NL until one day it would be possible to program a computer without any
coding experience, because the computer could be instructed using a PL indistinguishable
from NL. NL programming did not eventuate. The reasons for its failure illustrate many of
the problems with security and reliability that LLMs and agents already face.

The most common reason cited in this literature is, again, ambiguity.®? Whereas PLs

are designed to eliminate ambiguity entirely, NL is rife with it. The second most cited
reason is the context-dependency of NL, although this exact phrase is not always used.
Rather, commentators emphasise the difference between the procedural, explicit kinds of
instructions entailed in computer programming, and the way things are expressed in NL.*
The barrier to entry for programmers is not in learning the vocabulary of the PL (which
might be fewer than a hundred expressions) but in learning to think like a programmer—
that is, learning to specify or make explicit what the task involves and its success
conditions:

[PIrogramming is often defined as a process of transforming a mental plan that is

in familiar terms into one that is compatible with the computer ... many difficulties
arise because the distance between these is too large ... There are also many
ambiguities in natural language that are resolved by humans through shared context
and cooperative conversation ... Novices attempt to enter into a humanlike discourse
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with the computer, but programming languages systematically violate human
conversational maxims because the computer cannot infer from context or enter into
a clarification dialog.®*

Until the advent of LLMs, commanding a computer required a level of highly explicit
language. This language was so far removed from everyday communication that achieving
proficiency required a new way of thinking. This situation is not unique. Military C2
practices also require more explicit protocols than exist in everyday uses of NL. But in

the case of C2, efforts to achieve common understanding benefit from the many shared
assumptions of people working in the same NL who have the same (usually) national
background and common training.%®

Scholars of language might add further reasons why NL is not like a PL.In addition

to ambiguity—where the same expression has multiple interpretations because of
underspecified meaning—there are various kinds of irony. Irony involves expressions
that have multiple intended meanings for multiple receivers. The simplest example is a
sarcastic or snide comment: a naive listener will take the comment literally and miss the
interpretation gleaned by a savvy listener. Another form of irony is the dog whistle used
by a politician to signal one thing to a clique of supporters and another to mainstream
audiences. An overlooked point in the literature on the evolution of NL is that a simple
sender—receiver model misses the potential scenarios in which a speaker has multiple
receivers with mixed agendas.®

The mere fact that this is possible in NL is a point against its unthinking use as a
command language. Irony, along with euphemism and strategic ambiguity, is a way in
which humans can tailor messages to audiences of several individuals who have non-
overlapping interests.®” An example from a military context would be the use of encrypted
messages that mean one thing to an eavesdropper and another to the intended receiver.
Fittingly, one of the best ways to see the differences between NL and PLs is to look at
military communications.

Modifying NL in the Military

There are many modifications to NL that obviate the risk of miscommunication in the
military. These systems somewhat resemble PLs in their reduced ambiguity and increased
explicitness.®® Somewhat tellingly, militaries inevitably face difficulties in their efforts to
incorporate machines into these NL systems (H2M).

Miscommunication in the military is an important topic but has not attracted much scholarly
attention. Nevertheless, there is strong institutional knowledge in the world’s militaries of
the cost of miscommunication and how to mitigate it. Canonical examples from history
include the charge of the Light Brigade in the Crimean War, and the Battle of Gettysburg.
Both involved vague orders that were misinterpreted, leading to disaster.*® Techniques to

10
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reduce ambiguity in commands include the introduction of phonetic alphabets, mandatory
readback in audio communications, and standard formats for orders, such as the SMEAC
(situation, mission, execution, administration/logistics, command/signal) format used by
NATO and US forces.

These techniques reduce the inherent ambiguity in NL by standardising it for use in high-
stakes military operations. The degree of standardisation is not as great as that found in a
PL, but there are also PL:-like systems found in C2.

Despite efforts to mitigate ambiguity, NL remains open to misinterpretation. A recent

study by Schadd et al. concludes that ‘Natural language is difficult for a computer to work
with because it allows many variations in the representation of information’*°The same
problems that afflict agents and LLMs are present in military systems, despite efforts

to standardise communications between humans and machines. The fact is that NL
remains so riddled with ambiguity and context-dependency that even in military systems
streamlined for H2M there are still weaknesses. To overcome the challenges, militaries
adopt principles to bridge the gap between what is said and what is needed to achieve the
mission. One such principle is command intent:

A common education, history, and mindset [i.e. shared context] may enlarge the set
of intents that do not need to be mentioned. An example of an implicit intent is that
taking casualties during a mission should be avoided. Differences in education and
culture may cause differences in implicit intents between participants and may lead to
undesired mission outcomes.*'

There is no way for machines or humans to extract these implicit intents from the
commands alone. They must already be known or be somehow embedded in the context
surrounding the command.

The increased reliance on digital communication and information networks necessitates a
battle management language (BML).*2 A BML is a way to communicate command intent on
the battlefield and in simulations via some unambiguous, standardised language:

[A] BML will not be a natural language ... On the contrary, BML has to be a
language whose expressions can be interpreted by systems. Thus, all those
ambiguities and exceptions that characterize natural languages have to be avoided.
Indeed, one of the central demands for a BML is its unambiguity.*®

A BML is especially necessary between coalition partners with different NLs and different
military cultures. Nowadays, such interoperability is needed for H2M and machine-to-
machine communication (M2M) as well. Despite the best efforts of experts in the military,
there is not yet a BML or any other language that can facilitate H2H communication and
H2M or M2M communication at the same time. Anything based in NL is vitiated by NLs
ambiguity and is therefore too imprecise to be interpreted and actioned by machines.

11
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Under the definition of communication as a sender’s attempts to command a receiver,
there are clear parallels between managing orders in the military and instructing a
computer. Countering the ambiguity and context-dependency of NL is already a priority in
C2. It will also need to be a priority when incorporating LLMs and agents into the military.
These systems will face problems in command previously applicable only to humans.

12
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/ 4. INHERENT PROBLEMS WITH
NL-PROMPTED SYSTEMS

NL-Based Problems in LLMs

LLMs and agents already evince weaknesses peculiar to NL-prompted systems.

Like humans, who also receive commands in NL, LLMs and agents can simply be

fed disinformation in NL form. For H2H communication in the military, the threat of
disinformation is ever-present. For example, an adversary may introduce false commands
into a radio network. Much as a human may be taken in by a well-crafted message in

NL, NL-prompted systems can be lied to, manipulated or confused by malicious prompts.
Cybersecurity experts have raised alarms about these vulnerabilities, including the threat
of jailbreaking: the process by which ‘attacks are engineered to elicit behaviour, such as
producing harmful content or leaking personally identifiable information, that the model
was trained to avoid’** The would-be jailbreaker can use various prompting techniques

to circumvent the model’s defences. These include asking the model to play a role or
character, using appeals to logic or other persuasive techniques, tricking the model into
entering developer mode to bypass the usual safeguards, and paraphrasing requests in
unusual or coded language.* These attacks are unique to NL-prompted systems.

Most worryingly, NLs are vulnerable to prompt injection (Pl). The threat of Pl stems from
the fact that a user can enter anything into the prompt window. This has been known since
2022, early in the development of LLMs:

Due to the unstructured and open-ended aspect of GPT-3 prompts, protecting
applications from these attacks can be very challenging. We define the action of
inserting malicious text with the goal of misaligning an LLM as prompt injection.*¢

There is disagreement in the literature as to whether Pl is a sub-type of jailbreaking or
the other way around.*” Regardless, there is some consensus regarding why Pl is so
dangerous, namely that ‘LLM-Integrated applications blur the line between data and
instructions’*® In a PL, this distinction is absolutely clear. One can enter instructions in a
given PL and the computer will execute them, provided they are well formed. Anything
else is ignored by the computer. If one wants to provide data—such as a file or object of
some kind—it can be referred to in the PL but cannot be directly entered into the coding
interface. In LLMs, by contrast, instructions, data, questions, gibberish, code, comments,
malicious requests, or any other permutation of keystrokes can be entered into the same
prompt window. Regardless, the model will generate text in response to any input. This is a
radical break from any previous software.*
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A related vulnerability is indirect or remote Pl. The lack of separation between data and
instruction carries over into the data that is retrieved by the model (for example, data
collected in a web search or data retrieved when a model is given access to external
memory). This allows adversaries to ‘remotely affect other users’ systems by strategically
injecting the prompts into data likely to be retrieved at inference time’*® Note that inference
time is when the model is responding to a prompt from a user. Inference time can be
contrasted with training time, which occurs before the model is deployed and when it is
pre-trained on a large dataset and fine-tuned to improve performance. Remote Pl can:

lead to full compromise of the model at inference time ... This can entail remote
control of the model, persistent compromise, theft of data, and denial of service.
Furthermore, advanced Al systems add new layers of threat: Their capabilities to
adapt to minimal instructions and autonomously advance the attacker’s goals make
them a potent tool for adversaries to achieve, e.g., disinformation dissemination and
user manipulation.®

Unlike direct PI, which requires the adversary to have access to the model’s prompt
window, remote Pl means they can plant adversarial prompts somewhere they know the
model will access. Effectively, they lay traps that will be unwittingly activated by legitimate
users.

A related type of attack is called data poisoning. In data poisoning, adversaries affect the
model earlier in the process by injecting adversarial prompts into data which they suspect
will be included in the model’s pre-training phase. This includes methods as simple as
editing publicly available web content like Wikipedia.? If retrieved and ingested, this data
can indirectly control the model or lead the model to violate its usual safeguards.®

Remote PI and data poisoning expand the scope of NL-based vulnerabilities in LLMs

and agents. Like direct PI, they succeed because of the blurring of data and instructions.
During training, a model learns statistical associations between data, mainly comprising
NL text. When it comes to inference time, it is prompted with an instruction that is also in
NL. An LLM’s basic function is to predict and output the next most likely word, given the
words in the prompt. If the prompt (instruction) mimics a pattern found during training
(data), the LLM will complete that pattern. This is what enables LLMs to respond to
prompts in useful and relevant ways. Their instructions are in the same format as their
data because they have been built to essentially produce more of the data they were
trained on—that is, more plausible stretches of natural language. This functionality can be
exploited either by a cleverly chosen prompt (PI), by having the LLM access a deliberately
prepared external site (remote PI) or by curating data on which the model will be trained
(data poisoning).
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NL-Based Problems in Agents

The problems outlined above apply to any agents that are operated via a prompting
window. One might think that commanding an agent is therefore just as fraught as
commanding an LLM, but agents are more concerning still. Unlike LLMs, which are usually
restricted to generating text or other media such as images, an agent’s outputs will be far
more diverse.

Agents are a new technology, and most of what has been written about them is
speculative.>* Media coverage of Big Tech’s proposed agents extols the possible use
cases and probably exaggerates the size of the market.®> Common examples of use cases
for a consumer-level agent include organising a holiday, making purchases and booking
restaurants.®® Over the last two years, agents have failed to attain anywhere near the
reliability required for consumer use. Agents have been successfully deployed, however,
‘in the background: Salesforce, for example, provides agents to private enterprise; these
are set up to perform highly automatable tasks in a business context.5” This is quite
different from the general-purpose concierge or butler envisioned by Al enthusiasts.

The important distinction is that task-specific agents will be carefully tested, calibrated and
instructed with highly structured prompts and orchestration layers. By contrast, general-
purpose butler-style agents will be prompted in unconstrained NL and will be expected

to perform their tasks with minimal feedback and instruction. For these general-purpose
agents, the limitations of NL will be amplified in several ways.

First, agents inherit the NL-related vulnerabilities of LLMs. This includes an inability to
resolve ambiguities in user prompts, a vulnerability to Pl and jailbreaking, and a lack of the
context required to parse many NL messages.5®

Second, agents may be embedded in ecosystems of other agents.%® Multi-agent systems,
with autonomous agents communicating among one another in NL, may become vectors
for PI attacks. A malicious prompt can self-replicate across interconnected agents,
behaving much like a computer virus spreading through their NL communication.

This phenomenon, dubbed prompt infection, has been shown to pose severe threats,
including data theft, scams, misinformation and system-wide disruption.®® Again, the
threat of NL being used as a de facto PL is recognised by some on the cutting edge of
cybersecurity research. Commenting on the prospect of agents interacting in a web of
imprecise NL communication, one recent study concludes, ‘the imprecision and ambiguity
of natural language could also inadvertently pose safety risks, even in the absence of an
adversary’®

Third, and most worryingly, agents will also use other systems, thereby expanding the
footprint of any NL-based vulnerabilities. For example, humans will communicate to agents
in NL and then these NL commands will not only produce more content (similar to LLMs)
but will also translate to an open-ended set of real-world actions.
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Issues Related to Commands

By contrast to LLMs, agents can be linked to external applications, can instruct other
agents or LLMs, and can be given control of a user’'s computer.®? In effect, agents will
either translate NL commands into a PL (1o initiate some action) or receive NL commands
and then translate them into further commands in NL. Either way, these linkages introduce
further risks associated with ambiguity in language and context-dependency.

There are at least four methods by which agents will take commands given in NL and
convert them to actions either for M2M or M2H:

1.

16

Writing code. LLMs have become invaluable ‘copilots’ for software engineers.

Not only can an LLM auto-complete likely stretches of code; it can also be prompted
to create code in a given PL in order to do ‘X! Normally, the programmer needs to
enter a process of back-and-forth or trial and error to refine the code generated

by the LLM. This process, though imperfect, can still boost a programmer’s
productivity.®® Less useful is so-called ‘one-shot’ code generation, where LLMs

are provided with a single example of code and asked to extrapolate and produce
something similar for a new purpose. This is a time-saving activity that comes with
trade-offs: ‘complex tasks requiring detailed understanding and context may pose
challenges for one-shot prompting models’®* Agents, however, will be empowered
to write code and attempt it on a first try. This represents a straightforward case

of the user instructing the agent in NL and then the agent trying to shoehorn an
ambiguous NL command (which may lack explicit context) into something explicit
and unambiguous in order to command another system. But command intent may
be lost in the translation.

Application programming interfaces (APIs). Agents can call APIs. APIs are the
main way in which two software applications communicate to each other. They

are part of the backbone of modern ICT infrastructure, with many billions of calls
made per day and trillions made every year. For example, when using a rideshare
app, the mapping information might be provided by a second application (mapping
software) which the rideshare app calls. For the call to work, the rideshare app must
submit some information in a structured format to the mapping software. This will
commonly be in a format such as a JSON schema or an XML document. These
are simplified formats that are readable by humans and machines; they contain
numbers and natural language but are laid out under predefined subheadings and
categories. With the mapping example, the APl might require the rideshare app to
include information such as a request for the user’s current location, a request for
the destination, a request for the fastest route between the two, etc. This allows
the mapping software to deliver the information required. All of these actions

are performed in an M2M communication pipeline. For this reason, constrained,
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unambiguous and necessary context needs to be provided. To populate the API call,
the agent must take the user's NL prompt and convert or translate that into words
or numbers that fit the predesignated categories. The APl then commands another
machine (the third-party software) to do something. Given the indirect method

of communication and the imperfect translation of NL into PL, there is a risk that
command intent is lost.

. Computer use (CU). One way to bypass the permissions and access issues raised
by third-party apps is to empower the agent to use one’s computer.

Using a multimodal model, the CU agent can operate the user’s web browser, take
screenshots, interpret what text or other fields are available, and then click on links,
check boxes or enter text.% Effectively, this is another case of giving a machine an
NL command—book me flight to Melbourne next Wednesday, some time around

7, economy’—and expecting it to sift through the ambiguity and lack of context and
carry out the user’s intention. In this example, how close is ‘close’ to 7 pm? Is ‘next
Wednesday’ the very next Wednesday or Wednesday of next week? What details
will the agent need that are missing from the prompt? Is the agent empowered to
guess at these, or will it need to enter a back-and-forth with the user? CU comprises
a mix of communication styles. Given any particular NL prompt, a CU agent
effectively converts that NL into PL by taking certain actions, like clicking buttons to
navigate a website. (It also involves translating NL to NL; some of its actions might
be entering NL text.) Because a CU agent can initiate any downstream commands
that are accessible through a computer’s software, these actions can have arbitrarily
large real-world consequences.

. M2H. Agents can be incorporated into organisations as ‘team members. Already,
some businesses have hybrid workforces comprising humans and agents. Agents
may be included on a company’s communication platform (e.g. Slack) so that
human workers can message the agents. It is envisaged that many more tasks will
be delegated to agents and that many white-collar workplaces will include hybrid
teams revolving around H2M and M2H communications.® This will involve agents—
who were initially commanded in NL—potentially commanding humans in NL.

This invokes all the language-based problems associated with LLMs, such as PI,
jailbreaking and hallucination.

Issues Related to Actions

The potential range of actions open to agents is vast. Their level of autonomy is greater
than that of both normal software and standard LLMs. For NL-prompted agents, their
autonomous actions will be downstream of commands given by humans, or perhaps other
agents, in NL. In one way or another, they will need to translate NL (with its ambiguity and
context-dependency) into a more structured PL or semi-formal language. This process is
imperfect, so the transmission of command intent cannot be guaranteed.
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To illustrate, the following are examples of actions that will be instigated by one or more of
the above communication channels, all of which are susceptible to problems associated
with NL.

1. Tools and apps. There are already many applications that utilise LLMs and are
therefore vulnerable to Pl-like attacks.®” The ecosystem of linked apps, plugins, web
tools and other software that builds onto an LLM’s functionality is growing rapidly.
Existing LLMs tend to engage third-party apps or external knowledge bases only
on the user’s request or under the guise of a particular solution, such as an LLM
performing a web search. An already standard method is retrieval-augmented
generation (RAG), whereby an LLM makes an API call to retrieve some additional
documents, reads the text and then augments the user’s prompt with what it found,
to then generate a response. Agents are envisioned to use these tools more readily
and more autonomously. This will mainly occur via API calls but could also include
writing and executing code.

2. Robots and other autonomous systems. Researchers have been quick to
explore the possibility of pairing the powerful new input of an LLM with a new
generation of robots.® Typically this is an onboard LLM so that a robot can be
instructed by a human in NL. But some have mooted the possibility of agents having
remote control of robots, either by calling the robot’s API or by generating code.®®
This logic could extend to the command of other autonomous systems, such as
autonomous vehicles or control systems. In a military setting, that might involve a
human instructing an agent who then carries out orders; these orders could include
controlling autonomous systems such as vehicles, sensors and weapons systems.
Again, this would probably involve something like an API call or other structured
protocol—but the initial prompt would be in NL, which the agent would then translate
into subsequent commands.

3. The user’s own device. Agents on a desktop computer or portable device can be
asked to perform a task, which they then complete by operating the user’s software.
The user temporarily cedes control of their device to the CU agent. This involves
giving an agent some or all of the permissions of the human user. In principle,
the CU agent could perform any action on the computer that a human user could,
save perhaps for actions that require biometric ID (fingerprint recognition etc.). This
includes composing text and communicating in NL to other agents or humans: M2H.
Clearly, CU opens opportunities for hackers. What is more germane to this study is
that CU also allows the agent to use NL in yet another environment where humans
already do so in a manner that is far
from foolproof.

When considering communication as a way to command receivers, the vulnerabilities
identified above are particularly worrying. Traditionally, ‘normal software’ does precisely
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what it is commanded to do. The system is protected against misunderstanding and
jailbreaking by the fact that commands must follow rigid protocols (they must be well
formed according to the syntax of the PL) and only trained operators who know these
protocols can command them. By contrast, agents combine the solicitude of normal
computer systems with the potential for deception inherent in language. They have the
same NL interface as a human interlocutor, but with none of the natural defences against
deception that humans possess.”

Interim Summary

Given the issues raised above, it is worthwhile to reconsider the questions raised in
Section 2: Is NL, with its various elaborations on simple commands, optimal for H2M
communication? Relatedly: Can NL-prompted systems, like LLMs and agents, be
comprehensively and safely commanded?

The answer to the first question must be no. Given the evolution of NL, the history of PLs
and the already apparent vulnerabilities of LLMs and agents, it seems clear that while
astonishing advances in LLMs mean that machines can now be commanded with NL,

this does not mean they should be. Concerningly, this reality is largely being overlooked in
existing literature, probably because the topic engages with issues of an interdisciplinary
nature. Scholars in the evolution of NL, for example, may have little interest in LLMs and
agents or, if they do, they may not yet have been able to publish work in this new field.
The author’s personal communication with leading scholars in the field confirms, however,
that the ambiguity and context-dependency of NL are features that are ‘baked in’ for
evolutionary reasons and this makes NL irredeemably different from a PL."™

As to the second question, experts in cybersecurity have already flagged vulnerabilities

in LLMs and agents, some of which (like Pl and jailbreaking) are attributed to inherent
problems with NL commands. These researchers, meanwhile, are understandably unaware
of work in linguistics, animal communication and the philosophy of language that would
reinforce their concerns. But while NL may not be the optimal way to command machines,
its evolutionary history also means it is an accessible and flexible way for humans to
perform H2M on a range of tasks. NL can probably never be made totally safe because

it cannot be made totally unambiguous and explicit. The relative safety of this method

of command will therefore depend on the level of risk entailed in a given task and the
mitigation strategies used to somewhat constrain or formalise NL.

Once again, there is an historical irony here for militaries. There are already many ways in
which NL has had to be constrained or modified to counter its weaknesses as a command
language in a military context. The following section looks at how to extend the logic of
these modifications (detailed in Section 3) to enable LLMs and agents to be cautiously
incorporated into the Australian Army.
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5. HOW TO MITIGATE H2M RISKS
IN THE AUSTRALIAN ARMY

The risks peculiar to NL-prompted systems—P| and jailbreaking—are a new field of

study without a clear scholarly consensus. Because they are NL based, they are in some
respects more akin to the way H2H communication can be hijacked than to traditional
attacks in computer security. Some experts argue that these problems are insurmountable
and demonstrate a language model’s inherent vulnerability.” It remains to be seen if this
pessimistic conclusion holds. Certainly, no model is yet beyond the reach of jailbreaks.

In fact, there are many online competitions to see who can be first to jailbreak a new
model upon release, and the competitions are invariably won within hours.” But there are
precautions that can be taken to deal with the problems associated with NL.

To mitigate H2M risks, especially those arising from the ambiguity of NL, the Australian
Army can draw on existing strategies from both PLs and C2 practices. These strategies
fall into two broad categories: communication protocols and training. Protocols shape the
system of communication, while training shapes the users of that system. The strategies
will be familiar already to those versed in military communications.

None of the measures outlined below are perfect. They all involve trade-offs. And while
they may reduce the ambiguity and increase the explicitness of H2M commands, they
cannot eliminate ambiguity altogether or capture all relevant context. Importantly, given the
high-risk context within which military operations are conducted, the strategies need to be
employed conservatively. Unlike humans, machines remain impervious to the cultural and
psychological factors that can make H2H communications trustworthy, even accounting for
the ambiguity that permeates NL.

Protocols

One mitigation strategy is to constrain model inputs to structured prompts only.™

This reduces ambiguity but undermines a key strength of LLMs and agents: their
accessibility and flexibility. Users benefit from the functionality of LLMs and agents
precisely because they can interact in plain language without knowing a formal syntax or
PL. Constraining prompts to a rigid schema, such as JSON, imposes a trade-off: flexibility
and accessibility in return for precision and security. And even then, security is not totally
assured. Jailbreaking may become harder but can still occur even with restricted prompt
formats.”™
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Requiring the model to back brief the user is another way to reduce ambiguity through the
enforcement of a protocol that helps ensure that the user’s intent will be carried out.”
Back briefing is commonly used in business communication and military communication.
It can be thought of as a higher-level version of readback. Unlike simple readback (which
merely duplicates the message to reduce ambiguity), back briefing involves the system
paraphrasing or summarising the user’s intent to confirm that the right action will result.
Of course, this process cannot ensure that an agent will actually carry out the action
intended by the user or, indeed, that it will act at all. But it can improve confidence in the
relative unambiguity of command that has been transmitted in NL. Some LLM-powered
systems already use a variant of this technique by asking clarifying questions to improve
results.”

Again, the trade-off of back briefing is a loss of flexibility. Speed of communication is also
compromised. More back briefing and clarifying means slower results and potentially a
narrower range of queries or requests that are accepted. Further, some legitimate requests
may be denied or rerouted along with the bad or illegitimate requests. Back briefing is
nonetheless preferable in many circumstances to enforcing highly structured prompts.

In fact, as users interact with a system that asks clarifying questions, they will (in effect) be
informally trained to give more precise and context-inclusive prompts.

There is one crucial element missing from H2M protocols that arguably explains much

of the success of H2H communication in the Army and elsewhere: trust. Much has been
written already about trustworthy Al and autonomous systems.” Often this discussion
involves an anthropomorphic notion of trust, an idea that can be contrasted with the feeling
of ‘trust’ one has in a machine that it is performing its function as intended (i.e. reliably).

At least some of the trust that humans place in their human interlocutors is owing to

a network of obligations, promises, punishment, guilt and sympathies. Humans are
trustworthy in their communication partly because other humans recognise the incentives
that dissuade them from lying. Humans are subject to punishment and feel negative
emotions when they lose face or are exposed as liars. This trust network forms a set of
protocols that partly enforces honest communication. Al and autonomous systems are,
as yet, not amenable to these emotional safeguards.” Apart from any question relating
to the linguistic competence of LLMs and agents, or their general reliability as machines
performing functions, they certainly cannot be included in any trust network—to the
extent that trust is partly founded in emotional and psychological notions so far unique
to humans. In the military, for instance, they cannot be integrated into a rank architecture
for the same reasons they cannot be court martialled. Because they cannot be included
in protocols of trust, they cannot be included in C2 systems in the same way as human
communicators.
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Training

Ambiguity can be mitigated by formally training the users of a system. Training increases
shared context and promotes unambiguous phrasing. Teaching personnel to only
submit prompts that are properly formatted is certainly a good way to lower the risk of

Pl and similar jailbreaks. But, as researchers in the field recognise, the more secure

the model is, the less accessible it is, and vice versa.® For example, prompt formats
can be enforced, either by conforming to prompt engineering standards—such as the
CO-STAR framework®—or by requiring users to input only highly structured prompts
like JSON schemas. This is a worthwhile exercise for developers who are trying to get
high performance from models on complex tasks. For ordinary users, however, such
requirements introduce complexities to the process that are a barrier to entry. Indeed,
they introduce standards akin to requiring users to learn a PL to interact with the software.

Another approach to training would be to introduce new accountability structures. If
personnel are trained to be responsible for misunderstandings, this will channel human
operators to verify a system’s output before executing orders, for example. This is
concordant with the many existing recommendations for retaining human oversight and
accountability for Al decision-making systems.8?

The other side of the equation involves training the non-human users—that is, the LLMs or
agents. An agent can be fine-tuned: trained on tasks and data specific to an organisation.
For example, an agent that is fine-tuned on military tasks, jargon and doctrine would be
more likely to interpret a user’s commands correctly and more likely to issue commands
that are intelligible to personnel and that align with institutional norms. Such customisation,
however, involves a trade-off with security. The more customised and context-aware an
agent becomes, the more data it must access, including sensitive data. This is sometimes
called the personalisation-privacy paradox (PPP), wherein consumers often prefer
personalised information technology but must yield—knowingly or not—private data to
access the benefits.?® The PPP extends to new Al systems such as agents.®

In a military setting, personalisation down to the level of individual users would be both
unlikely and insecure because individual user data would need to collected and stored. A
more likely approach would be to grant persons of different rank or clearance distinct levels
of access to data and control over agents or LLMs. Someone with higher clearance would,
for example, be able to use prompts that utilise RAG for access to more sensitive data.
This moderate customisation would require access controls or credentials, like any secure
software. This would be a way for models to be customised for a class of user rather than
for an individual user.

Further personalisation from agents and LLMs will come from models that can learn
about their individual users. Today’s models do virtually all their learning during their initial
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training runs and fine-tuning phases. This enables them to adapt to the information within
a given session or context window and thereby achieve some in-context learning .2°

For example, during a session, a human user might stipulate meanings for certain terms
to avoid ambiguity. Once the session ends and the context window is closed, however, the
model will reset and the custom terminology is forgotten. Further personalisation will be
possible if continual learning (also called lifelong learning or online learning®) becomes
available. Continual learning would empower a model to learn from successive interactions
with users, effectively making its everyday operations part of its training.

Continual learning is not currently possible, although Al companies see it as one of the
most important and lucrative future developments.®” Such models would be most able

to avoid misunderstanding by learning an individual user’s preferences and idiolect over
repeated and remembered interactions. This capability would substantially improve H2M
communication and reduce the risk of misunderstanding by making the agents privy to
otherwise unavailable context and tacit assumptions from particular users. In other words,
they would emulate at least some of the processes humans go through when learning to
communicate with close allies. While it offers potential for enhanced H2M communication,
continual learning also introduces new risks associated with the model’s memory—so-
called catastrophic forgetting. This term refers to a situation whereby ‘old tasks or data are
rapidly forgotten as the training distribution changes’®

Alternatively, a model could be made to learn less. By freezing a model such that it will not
even engage in in-context learning, the predictability of its outputs can be increased.
The flip side is that its flexibility and accessibility would be hamstrung.
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6. RECOMMENDATIONS FOR
ARMY

Assumptions About Risks and Threats

In the Australian Defence Force, a complete risk assessment for a new technology would
generally examine both the technologies intended to be introduced and the systems

in which they will be embedded.®® It would also consider risks against five levels of
consequences (insignificant, minor, moderate, major and catastrophic).® It is beyond the
scope of this paper to make such a detailed assessment. Instead, this paper groups the
risks against the measurement of high stakes versus low stakes. Low stakes corresponds
to insignificant and minor consequences. High stakes includes moderate, major and
catastrophic consequences.

While the threat landscape is broad and rapidly evolving, this paper has demonstrated
that NL-prompted systems are inherently vulnerable. Based on the existence of the
multiple attack vectors outlined (e.g. jailbreaking, PIl, remote PI, data poisoning), it must be
assumed that these systems will be compromised at some point. Further, the unreliable
nature of NL-prompted systems means that accidental misuse or negligent actions are
also certain to occur, occasionally. The recommendations below are therefore aimed at
limiting the risks, inevitable as they are, to low-stakes uses and avoiding high-stakes uses
altogether.

NL is suboptimal as a command language but has been tolerated for H2H communication
for thousands of years. In contemporary high-stakes military contexts, NL is modified to
reduce ambiguity. Many lessons have already been learned from H2H communication
about the risks of miscommunication with machines. These lessons inform the
recommendations outlined below. These measures should be seen as an attempt to over-
compensate for NU's ambiguity and context-dependency. Merely equalling the level of risk
tolerated in H2H would be problematic.

In making the recommendations, it is acknowledged that there are other risks associated
with LLMs and agents. These include factors such as bias and model drift, which are not
the focus of this discussion. These recommendations should not be taken as applying to
new technology in general. For example, we know that Army aspires to leverage emerging
technology such as Atrtificial Intelligence, autonomy, and robotics to gain operational
advantage;®' but this paper does not purport to assess the risks involved in other Al
paradigms. The recommendations cover NL-prompted systems only.
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List of Recommendations

Restrict LLMs and agents to low-stakes, non-operational tasks. These include
summarising documents; translation; querying internal databases; and other
administrative, research or office tasks. Errors and miscommunications in these
domains are relatively low-consequence, at least in terms of their first-order effects.

Maintain strict permissions for LLMs and agents that are linked to other
systems. Where NL-prompted systems will engage other systems (through linked
tools, RAG, or control of autonomous systems), strict permissions should be in
place to limit the actions they can trigger or the information they can access.

For example, roles-based access control (RBAC) is a standard way to make

sure that different users of the same system are permitted to access information
commensurate to their rank or clearance. Ensuring these systems adhere to RBAC,
as with any other software, is essential.

Encourage low-stakes use. LLMs continue to improve. It is crucial that the
Australian Army continues to be a modern work environment committed to
operational excellence; therefore, the productivity and capability gains of current
and near-future systems are too great to ignore. In low-stakes areas, Army should
continue to follow guidelines that ensure a high standard of accountability and
prudence, in line with other federal government standards—for example, the
Commonwealth Ombudsman’s better practice guide for automated decision-
making.®

Enlist LLMs in cybersecurity where appropriate. The defensive capabilities of
LLMs should not be neglected. LLMs can analyse, summarise and translate NL in a
manner superior to humans (at least in terms of speed, volume and versatility,

if not accuracy or trustworthiness). They can be a valuable ally in processing large
amounts of text, including screening for likely jailbreaking and PI attacks. For the
many reasons outlined above, they do not offer a ‘silver bullet’ but, ironically, they
can be part of an evolving cybersecurity solution.

Avoid the use of agents in tasks requiring direct action or autonomous
decision-making in open-ended environments. Where agents are empowered to
act or make decisions, the space of possible actions or decisions should be tightly
circumscribed. The lack of strictly defined input makes the output of such systems
unreliable. For example, an agent might be empowered to triage information (i.e.
flag it as important or unimportant). While the agent’s decision-making might be
compromised, in this example the potential consequences are limited to either
missing important information or amplifying unimportant information. Provided these
risks are known and tolerated, there is no scope for the agent to do anything beyond
this task.
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Do not allow agents to issue orders or interact directly with C2 systems.
The problems of commanding agents with NL are great enough without requiring
them to issue commands. Agents are NL users, but they are not responsible in
the same way that human NL users are. They cannot be influenced by incentives
or held to account by peers. Hence, they cannot be responsible for mistakes. An
exception could be made in simulations or tightly controlled test environments.

Where practical, enforce structured prompt formats. Use frameworks like CO-
STAR or controlled NL schemas to reduce ambiguity when working with LLMs and
agents. This may be more effort than it is worth for some applications.

Embed back briefing or clarification loops into NL-prompted systems.

This is especially important for any agent tasked with planning, scheduling or data
analysis. Treat this as a minimum safeguard against misinterpretation. It improves
user performance and reduces model risk. While back briefing can clarify the intent
of a command, it cannot ensure the command is actually carried out.

Train personnel to use NL-prompted systems. Training could include instruction
on structured prompting, common failure modes, adversarial attacks (e.g. Pl), and
red-teaming exercises to expose the potential for misuse.

Fine-tune models only on domain-specific, institutionally vetted data. Doing so
will lower the risk of data poisoning. Avoid the use of generic or commercial models
for any sensitive application.

Do not allow CU. Currently, agents are nowhere near reliable enough to act as
proxies for the human user on the human’s own machine.

Restrict how much code is written directly by LLMs and agents. Army’s
codebase should be transparent to human auditing. That means code written by
humans. Coding assistants can be useful, but empowering agents to write code
independently is risky.

Prohibit agent-to-agent communication. Currently, NL-prompted agents alone
are unreliable. In multi-agent systems, this creates a threat of prompt infection,
cascading ambiguity, or other unforeseen consequences that are not yet well
understood.

Beware of continual learning. If continual learning becomes possible, Army
should refrain from integrating it until matching safety measures have been invented.
Even session-based memory (how models ‘remember’ earlier interactions in a given
session) should be restricted until better auditing procedures are in place. For now,
freeze models at deployment.
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Apply existing C2 principles. Methods to reduce ambiguity are well developed
within existing C2 principles used by Army. Concepts such as trust, responsibility
and verifiability that already apply to H2H should apply equally to LLM and agent
oversight (i.e. to the human operators of these systems). This should include
existing accountability structures, procedures for delegated authority, and even
procedures for permissions and rank. Ultimately, though, agents themselves cannot
be incorporated into trust or rank networks because they are not liable, responsible
or punishable.

Require human-in-the-loop decision-making for any agent output that may
result in external action. If agents are permitted to control other systems, their
actions should be monitored and subject to sign-off by a human. If they produce
recommendations or analyses, their proposed actions should not be carried out by
other agents and should be overseen by humans.
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CONCLUSION

The near future will see continued investment in—and adoption of—LLMs and agents.
This paper asserts that while the models will improve, the medium (NL) will not. This is a
big claim. It runs counter to the hype from Big Tech and the widespread assumption that
LLMs and agents will simply increase in general competence from here on. However, if
it is true that NL involves too much ambiguity and context-dependency ever to work as

a command language, then it will be impossible to have NL-prompted agents that can
reliably be commanded or command others.

The Australian Army already knows the risks of NL for command, having spent decades
developing C2 protocols to contain NLs weaknesses. The lesson is that NL can only be
partially tamed: miscommunication and the risk of deception are ever-present. Applying
this insight to Al, LLMs and agents may offer productivity gains in low-stakes domains
but cannot be trusted where stakes are high. They cannot be incorporated into trust

and accountability structures in the way humans can, nor can their susceptibility to
manipulation ever be totally eradicated.

NLs evolutionary limits need to be acknowledged. Army should therefore exploit the
advantages of LLMs and agents while strongly restricting their use. Summarisation,
translation and other administrative or research tasks are fertile ground for innovation.
But Army must draw a hard line against their use in battlefield decision-making or
autonomous operations.
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