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Abstract

In both international and intra-national conflicts conducted over the past
decade, the increasing military capabilities of small uncrewed aerial systems
(SUAS) have been firmly demonstrated. These systems pose a growing
threat due to their ability to perform surveillance and reconnaissance, kinetic
attack and other tasks. Methods to counter sUAS are increasingly important
for military forces at all levels, but remain challenging due to the small
signature, wide commercial availability and low cost of SUAS. This paper
examines the growing threat of SUAS and how they have been employed by
state and non-state actors over the past decade in selected conflicts. It also
reviews technologies associated with sensing and affecting sSUAS as part of
the counter-UAS (CUAS) mission, highlighting strengths and weaknesses
along with potential countermeasures. The status of counter-sUAS methods
in Australian Army operations is also examined. Recommendations for

the Australian Army and for agencies across the whole of government
include investing in a layered approach for detecting and affecting sUAS,
providing training to all Army soldiers around counter-sUAS methods,
forming a counter-sUAS centre of excellence and assigning clear roles and
responsibilities for countering sUAS on Australian territory. By incorporating
these recommendations, the Australian Defence Force (ADF) and other
Australian government agencies will be better positioned to counter the
rapidly increasing threat posed by sUAS.
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Introduction

United States Air Force (USAF) Predator operations in the Balkans during
the late 1990s demonstrated that uncrewed aerial systems (UAS) have
great utility on the modern battlefield. The MQ-1 Predator was a remotely
piloted vehicle that was initially used solely in intelligence, surveillance and
reconnaissance (ISR) operations but was equipped from 2001 with Hellfire
missiles which allowed it to fly armed hunter-killer missions. Over the next
decade, Predator and its successor, the MQ-9 Reaper, became essential
tools in a range of US military operations including counterterrorism and
counterinsurgency. Indeed this capability would log a total of 2 million
combat flight hours by 2013." The public’s imagination was captured by full-
motion videos of successful strikes carried out and recorded by Predators,
and this publicity brought uncrewed aircraft into wider social discourse.

While many people were unfamiliar with UAS prior to the Predator’s
introduction, the employment of UAS in combat can be traced all the way
back to 1849 with Austria’s use of uncrewed balloons to deliver explosives
against Venice.? In terms of powered flight, uncrewed target aircraft and
cruise missiles were developed during the First World War® and the USAF
made significant use of UAS (over 3,500 combat sorties) in reconnaissance
missions during the Vietnam War.* One important early purpose served

by uncrewed aircraft was to act as a drone target as part of training and
technology development. For example, Australia’s series of Jindivik jet-
propelled target planes were first employed in 1952 as part of guided missile
tests.®

While the military utility of UAS had been proven for decades, before the
21st century these systems were primarily used by militaries in niche
missions playing a small role in the overall outcome of any conflict. Because
of technological limitations and the demands of the missions being
performed, UAS were relatively large until recent times and, as they operated
at altitudes similar to crewed aircraft, their radar signatures were similar to
those of crewed fighters or bombers.® This meant they could be effectively
engaged by air defence systems designed to detect and defeat crewed
military aircraft.

Advances in technology over the past two decades, including the
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availability of space-enabled positioning, navigation and timing services and
improvements in communications technology, have made UAS available to
a broad range of users in increasingly smaller systems. Consistent with the
US Federal Aviation Administration’s Aeronautical Information Manual, in
this paper a sUAS is defined as weighing less than 25 kg.” Today, SUAS are
commonly available for sale to the public, with many units designed to be
operated by hobbyists and casual users. SUAS are also being employed for
a variety of commercial purposes including in agriculture, security, delivery
and logistics, and inspections of critical infrastructure.® Given the wide
availability of UAS in the public domain, militaries, insurgents and terrorist
groups can also readily access and modify commercial UAS or purchase
sUAS designed for military missions. Indeed, recent research shows that
while only 60 nations were operating variations on military UAS in 2010, by
2020 that number had increased to 102.°

In the contemporary security environment, SUAS are not just an abstract
threat. They have already proven to be a potent tool in military theatres of
operation, including during the current conflict between Russia and Ukraine,
between Hamas and Israel, in Syria, and during the Second Libyan Civil War
from 2014 to 2020. At times, UAS operations have had devastating effects
on land forces. Should the Australian Army, and the broader ADF, find itself
in combat, it must be prepared to counter the threat of sSUAS.

While many militaries possess long — and short-range air defence systems,
most of these systems were built to defend against larger and faster crewed
military systems like fighters, helicopters and bombers. Smaller uncrewed
aircraft can be especially challenging to detect, based on their size and,

for some systems, their low speed. The result is typically a relatively small
signature. Small uncrewed aircraft can also operate at low altitudes and take
advantage of terrain and foliage to hide their presence. Existing air defence
systems with short-range capabilities have proven effective in downing some
sUAS, but many of these systems are on the wrong side of cost imposition.
The practice of repeatedly using an air defence missile which costs millions
of dollars to shoot down an sUAS which costs thousands of dollars is
unsustainable in a long conflict. Because sUAS are especially difficult to
counter using systems currently in the Army’s inventory, this paper focuses
on the need for new capabilities to effectively deal with this proven threat.
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Methodology

Based on analysis of open-source literature conducted at the unclassified
level, this paper is presented in three parts. First, it provides a succinct
review of SUAS technology to help elucidate the threat that such systems
potentially pose to military forces. The paper then considers the literature
associated with selected military operations involving sUAS and CUAS
operations since 2010 and presents key lessons learned. Finally, the paper
reviews CUAS technology literature. This part focuses on the ‘sense’

and ‘effect’ stages of engaging sUAS and highlights the strengths and
weaknesses of selected technologies. The goal of the technology review is
not to suggest that the Australian Army, or the ADF more broadly, acquire
any specific system. Rather, it helps explain how various technologies

and solutions could be implemented as part of an overall CUAS strategy.
Following this analysis, the paper discusses CUAS doctrine, training and
other considerations needed to systematically embed sUAS defences into
Australian Army operations. To inform this aspect of the analysis, a series of
semi-structured interviews were conducted with Army leadership to clarify
the status of CUAS procedures, training, acquisition and experimentation.
The final section of the paper contains a list of observations and
recommendations for improving Army CUAS operations.

The research contained in this report was completed in December 2023.
Ethical clearance for this project was provided by the Departments of
Defence and Veterans Affairs Human Research Ethics Committee.
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The Growing Threat from Small Uncrewed
Aircraft Systems

The worldwide market for UAS has grown significantly over the past two
decades. A recent report estimates that the size of the global market for all
UAS is US$30.6 billion and predicts growth to US$55.8 billion by 2030.°
While hobbyists were a large percentage of the initial users of SUAS, these
systems are increasingly being employed to meet a variety of other needs
including imaging, delivery, disaster response, security, agriculture and
inspection of remote sites." The number of SUAS models commercially
available continues to grow, as do their capabilities. Commercial SUAS
payload capacity, range, aerodynamic performance, automation, navigation
tools and methods of control are continually improving. The capabilities of
the Da-Jiang Innovations (DJI) Mavic 3 Pro give a sense of the state of the
art for a UAS in its class. It has a 1 kg take-off weight, a maximum range of
28 km, a maximum endurance of 43 minutes and a maximum speed of

75 km/h.'? This widely available system is equipped with a triple camera
system and, in an uncontested conflict environment, would prove quite
useful for surveillance and reconnaissance directly out of the box.

The number of nations using purpose-built military sSUAS has also grown
substantially. As of March 2020, 102 nations possessed military drones,

of which 90 owned drones with a maximum take-off weight under 150
kg."® While the payload flown on an aircraft may distinguish a military sSUAS
from a commercial system, the performance of the aircraft itself is relatively
consistent for both military and commercial sUAS.

It is important to remember that the overall uncrewed aircraft system
consists of more than just the aircraft. For remotely operated UAS to

fly safely and effectively, a basic system needs to consist of the aircraft,
pilot, control station, sensors that provide situational awareness, and
communications links for commanding the aircraft. For a fully autonomous
UAS, navigation is a task that can be handled on board the aircraft.
Communications are only required to change a predetermined autonomous
plan. As this paper considers vulnerabilities of SUAS and their intended
missions, the entire system will be examined rather than just the aircraft.
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SUAS can be used across a range of missions including communications,
electronic attack, cyber operations, and transportation of supplies. However,
most reporting around sUAS employed in recent combat operations
indicates a focus on two specific tasks: ISR and kinetic attack. Key aspects
of these two tasks drive the desired characteristics of the platforms. In the
ISR mission, endurance and survivability are key parameters when operating
within sensing distance. Vital characteristics for such a mission include the
ability to carry and effectively operate sensor payloads and to communicate
data back to forces able to interpret that information.

In carrying out kinetic attacks, sSUAS must be able to deliver an explosive
payload accurately against a designated target (preferably exploiting a
vulnerability). To be effective, the SUAS must be able to specify its target

and survive to deliver its payload. Some UAS which carry out kinetic attacks
may release a weapon and return to base to rearm, much like crewed fighter
aircraft. In other missions, the UAS platform is sacrificed when it delivers

the kinetic payload. In media reports, these types of UAS have been given

a variety of names, including kamikaze drones and loitering munitions, but
many of these technologies have been present in smart cruise missiles for
decades. For example, the AGM-142E Raptor capability enables its operator
to perform terminal guidance with the aid of an electro-optical/infrared (EO/
IR) on the weapon. Similarly, the Block IV Tactical Tomahawk can loiter for
hours and be retargeted in flight.™

There have been rapid recent advances in the degree to which weapons
systems are able to operate autonomously. Several smart missiles utilise
autonomy as part of terminal engagement, including the US AGM-158
Joint Air-to-Surface Stand-off Missile and German Taurus missiles, which
both use imaging infrared seekers and internal algorithms.' Such systems
can correct for guidance errors or for variations in target location. Other
weapon systems rely more heavily on autonomy to find their targets. An
example is the Israeli HARPY loitering munition, which can fly to a specified
area, orbit for hours in search of specific radar emitters, and then attack
autonomously.'®

When paired with sUAS technology, autonomy has the potential to reduce
the need for human operators and the communications links associated with
those operations, increase efficiency, and enable whole new tactics. Over
the past decade, commercial SUAS systems, such as the DJI Phantom 4,
have come to feature advanced image-recognition algorithms to achieve
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visual obstacle avoidance and active tracking of subjects.!” The use of
autonomy in this way not only reduces the workload on the pilot of the UAS;
it also reduces the UAS’s vulnerability to disruption, jamming or spoofing of
its command links.

Researchers have suggested various ways to characterise the continuum of
autonomy exhibited by different models of UAS. One useful characterisation
is described in a 2021 Joint Air Power Competence Centre report, which
defines six levels of automation involved with navigation. Level O has no
automation and requires a human pilot to perform all navigation operations,
while level 5 involves full automation with no need for human involvement.
As the level of navigation automation increases, the level of pilot involvement
decreases, with autonomous systems playing an increasing role in
navigation and obstacle avoidance. One could imagine similar levels of
automation also applied to UAS mission payloads.'®

As automation continues to be developed and implemented at higher

levels for UAS operations, humans will no longer be required to direct flight
on a one-to-one basis. This advance will enable larger scale operations
referred to as ‘swarming’. The potential of swarming capabilities has been
demonstrated by light shows which have included thousands of sSUAS flying
in close formation to create images in the sky.'® In a military context, SUAS
swarm tactics and operations can be enabled by emerging technology
supported by cooperative operations in military missions.

While the concept of using sUAS in swarms can be traced to researchers
at RAND Corporation in the late 1990s, the implementation of swarming
techniques by sUAS has yet to be widely adopted. It remains, however, a
topic of much interest.?° For example, in a recent paper published on the
Australian Army’s Cove website, the author proposed the use of swarms
for electronic warfare and anti-aircraft missions (including CUAS), and as a
tool for surveillance and reconnaissance.?' Significantly, in April 2023 joint
demonstrations were conducted under AUKUS Advanced Capabilities
Pillar 2 of Australian, UK and US Al-enabled assets working together as a
collaborative swarm.??

Swarming creates two separate challenges for defenders. The first is that

it enables a large number of unmanned aircraft to operate in the same
airspace in a coordinated fashion to prevent collisions and fratricide. Mass
can be generated to some extent by well-trained UAS pilots, but automated

Australian Army Occasional Paper No. 24

Small Aircraft, Sizeable Threats: Preparing Army
to Counter Small Uncrewed Aerial Systems 7



technology to enable UAS swarms would be more effective. Such swarm
tactics can overwhelm a defender’s systems, creating significant challenges.
Further, a swarm can also leverage the sensors, weapons, communications
and autonomy of the entire fleet of UAS deployed to an area. By enabling
coordinated tactics, the UAS swarm would be better able to carry out their
mission or defeat defensive systems. In short, implementing swarming
technologies may enable large numbers of relatively low-cost sUAS that are
not very capable individually to work together to accomplish missions that
would be far more challenging for larger, more expensive traditional airborne
platforms.

A final important trend for sSUAS is that the platforms are continuing to
decrease in size while maintaining (or even increasing) system capabilities.
This is due to a combination of factors including technological advances in
batteries, sensors, processing and autonomy. Such trends make it feasible
for smaller UAS to carry out missions that might have previously required

a larger asset, including reconnaissance, electronic attack or targeting
operations.? In examining advances associated with the DJI Phantom,
researchers observed that, in just two years, a next-generation system was
developed with similar performance specifications in a system 35 per cent
smaller than the previous version. Such trends of increased capability per
size and weight are expected to continue in the near term.?
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UAS in Recent Combat Operations

SUAS are not just a theoretical concern for military forces —such systems
have been employed extensively by both state and non-state actors over the
past decade. While fielding a traditional crewed air force can be expensive,
in terms of both acquiring equipment and training aircrews, less well-
resourced groups and individuals can afford to buy and operate sUAS. In
the hands of an innovative adversary, SUAS have proven to be an effective
asymmetric weapon. This may explain why the Islamic State in Irag and the
Levant (ISIL) quickly adopted and adapted commercial SUAS technology to
fly hundreds of SUAS sorties against US and allied troops across Iraq and
Syria in 2016 and 2017. At the peak of their drone operations, in spring of
2017, ISIL was conducting between 60 and 100 drone bombing attacks
against anti-ISIL forces in Syria and Irag per month. According to General
Raymond Thomas, Commander of US Special Operations Command during
this time, ISIL drones enjoyed ‘tactical superiority in the airspace under our
conventional air superiority in the form of commercially available drones’.
The only available response to the drone threat, according to Thomas, was
small arms fire.?

The experience of ISIL’s innovative employment of UAS provides a useful
case study. ISIL first employed sUAS in 2013 for ISR purposes, heavily
leveraging commercial off-the-shelf (COTS) technology. There was
speculation that one of ISIL’s UAS played a key role in supporting the
targeting of a particularly well-aimed lethal Katyusha rocket attack against
a US Marine base.?® Subsequently, ISIL operations evolved to include the
use of lethal kamikaze drones, first using a booby-trapped styrofoam model
plane to kill a pair of Kurdish soldiers who picked up the device from the
ground in October 2016.%” By January 2017, propaganda videos appeared
featuring ISIL munitions dropped accurately on targets from uncrewed
quadcopters at altitude.?®

A detailed examination of ISIL's drone program showed that the group
required little technical sophistication to craft an effective military capability.
Low-cost commercial drones were imported into the operational theatre
and could be used immediately for surveillance and reconnaissance. For
kinetic attack, COTS systems were modified with a bomb-drop mechanism
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consisting of plastic tubes and a release mechanism that was described as
something a ‘sophisticated high schooler could put together’.?°

Similar to the US and other anti-ISIL coalition forces, Russia experienced
challenges from opposition forces employing sUAS during its operations in
the Syrian civil war. Hmeimim air base, used by Russian forces in Syria, was
attacked multiple times by sUAS in 2018. One attack led to the death of two
Russian soldiers and seven destroyed aircraft. Another attack against that
base later in the year utilised ‘swarming tactics’, with 13 UAS coordinating
their flight pattern to penetrate Russian air defences around the base.®°

The scale of this new challenge led a Russian air defence researcher to
claim that overcoming the threat from sUAS required a significant shift in
thinking and operations, not unlike the response required to counter jet
aircraft, which necessitated air defences to advance from anti-aircraft guns
to surface-to-air missiles.®' More recently, several states have achieved
significant success employing sUAS against other states on the battlefield.
For example, the ongoing conflict associated with Russia’s illegal invasion of
Ukraine has seen both sides employ uncrewed systems to great effect.

In February 2022, Russian forces streamed into Ukraine across the Russian
and Belorussian borders. The early months of the conflict featured the
outstanding success of Ukraine’s air force employing its tank-killing TB2
UAS. The TB2 is a Turkish-built medium-altitude long-endurance drone,
larger and more capable in many ways compared to many of the SUAS
systems discussed previously in this paper. In the opening months of

the conflict, the TB2 was sent behind Russian front lines to successfully
attack several kinds of targets including tanks, artillery, ships, logistical
trains, rocket launchers and even air defence systems.* The early success
of the TB2, documented in videos circulating on social media, led some
commentators to call the system Ukraine’s ‘most valuable player’. Indeed, a
few defence analysts went so far as to claim that these kinds of UAS would
make armoured vehicles obsolete on battlefields of the future.

Unfortunately for Ukraine, Russia would find ways to nullify TB2 operations
over the next four months. The shooting down of a TB2 in March 2022,
allowing Russian exploitation of its recovered wreckage, led to a stronger
understanding of the system’s capabilities and vulnerabilities. The TB2 as
designed is relatively slow and an easy target to engage once detected,
quite similar to the MQ-1 Predator. Russia was already aware of this
weakness and, once it better understood the system’s electromagnetic
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signatures and communications systems, found the TB2 even easier to
detect, jam and engage. Russia also redistributed its air defences to better
protect its forces against TB2 attacks.®® The result of Russia’s actions was
a nearly complete disappearance of the TB2 from the battlefield. Colonel
Valiukh, a commander in Ukraine’s Main Intelligence Directorate, reported
at a conference in October 2023 ‘For the TB2, | don’t want to use the word
useless, but it is hard to find situations where to use them’. The last TB2
mission Valiukh observed prior to this conference was airborne a mere 30
minutes before the US$7 million aircraft was shot down.3

With its most valuable player sidelined and ineffective, Ukraine was forced
to evolve its operations and find other ways to effectively employ UAS. This
initially required Ukraine to focus on leveraging commercial capabilities and
low-cost military systems. In response, it acquired and employed COTS
Chinese-built quadcopter drones from DJI and Autel.*® These UAS are
relatively easy to operate and thousands of Ukrainian UAS pilots have been
trained during the conflict to fly them. One of the preferred systems is DJI's
Mavic Pro 3, which costs under AU$7,000 even when fully equipped.®® It

is a system originally built for hobbyists or commercial users, yet is also an
ideal tool for military surveillance and reconnaissance in an uncontested
environment. A simple modification to the Mavic, implemented by Ukraine,
allows it to drop a small explosive from the aircraft. Such explosives are
being built in home-grown factories across Ukraine, with some versions
including 3-D printed wing kits that improve accuracy.®

Another novel application of hobbyist technology by the Ukrainian military
involves the use of first-person video (FPV) drones, originally built for racing,
in performing kinetic attack. Flying one of these drones takes more skill
because they can move at speeds approaching 250 km/h and are piloted
using virtual reality goggles. Once mastered, however, the speed proves
quite helpful in overcoming kinetic countermeasures and close-in jamming
systems. In late 2023, Ukrainian suppliers estimated the military demand for
FPV drones at 30,000 per month. The KH-S7, a drone built in Ukraine, was
first used in combat in September 2023 and precisely carries a payload of 1
kg against targets at ranges up to 7 km.®® FPV drones, acting as miniature
cruise missiles, have been especially deadly when used against Russian
ground forces. Operators estimate their success rate at 50 to 80 per cent
per engagement at a cost of less than $1,000 per FPV drone.®
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Ukrainian forces also have access to loitering munitions such as the US-
provided Switchblade. The Switchblade was originally developed for
airborne surveillance but was later equipped with a warhead which enables
the operator to immediately engage a discovered threat. There are two
Switchblade models, the 300 and the 600, which weigh 5.5 pounds and 33
pounds respectively, and both models employ cameras, global positioning
system (GPS) navigation and image processing to assist in guidance. The
larger model has a warhead built to be effective against armoured vehicles.
Reporting indicates the system has object recognition features to assist an
operator in finding and tracking targets.

Like Ukraine, Russia has used UAS extensively in the conflict, but it has
been slower to adapt and employ COTS UAS. The Orlan-10, a medium-
range sUAS (used for reconnaissance, jamming and other missions), has
been in the Russian inventory since the early 2010s and has been employed
extensively since the beginning of the conflict. It is a system built to military
specifications with anti-jam datalinks and a maximum altitude of 5,000 m,
which reduces the acoustic and visual signature of the platform. A variety
of payloads can be carried on the Orlan-10, including imaging sensors,
electronic intelligence sensors and electronic warfare emitters. Overall, the
Orlan-10 is quite capable but is relatively expensive at a cost of roughly
AU$150,000 per system.*

Another critical uncrewed system used by Russia is the Lancet loitering
munition, which first appeared in 2019 defence trade shows. The Lancet
has a range of 40 to 70 km and a 1 to 3 kg warhead, depending on the
variant.*" The Lancet is typically employed in conjunction with an Orlan-10 as
a spotter and has proven to be a ‘serious problem’ according to a Ukrainian
officer in the Zaporizhzhia region.*> While early versions of the Lancet
required operator guidance to a target up to impact, there are indications
that a new version of the weapon may allow for autonomous target selection
via pattern-matching algorithms. The new version may even allow for
multiple Lancets to work together to deconflict targets during cooperative
attacks.*® This kind of system software enabling swarming would be a new
military capability if implemented in combat.

Russia has significantly invested in one new UAS capability, the Iranian

Shahed-136. The Shahed is a one-way ‘kamikaze drone’ with a take-off
weight of 200 kg, making it larger than the sUAS class. The Shahed-136
would likely have been called a low-technology cruise missile prior to the
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UAS revolution. The system has a range of 2,500 km, flies autonomously
using satellite-based navigation and travels at 185 km/h carrying a 50

kg warhead.* The Shahed-136 has been employed to strike at strategic
Ukrainian targets well beyond the front lines of the conflict. It appears

that a new Shahed variant has been recently developed with an imaging
sensor that improves targeting during terminal engagement.*® Ukraine’s
development of the AQ-400 Scythe UAS, built by Terminal Autonomy, was
a direct response to Russia fielding the Shahed. The Scythe, which entered
service in December 2023, is a long-range kamikaze drone with an ability
to carry 42 kg of munitions. It flies autonomously with a range up to 900 km
and can use visual positioning techniques to overcome jamming of satellite
navigation.*®

Because of effective use of UAS by both Ukraine and Russia, both sides in
the conflict have implemented new measures to counter UAS operations.
Ukraine’s methods include a variety of technologies; of which some are
sovereign solutions while others are imported. One interesting approach
involves using drones specifically designed to knock threatening drones

out of the sky. These UAS operate by colliding with Russian quadcopter
drones in a top-down attack to damage their propellers and bring them to
the ground.*” Several nations, including Australia, the US and other NATO
countries, have sent Ukraine traditional air defence systems, such as Patriot
and NASAMS, along with several recently developed counter-UAS systems.
Some of the systems sent, like those built by DroneShield, are reliant on
electronic warfare techniques and jamming for countering UAS. By contrast
others, like VAMPIRE, are fitted with cost-effective air defence guns or small
guided missiles.*® The combined impact of these systems has reduced the
effect of Russian UAS operations.*®

Another interesting development for CUAS operations is a smartphone
application called ePPO. This app is available to all Ukrainian citizens and
was downloaded over 180,000 times in the first three weeks of its release.
ePPO allows civilians to report seeing or hearing airborne threats like drones
and missiles. The user simply points their phone in the direction of the threat
and clicks on the type of system they hear or see. A report, including the
phone’s GPS location and compass direction, is then sent to the appropriate
authorities. ePPO has been especially useful against Russian Shahed-136
drones, which are both noisy and slow, and the app is credited with enabling
a Shahed Kill.5°
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Electronic warfare has always been a strength of the Russian military and
plays a critical role in their CUAS operations. Indeed, a May 2023 Royal
United Services Institute (RUSI) report indicates that Russia placed a major
electronic warfare system every 10 km along its front line in Ukraine, with a
high priority placed on UAS defeat operations. The result of these actions
was a loss rate of 10,000 Ukrainian UAVs per month.5' Russia has also
used the DJI AeroScope system and other electronic warfare techniques to
determine the pilot location for several SUAS systems. The DJI AeroScope
system, originally designed to allow government agencies to monitor drone
use in potentially sensitive or prohibited areas, enables Russia to track
Ukraine’s COTS DJI drones in real time along with the pilot’s location. This is
accomplished by collection and interpretation of signals between the drone
and its controller. This means that Ukrainian crews of these UAS are at risk
of attack.?> Commercial production of the AeroScope system was halted in
2023, likely over concerns about its use in the Ukraine conflict. However,
hackers have published how someone might parse the DJI DronelD
communications protocol to generate information similar to that gathered by
AeroScope.®® Given Russia’s prowess with electronic warfare, it is likely that
it has found ways to gather similar information about commercial DJI drones
in the absence of AeroScope.

As a response to Russia’s CUAS actions, Ukraine has built a sizeable
indigenous drone production and modification capability. This has been
funded by the Ukrainian government investing US$1 billion to support

a new and rapidly growing sovereign Ukrainian UAS industry.5* Building
drones in-country helps mitigate the introduction, in September 2023, of
Chinese export controls on Ukraine-bound UAS systems and parts. Ukraine
makes changes to COTS drones including modifying radios and electronics
to make aircraft more difficult to jam and detect. It also makes software
changes that complicate tracking of aircraft and operators (noting, however,
that Russian electronic warfare systems and operators have been relatively
quick to adapt in response).®® Just as impressive is the large number of
artisanal drone factories that have popped up around Ukraine. While many
electronic systems needed for Ukraine’s UAS continue to be imported, the
bodies of aircraft and other parts are increasingly being manufactured in
Ukraine, which allows the nation to better customise these systems based
on evolving mission requirements and threats to operations.
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Notwithstanding the widespread use of UAS by both Ukraine and Russia, by
late December 2023 neither side had achieved a significant increase in UAS
autonomy. Some drones, like the Shahed, fly autonomously to their targets
using satellite navigation. A subset of these drones, including the latest
variants of the Lancet and Shahed, likely employ EQ/IR sensors to fine-tune
their terminal engagement using technology similar to that which has been
employed on numerous smart missiles for decades. Automation could allow
for better massing of forces and would negate the effectiveness of jamming
techniques affecting the command link between pilots and uncrewed
aircraft. The use of automation in Lancet during terminal engagement has
already negated certain Ukrainian point defence systems on the battlefield.

Similarly, at the time of writing there had not yet been any deployment of
sUAS designed to achieve automated swarming. Instead, to increase an
attack’s effectiveness, Ukrainian forces have typically coordinated attacks
using multiple remotely piloted assets to create simultaneous time on target
in order to confound Russian air defences. The employment of multiple
operators using coordinated tactics is, however, a quite different method of
warfare from employing automation to achieve a ‘system of systems’ swarm
attack.

It should also be recognised that the threat from UAS does not only exist
on distant battlefields during wartime. Explosive drones were used in an
assassination attempt against Venezuelan President Maduro during a
speech delivered in Caracas in 2018. In that incident, two commercial
drones each carried and detonated a 1 kg explosive in the attempt against
Maduro’s life.®® Drones in flight, even small ones, also pose a significant
safety hazard to crewed aircraft. In 2018, for example, a civilian drone
triggered a helicopter crash in the United States. Fortunately, the student
and instructor pilots both survived. Drone incursions have also closed major
airports in at least eight nations, with over AU$100 million in estimated
economic losses associated with flight suspensions at Newark, Gatwick and
Dubai international airports alone.®”

Drones have also been suspected of conducting surveillance around
numerous sensitive sites. For example, SUAS have been observed flying

in sensitive airspace over US Naval Base Kitsap-Bangor (which hosts
nuclear-armed submarines) and around nuclear facilities in the UK. In
Australia, a drone crashed during an unsuccessful attempt to smuggle
drugs and pornography into a Queensland prison.%® This is just a tiny subset
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of examples in which sUAS have either created a dangerous situation or
harmed national security in various nations.

The conflicts and other security incidents outlined above offer several
lessons that can inform efforts to meet the challenge of countering sUAS.
For one, it is evident that a robust and rapidly advancing market for
commercial drones has made it possible for unsophisticated users to access
the aircraft, use them immediately, or easily adapt them for a variety of
nefarious purposes. These systems are particularly accessible because they
are designed to be easy to fly, so pilot training does not involve a significant
investment. Any military deploying to an area where resistance is expected
should be prepared to face threats from sUAS.

Additionally, sSUAS are available off the shelf or can be built from parts for
prices ranging from as low as hundreds to a few thousands of dollars.

Being so cheap, they are highly expendable and so their survivability is of
little concern. As a result, the prospect of losing large numbers of sSUAS to
achieve operational effects against adversary personnel (or against more
expensive military equipment) is likely to be a rational and economically
advantageous military tactic. Because of their low cost, innovation is
occurring around sUAS systems used in combat within time frames that can
be measured in weeks and months rather than in years. To counter this level
of innovation, a defence force must be capable of responding with CUAS
advances within similar time frames.
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Methods and Technologies to Counter
Uncrewed Aerial Systems

A review of technology and recent international combat operations
demonstrates that SUAS pose a significant challenge for military forces.
Most modern air defence systems were purpose built to defend against

a very different kind of threat: fast-moving crewed fighter aircraft, rotary-
wing aircraft and medium — and high-altitude bombers. Smaller UAS are
especially challenging to detect because of their size and comparatively low
speed. The combination of these factors results in a relatively small signature
in many radar bands and in other phenomenology. SUAS are also able to
operate at low altitude and can take advantage of terrain and foliage to hide
their presence.

While some existing short-range air defence systems can effectively target
UAS given the proper geometries, many of these systems are on the wrong
side of any cost imposition strategy. For example, a Patriot missile has

the capability to shoot down a Shahed-136, yet a Patriot missile costs $4
million dollars and the Shahed-136 costs a mere 1 to 3 per cent of that
price. Additionally, the high cost of the detection systems and launchers
associated with these kinds of exquisite air defence systems inevitably
limits the numbers of such capabilities available to counter sSUAS on any
battlefield. These are a few of the reasons why alternative CUAS solutions
must be explored.

CUAS solutions tend to fall into two distinct categories —active defences,
which counter the UAS directly; and passive defences, which reduce the
likelihood and impact of UAS operations without needing to engage the UAS
itself. Passive defences include a range of measures such as camouflage
and concealment, deception, dispersion, displacement and hardening. Both
active and passive defences are useful for any unit that encounters sUAS,
and both will be explored in this section. It should also be noted that it is
possible for commercial UAS manufacturers to code geographic fences
which prohibit flight in certain areas or beyond certain altitudes or distances
into their software. This is a form of capability denial for commercial systems,
but such restrictions can easily be removed via hacking or other techniques
(at least for DJI drones).*®
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The US Headquarters, Department of the Army, first published a document
detailing techniques to ‘deny enemy uncrewed aircraft from accomplishing
their mission’ as part of the Army Techniques Publication (ATP) series in
2017, with an update released in August 2023. The publication, titled
Counter-Unmanned Aircraft System (C-UAS), ATP 3-01.81, is aimed at
the brigade level and below. It includes a review of threat UAS, planning
measures that can be taken to mitigate the threat, along with offensive
and defensive measures available to units in the event that UAS are
encountered.®® Recognising that no single defensive measure is foolproof,
ATP 3-01.81 emphasises a layered approach to the CUAS mission and
examines both active and passive measures for defence.

Passive UAS Defences

Passive defences in the CUAS mission include methods that avoid
detection, avoid targeting, and mitigate the effectiveness of any attacks
associated with threat UAS. It should come as no surprise that many
passive measures resemble methods that date back to World War | efforts
to defend against attacks from the air. Similar methods can still be effective
against crewed aircraft, cruise missiles, ballistic missiles and uncrewed
aircraft.6' Passive measures fall into categories that include camouflage,
concealment and deception (CCD), dispersing forces, hardening, and
providing shelters.

CCD involves making it more difficult for the threat SUAS to detect and
identify their target with their sensors. Having a knowledge of the enemy’s
sUAS capalbilities will help focus any CCD efforts. Developing an effective
plan for CCD must also account for the environment in which friendly forces
will be operating. While distinguishing signatures of land forces from those of
an sUAS may be problematic enough in an unpopulated environment, it may
be still more challenging in urban environments cluttered by multiple other
vehicles, civilians and radiofrequency emitters. Obscurants, such as smoke,
or the use of decoy systems can also be useful to disguise the location of
high-value vehicles from optical sensors.

Decoys can also dilute the effectiveness of enemy attacks by forcing the
opponent to expend weapons on worthless targets and thereby reveal their
location. Decoys have been a part of Ukraine’s strategy from the outset. For
example, Ukraine has fooled Russian UAS and other sensors with wooden
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decoys of High Mobility Artillery Rocket System (HIMARS) that have been
attacked by Russian forces.® Further, inflatable decoys that are easy to
move and deploy and that replicate Ukrainian armoured vehicles have been
effectively used on the battlefield. Notably, inflatable decoys of Leopard
tanks have included components that create heat and radar signatures in
order to better represent the multispectral aspects of an operational tank.%

Dispersion is another time-proven tactic utilised to increase survivability by
moving friendly units apart from one another. This strategy helps reduce their
overall signature and makes forces less vulnerable to attack. If an attack

is called in on a specific location, dispersion helps to limit the number of
friendly assets exposed to fire. Such measures have proven useful against
reconnaissance systems that have called massed fires involving unguided

or cluster munitions upon discovered troop locations. While effective in this
context, it is less clear that dispersion would be a useful response to an
adversary'’s release of large numbers of loitering munitions that individually
and autonomously select their own target. For these situations, dispersion
could be counterproductive as individual dispersed units may not be able to
mount an effective defence against attacks from loitering munitions (due to
limits on numbers of CUAS equipment) or from opposing ground forces.*
While dispersion improves survivability against most types of airborne attack,
it can make active CUAS efforts more challenging, due to limits on their area
of effects.

Hardening, or the use of shelters, is another measure that can reduce the
impact of delivered munitions. Because of their small size, SUAS have

a limited ability to deliver a kinetic payload, so hardening can make a
significant difference to the targeted assets’ survivability. Hardening can
include low-technology techniques like adding metal screens to the tops

of armoured vehicles, a measure which can reduce the damage caused by
SUAS airdropped munitions. Such ‘cope cages’ have been implemented

by Ukrainian, Russian and Israeli forces in recent years, but there has been
little reporting on their effectiveness.® Hardening at fixed sites could include
specialised construction and the use of shelters to protect high-value vehicles.
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Active UAS Defences

Active defences against sUAS involve methods to sense, decide and effect
as part of the kill chain. These three phases of engagement provide a useful
basis upon which to conduct an evaluation of the various technologies
available to perform the CUAS mission. As such, these stages will provide
the structure for analysis in this part of the paper as it examines the
technologies involved in the ‘sense’ and ‘effect’ phases of CUAS operations
and evaluates the vulnerabilities of specific types of SUAS. The ‘decide’
phase will be discussed in less detail, recognising that command and control
involves a close working relationship between humans and information
processing systems. The paper will, however, outline the characteristics
needed for a system to perform this phase of the engagement cycle.

The significant threat posed by UAS has driven growth in the global market
for CUAS systems. Research shows that, as of March 2021, there were 581
CUAS products on the market, produced by 282 manufacturers with 39
countries of origin.®® Active defences take advantage of the vulnerabilities of
various components of any uncrewed aircraft system—the word ‘system’

is emphasised purposely. For remotely operated UAS, the overall system
consists of the operator(s), the control station, the aircraft, communications
links and any associated payloads. Autonomous UAS may not require
operators, control stations or communications while in flight, but they
nevertheless rely upon on-board processing while airborne. In examining
methods to counter UAS, understanding the individual components that
make up the overall system can help disclose methods that can exploit the
capability’s most vulnerable components.

To ‘sense’ sSUAS aircraft is quite challenging for a variety of reasons. First,
the aircraft itself is relatively small and, as a result, has a small signature as
compared to other aircraft, both during flight and on the ground. The aircraft
can also fly close to the ground or tree lines to make use of terrain and
foliage masking. Other tactics to reduce the signature of the platform include
flying upwind towards targets (to minimise acoustic signature), and making
use of natural phenomena like the brightness of the sun or cloud cover to
mask operations. If the aircraft is remotely operated, it will likely need to
communicate some type of position information back to its operator unless
it only operates inside line of sight. The platform’s on-board sensors may
also communicate back to a remote location.
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Sensing the sSUAS operator and associated control station also tends to be
quite difficult as neither needs to be co-located with the aircraft. However,
to command an aircraft which is not fully autonomous, an operator will
need to communicate with it. Many early commercial SUAS used narrow-
band communications which made detection of the control station relatively
easy. More recent commercially available systems use spread-spectrum
techniques instead to reduce the impact of interference which could disrupt
flight operations. This development poses an added challenge to CUAS
efforts in that these communication systems are also more difficult to detect
than narrow-band systems. New communication options in commercial
SUAS are starting to become available, including the use of fifth-generation
(5G) cellular networks or wideband commercial satellite communications
networks. Because of the large number of users of these networks across
applications, identifying sSUAS among the massive number of transmitters
would prove particularly challenging.®” Further, purpose-built military sUAS,
like the Orlan-10, typically feature hardened radio datalinks, making them
more difficult to jam or intercept.®®

Turning to the ‘decide’ phase, once a suspected threat SUAS is detected,

it may be identified and then a decision must be made about how to act in
response to that threat. The identification process might include determining
the source of the threat, the specific model, the intent, or other details
needed to inform any potential operational engagement. If a decision is
made to engage a part of the system (the operator, the control station,
communication links and/or the aircraft), an effector must be tasked.

At times, such as when an individual soldier sees and engages a small
uncrewed aircraft using small arms fire, the sensor, decision-maker and
effector are all co-located. At other times, multiple sensors may report back
to a single location for fusion and interpretation. In either event, the decision-
making process will most likely involve a human or a computer (or some
combination of the two) tasked to integrate sensor data, to classify threats
and to task/re-task sensors and effectors in order to deal with the threat.

To enhance both the ‘sense’ and ‘decide’ phases of the engagement cycle,
it is useful for friendly UAS to implement ‘identification, friend or foe’ (IFF)
technology. Such systems involve the use of encrypted transponders on
aircraft and interrogation systems to allow a quick determination whether an
incoming aircraft is friendly or a potential threat. NATO requires all military
aircraft to use IFF Mode 5 capabilities, including UAS. IFF transponders as
small as 190 grams have been developed for use on sUAS.®°
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The ‘decide’ phase of the engagement must account for several additional
factors. Forces must comply with their operational rules of engagement as
well as any specific directives associated with the engagement of sUAS. Any
decision to engage an aircraft must also account for other friendly aircratft,
both crewed and uncrewed, along with other friendly forces in the area
that could be affected by engaging a hostile aircraft. If jamming techniques
are used, forces must be careful to avoid self-jamming or other collateral
effects affecting friendly forces. Further, decisions must be compatible
with any airspace control directives. It should be noted that the use of IFF
transponders or similar technology on friendly uncrewed aircraft would
simplify the identification process and reduce the workload on any forces
dedicated to CUAS.

NATO has selected the ‘Sensing for Asset Protection with Integrated
Electronic Networked Technology’ (SAPIENT) protocol to regulate CUAS
decision-making. This protocol, originally developed by the UK Ministry of
Defence, defines open standards that can be used for fusion of information
used in the CUAS mission. SAPIENT was utilised in the September 2023
NATO CUAS Technical Interoperability Exercise to feed information into 12
different command and control applications.”™

The final phase of the engagement cycle, the ‘effect’ phase, involves
methods to defeat the sUAS itself or the overall military capability provided
by its payload. A range of effectors is possible including kinetic and non-
kinetic solutions that could leverage directed energy, jamming or spoofing
techniques, anti-aircraft artillery, missiles, entangling nets or friendly sUAS built
to collide with and damage other UAS. It is important to consider both the
effectiveness of these systems and their potential to cause collateral effects.

Sensor Technologies

This section will examine various technologies for sensing sUAS. Each
technology examined will be described along with its utility in detecting
various types of sSUAS. While such sensing technology has considerable
military utility, it is worth remembering that humans have some unaided
ability to detect sUAS via visual and acoustic means. Relevantly, researchers
from the University of Defence in the Czech Republic ran a series of
experiments at a military training area to determine the visibility and audibility
of a DJI Phantom 2 Vision aircraft. Under ideal conditions, a human could
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visually detect the Phantom aircraft against a specific section of blue sky

out to 700 m. Against more challenging backgrounds, 500 m is a realistic
maximum range for detection by the human eye. Audibility was strongly
correlated with the altitude of the aircraft and whether it was climbing (i.e.
the engine output was higher). Under ideal conditions, the acoustic signature
could be detected by a human out to 700 m maximum range when above
50 m altitude. Inevitably, increased background noise and lower altitude
flight operations degraded that level of performance.”

Acoustic

Acoustic UAS detection systems employ microphones to listen for UAS
noises, typically from aircraft propulsion systems. The engine and propellers
of the small aircraft generate sounds which are typically in the range of

20 to 20,000 Hz. Different models of SUAS generate specific acoustic
signatures across the frequency spectrum which, when compared to a
precompiled library of acoustic signatures, may allow the UAS model to

be identified. Acoustic sensors are passive, meaning that they do not emit
signals that disclose their presence. Additionally, an array of microphones
with processing capability can utilise time difference of arrival techniques to
determine an aircraft’s location to GPS-level accuracy.”

Detection range is limited as sound pressure attenuates with the inverse
square law. That is, sound pressure reduces by 6 decibels with every
doubling of distance to the source. The reported effective range of acoustic
systems varies quite substantially in the scientific literature, anywhere from
5 m to 600 m. One advantage of acoustic detection over other methods is
that it does not necessarily require line of sight between the sensor and the
aircraft. Acoustic methods for sUAS detection are not, however, effective

in high-noise environments (such as commercial airports) and are quite
susceptible to disruption by weather (such as rain and wind). Recognising
these limitations, researchers recommend the use of acoustic sensors in
conjunction with other sensors for detection and identification.”

Noise reduction features, like improved propeller shapes and quieter
engines, are relatively easy to implement on sUAS. In addition, there is
demand from commercial users to reduce the noise associated with SUAS.
Needless to say, SUAS operators taking videos of events or of nature prefer
not to disrupt the environment in which they are filming.” The combination
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of a small detection range and the disruptive effects of weather and external
noise, as well as expected technological improvements to reduce sUAS
aircraft acoustic signatures, will continue to limit the utility and effectiveness
of acoustic detection systems.

Electro-optical and Infrared

EO and IR sensors primarily work in the visual or infrared frequency ranges,
with infrared typically divided into short-wave (1.0 to 3.0 pm), mid-wave (3.0
to 5.0 ym) and long-wave (8.0 to 14.0 um). EO and IR sensors are passive
and do not typically rely on illumination for effective operation (although EO
sensors are far less effective during hours of darkness). Under amenable
conditions and with appropriate magnification, imaging sensors can detect,
identify and track targets. Visual images may also prove useful for forensic
applications in the aftermath of an encounter with an sUAS.

In contrast to imaging sensors, non-imaging systems tend to have a larger
field of regard, but they do not provide information about the shape or type
of target. As a result, non-imaging systems are typically used for detection
and tracking. An example of a non-imaging sensor is the IR search and track
(IRST) sensor present in some fighter aircraft that allows quick detection and
tracking of potential aircraft threats at distance.”

Advanced computer vision technologies can be used in conjunction with
EQ/IR sensors to detect, track and identify drones, as well as to estimate
distance from the sensor to the threat.”® When training these algorithms,

it is important to include likely ‘confusers’ (such as birds) in the training
data. Computer vision techniques could likely make use of arrays of EO/IR
sensors to improve distance estimates. However, it remains challenging to
detect and identify uncrewed aircraft mixed with clutter (such as weather,
dust or birds) or in front of a cluttered background. Challenging backgrounds
might include trees, other kinds of vegetation, or buildings in an urban
environment.”” EO and IR sensors are also affected by adverse weather,
such as rain, snow or fog, and there is a remarkable reduction in their
detection range in the worst environmental conditions.

It is difficult to make broad, sweeping statements about the range and
performance of EO/IR sensor systems as performance can depend on the
quality and resolution of the sensor, along with the optics used by the system.
Nevertheless, it is safe to say that one should prefer a sensor with more
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pixels and higher sensitivity despite its higher cost. For a fixed sensor array,
resolution is generally improved by reducing the sensor field of view via the
choice of optics. In practice, this means that high-resolution EO/IR imaging
sensors, which are able to detect and identify SUAS at distance, have a
relatively small field of view and often need to be cued by other systems.”®

The output of a representative EO/IR system can be seen in a YouTube
video documenting range testing of Aaronia’s AARTOS long-range EO/

IR sensor for CUAS.” The video shows a small commercial drone being
detected, and tracked, out to 1,000 m range using both a visual and a
thermal camera in good weather conditions. Using the visual camera, the
aircraft can be identified by a trained observer at a range out to 100 to 200
m based on the resolution observed. The thermal camera provides better
tracking at longer ranges, and tracks out to 1,000 m. Aaronia also offers a
higher performance Ultra Long Range Thermal / Optical Tracking System
for CUAS with a listed maximum tracking range of 8 km, although the field
of view at this range is not provided.®® Applying the Johnson criteria, this
corresponds to identification at a maximum range of approximately 1.5 km.®'

Non-imaging IR sensors can detect and track, but not identify targets. IRSTs
in fighters can detect other fighter aircraft at long range because the target
is much hotter than the background sky. Most sensors in this class use mid-
wave and long-wave IR bands to detect heat coming from sUAS batteries
or engines. Such sensors can be quite sensitive. In clear conditions with a
warm sky, theoretical calculations show that a typical SUAS (a Sky Viper was
used in the example considered here) could be detected and tracked out to
6.9 km using a non-imaging long-wave IR sensor with a 30-degree field of
view. The IRST would also be able to detect and track sUAS against a more
challenging background of dense foliage out to 4 km.®?

Overall, higher end EO/IR systems can provide detection of sUAS out to
roughly 8 km as well as the capability to provide high-quality identification

of SUAS out to an approximate maximum range of 1.5 km. Thanks to their
large field of view, non-imaging sensors seem particularly well suited to
detection outside urban environments. By contrast, due to their relatively
small field of view, imaging sensors may be most useful for identifying threats
when cued to a given area by other sensors. EO/IR sensors can also play a
role in characterising new sUAS threats relatively quickly, because images
can help indicate to an analyst monitoring the feed whether the aircraft is
carrying an explosive or other types of payloads. EQ/IR sensors are also
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able to handle multiple targets and the sensor’s capability is unaffected by
aircraft autonomy. EO/IR sensors will, however, be affected by poor weather
conditions like rain or fog, and EO sensors will be most effective during
daylight hours.

One potential drawback of EOQ/IR detection methods is that, to detect an
aircraft, the sensor needs an unobstructed line of sight. A smart sUAS
operator could therefore avoid detection by making use of terrain and
conducting a low-altitude flight into the target area. Additionally, the maximum
detection range could be reduced by decreasing the signatures in both the
EO and IR frequency bands. This is a technique that has been applied to
larger aircraft and could equally be applied to sUAS.8 A UAS design that
employed more efficient battery and engine technology, for example, would
likely run cooler and would also likely have a lower IR signature.

Radar/LADAR

Radar is the predominant tool used for detecting and tracking traditional
commercial and military aircraft. Most radars are active sensors which

emit electromagnetic waves and detect an object by receiving the waves
reflected off the target. Passive radars, which make use of emissions from
other transmitters, also exist but they lack the performance needed to
replace active radars.®* Modern integrated air defence systems typically
use a variety of radars for different purposes, with some radars specialising
in early warning / wide-area surveillance while others are used for focused
tracking of threats and target engagement. Due to the Doppler frequency
shift and other characteristics of a radar return signal, radar processing can
capture information about an aircraft’s radar signature, its speed, and the
distance to it.

The size of the return from an illuminated target at a given range will vary by
frequency, viewing angle, environmental conditions and other factors. The
metric describing target return is typically called the radar cross-section
(RCS) which is often measured in square metres. Some examples of RCS
values at microwave frequencies for non-stealthy aircraft are 0.01 m? for a
bird, 1 m? for a small, single-engine aircraft, 6 m? for a large non-stealthy
fighter and 100 m? for a jumbo jet.®®
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Researchers from the University of Defence in the Czech Republic
performed several experiments on a DJI Phantom 2 Vision to measure
various signatures of the aircraft. In X-band, a radar band of 8 to 12 GHz
(commonly used for air traffic control around an airport or for military fire
control), the RCS of the Phantom 2 Vision was between 0.03 and 0.1
m?.86 This size of signature tends to be difficult to detect for many existing
X-band radars, especially in an operational environment contaminated by
environmental clutter. Tuning a radar to detect a target of this size will likely
result in an unacceptably high false alarm rate.

Most military radars tend to have system characteristics which are optimised
for a threat larger and faster than most sUAS.#” For this reason, higher
frequency radars are often proposed for SUAS detection, with Ku and

Ka band (at frequencies of 12-18 GHz and 26.5-40 GHz respectively)
being especially attractive.®® The disadvantage of moving to such higher
frequencies is that atmospheric attenuation increases, especially when it

is raining, which reduces the maximum range of the system.®® Reported
effective ranges for radar systems against commercial SUAS tend to vary
in the literature, as theoretical maximum ranges may result in unacceptably
high false alarm rates when implemented in real-world conditions.
Nevertheless, commonly reported numbers range from 2 to 8 km in ideal
conditions, assuming the radar has line of sight to the target.

One potential way to decrease false alarm rates would be to employ a
method that helps distinguish sUAS targets from noise-based false alarms
or confusers (like birds). Uncrewed aircraft that employ rotors for propulsion
generate a micro-Doppler signature which can be used to help detect and
classify the target.®® Additionally, each type of system will have its own
micro-Doppler signature. Radar systems with the ability to capture this
signature have the potential to more consistently reject false targets and
might even be able to use specific signatures to detect desired targets.

Because of the large number of design parameters associated with

any given radar (frequency, power, field of regard, revisit rate, etc.) it is
challenging to make sweeping generalisations about expected performance.
One drawback of a radar is that it is an active system which is at risk of
being detected by an adversary when operating. A second downside of
radar systems is that flight tactics which utilise terrain masking will continue
to be effective. Additionally, SUAS could be designed, like crewed aircraft, to
include counter-radar jamming systems and radar-reducing stealth designs
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that would make them even harder to detect. Such actions would increase
the cost of the aircraft and would be technically challenging to build and
integrate, thus limiting this specific concern to sophisticated adversaries.
Despite these limitations, radars nevertheless continue to improve, as do
signal processing techniques associated with capturing information. Radars,
which are not reliant on aircraft emissions, also have the benefit of being
applicable against autonomous aircraft.

A laser detection and ranging (LADAR) system is like a radar but uses

laser light to illuminate its target. Much like the EQ/IR systems discussed
previously, such systems are severely impacted by rain and fog. Indeed,
recent experiments show that LADAR systems cannot achieve high success
rates against sUAS aircraft beyond a maximum range of 30 m.°" While such
ranges are unlikely to be of much utility in support of contemporary CUAS
missions, improvements are expected over time with the development of
better laser and processing technologies.

Radiofrequency Detection

The communication signals between the aircraft and its control station

are a key exploitable vulnerability of many remotely operated sUAS.
Radiofrequency (RF) detectors operate by capturing these signals in a
passive manner to detect and, potentially, geolocate uncrewed aircraft
and/or their associated control station. Once collected, the emissions

can be analysed using techniques known as ‘bearing of arrival’ or ‘time/
frequency difference of arrival’ (if multiple sensors are installed) to locate
the emitter with reasonable accuracy (potentially under 100 m).*? If the only
possible emitter in the region were to be an sUAS, detection would be
straightforward. However, in a conflict zone or within a populated region the
RF environment tends to be active and contested.

The difficulty in distinguishing the RF of an sUAS from the latent
environment means that RF detectors need to be well informed about the
communications frequencies and protocols used by specific SUAS. For this
reason, most RF detectors (much like most electronic warfare systems)
use libraries of known signatures to aid in detection and identification of
UAS. The process of detection involves scanning specific frequencies and
modulations and matching those emissions in the target area with known
threats. Allowing the RF detection system to search beyond known UAS
emitters risks high false alarm rates. Equally, an sUAS operating at new
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frequencies or with new protocols may not be detected if its signature is not
already resident within the threat library. To maintain the effectiveness of RF
detectors, the library of known UAS communications must be continually
updated with new threat information as and when it becomes available.*

Efforts to exploit aircraft communication systems face an emerging
challenge. Specifically, commercial SUAS are evolving to leverage wi-fi,
cellular, or even satellite networks. This development will make it increasingly
difficult to pick out the UAS communications from the large number of other
systems operating with similar frequencies and protocols. In such cases, the
RF detection may need to gain access to the data in transmissions to help
achieve identification.®* Another option would be to narrow the search for
emitters to specific areas where the sUAS threat is expected to be present.

Some systems have been built to exploit the data from transmission

of specific SUAS, including the now discontinued DJI AeroScope

system discussed previously in the context of Russia’s illegal invasion of
Ukraine. That system operates by collecting the information present in
communications between specific DJI sSUAS ground stations and aircratft.
Someone in possession of one of these systems, or utilising the information
collected by hackers about DJI communications protocols, would be able
to collect sSUAS self-reporting about the GPS-identified location of the
aircraft and ground station.® Given GPS coordinates, it would therefore be
quite easy to attack the ground station with artillery or other precision strike
capabilities. Additionally, it might also be possible to intercept and exploit
datalinks from the sensor payload on the aircraft (like full-motion video) that
would assist in determining the aircraft’s location.

It is difficult to generalise maximum ranges for the effectiveness of RF
detection, as much of the performance will depend on the power and
characteristics of the signals being emitted by the aircraft and the control
station. There are, however, several providers offering CUAS systems that
use RF detection. A brief review of their specifications suggests detection
ranges of 5 to 10 km (with the disclaimer that results are dependent on the
sUAS threat system). This performance seems reasonable given that, in
ideal conditions, sSUAS systems like the DJI Mavic 3 Pro can be controlled
and can transmit video to a ground station up to 15 km away. It is notable,
however, that this maximum control distance would drop to 1.5 to 3 km

in an urban environment or in other locations where strong interference is
expected from other RF emitters.®®

Australian Army Occasional Paper No. 24

Small Aircraft, Sizeable Threats: Preparing Army
to Counter Small Uncrewed Aerial Systems 29



One obvious counter to RF detection is to build autonomy into the aircraft so
it is not required to communicate with its ground station. Depending on the
mission to be carried out, achieving such autonomy would likely involve the
use of satellite navigation for guidance, among other measures. Flying a fixed
route while collecting imagery would be an easy task for an autonomous
system, whereas finding specific vehicles on a battlefield to strike would be
more challenging. Despite such limitations, the use of autonomy could open
new vulnerabilities that could be exploited by CUAS capabilities.

Another method of countering RF detection systems is to use frequencies
and protocols that are not in the library of the detection system or that
resemble non-threatening systems. To stay ahead of the RF detection
system’s threat library, an adversary would need to regularly invest in
software (and potentially hardware) upgrades. Another way to deceive and
potentially overwhelm RF sensors would be through the use of RF-emitting
decoys. To reduce their RF signature, sUAS systems could also utilise low
probability of detection communications waveforms and directional phased
array antennas to reduce emissions in those directions assessed by an
adversary as likely to result in detection.

In summary, RF detection techniques are extremely well suited to defeating
remotely piloted sUAS, and they effectively support the targeting and
identification of both the aircraft and the control station (along with the pilot
of the sUAS). The technique, however, has some limitations. Specifically,
while this detection method works at a comparatively long range, it is only
effective if the threat library is regularly updated. Further, while RF detection
systems have an identification capability, they may not be effective against
autonomous UAS.

Summary of Sensor Technologies

[t is difficult to suggest any single type of sensor which would be preferred
over others for detecting sUAS aircraft. All solutions have advantages and
disadvantages, and the various sensors tend to complement one another.
For example, radars are capable of accurate detection by scanning broad
areas at distance, whereas optical systems have a narrower field of view
that, if cued, can examine a specific part of the sky to identify and collect
forensic information. This complementarity of capabilities is why many CUAS
systems on the market use multiple sensors.
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A 2020 review of 545 commercial CUAS products that are capable

of detecting and/or affecting UAS shows that roughly half of the UAS
detectors used more than one type of sensor, with 12 per cent of systems
employing four or more sensors. Figure 1 shows the breakdown of sensor
phenomenology used by these detection systems. It is notable that acoustic
sensors tend to be used far less often than the other options.®”

Figure 1—Sensor types employed by detection systems®
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6%

RF detector
20%

Radar
20%

Effector Technologies

Once an sUAS is detected and a decision is made to engage, options to
disable or destroy the system will be needed. In the next section, this paper
focuses primarily on affecting the aircraft and its communications links.

This approach recognises that, if the control station is located, it will be
vulnerable to attack just like any other ground target. A variety of targeting
methods will be evaluated here, along with a description of their strengths
and weaknesses.

Kinetic Options

Air defence systems built to engage traditional military targets (like
helicopters and fighter aircraft) typically use missiles or artillery. Some
weapons in this class can be operationally effective against sUAS but tend
to be quite expensive. According to US General David Perkins when he
relayed the story of an ally’s actions to a 2017 military symposium, ‘That
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quadcopter that cost 200 bucks from Amazon.com did not stand a chance
against a Patriot’.* Economically, however, trading $3 million missiles
against $200 drones is not a sustainable strategy.

Artillery, cannons and machine guns have been modified to more effectively
target uncrewed aircraft in the air, and some manufacturers are pursuing
low-cost guided missiles designed specifically to engage sUAS. The
Raytheon Coyote is one example of a tube-launched missile that uses a
seeker and warhead to intercept drones. It was successful in downing
drones that attacked a US base in Syria in January 2023.'® At a reported
US$100,000 per missile, the Raytheon Coyote is an order of magnitude less
expensive than a Patriot missile, but it is still very expensive compared to the
threat.'" The US also successfully employed the Centurion counter rocket,
artillery and mortar (C-RAM) system to down uncrewed systems at an air
base in Irag in 2022. That system is a land-based version of the Phalanx
close-in weapon system used by the US Navy and others, with a cost per
engagement of around US$8,000.%

While missiles and artillery fire can be extremely effective at destroying
drones, it would be challenging to use these weapons outside a combat
zone due to the high potential for collateral damage. Even in a combat zone,
arcs of fire and airspace control would need to be coordinated to avoid
potential friendly incidents on the ground or in the air when engaging sUAS
with missiles and artillery. Further, these kinds of weapons usually focus on
destroying a single aircraft, which could limit their utility against future swarms
of UAS. Deep magazines, quick engagements, and warheads that provide
area effects may help improve performance against swarms of drones.

Other kinetic options designed specifically to target sUAS include entangling
nets. These could be fired into the air or carried into the sky by friendly UAS.
Alternatively, kinetic responses could constitute airborne assets designed

to collide with a threat UAS and damage its ability to fly. For example, UAS
have been designed and employed by Ukraine to perform a top-down
collision attack.'® Interestingly, birds of prey have been employed in the
Netherlands to capture threatening uncrewed aircraft from the sky and
return them to the bird’s trainer.*
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Jamming, Spoofing and Hacking Techniques

Jamming is a widely used effector against sSUAS targets. A jammer operates
by transmitting RF signals towards the aircraft that interrupt transmissions
to or from it (and it is also feasible to carry out jamming operations against
the control station if its location is known). When an uncrewed aircraft loses
contact with its control station, it is typically programmed to respond in one
of four ways: hovering in place, landing in place, returning home to its launch
location, or travelling to a pre-specified landing area. However, some aircraft
fall out of the sky or fly erratically when jammed. Medium-power jamming
systems are reported to operate out to ranges of a few kilometres; however,
the power of the jammer and the hardness of the SUAS communications
play a large role in determining the maximum range.'®

‘Control link jamming’ targets the communication signals between the
control station and the uncrewed aircraft. This method is effective against
threats with a remote operator but will not necessarily defeat autonomous
SUAS. Several control jamming methods have been proposed and
employed by many defence manufacturers and militaries. One is to
broadcast noise over an entire portion of the frequency band that could be
employed by threat sSUAS. This technique requires some knowledge of the
frequency bands being used by sUAS, but does not require information
about specific frequencies. By lowering the signal-to-noise ratio at the
receiver, this method introduces errors into the communications and, if the
noise is strong enough, the aircraft will drop its link with its control station.
A second, more targeted, form of control link jamming involves jamming
only specific frequencies being used by the sUAS. This technique has the
potential to deliver more jamming power. A third approach is to use ‘sweep
jamming’, which involves stepping noise transmissions through a library

of narrow frequencies used by all potential threat systems. This approach
does not necessarily require identification of a specific SUAS system during
an encounter, but it does depend on the frequency of all potential threat
systems being stored in the library and it inevitably takes time to sweep
through the large quantity of frequencies held in this repository. '

Several other advanced ‘smart jamming’ techniques can also be employed
against the control link. Although beyond the scope of this paper, these
techniques allow for more effective and focused attacks against threat
systems using spread-spectrum communications techniques, as well as
other methods to mitigate jamming that will be discussed later. The effective
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employment of smart jamming requires either exploitation of a captured threat
system or detailed forensic analysis of communications signals between the
control station and the aircraft to discover weaknesses to attack.'®”

As an alternative to jamming or spoofing an aircraft’s control frequencies,
satellite navigation signals may be targeted instead. This approach can be
useful against autonomous aircraft that rely on satellite signals for guidance,
although most UAS have an inertial navigation system that could enable an
autonomous aircraft to continue its mission for some length of time. Satellite
navigation jamming of commercial SUAS typically results in vehicle drift and
makes it impossible for the aircraft to return to its launch site. By actively
generating a signal that spoofs satellite navigation coordinates to control the
aircraft’s perceived location, it may even be possible to cause the aircraft to
land at a position selected by the spoofer.'%

Another jamming technique involves transmitting signals that take control

of the aircraft itself. This technique requires detailed knowledge of the
communications link used by the drone along with the protocol used to
control it, or administrator-level access to its processor. One method that
has been effectively used to take control of commercial SUAS involves replay
attacks that repeat recent command signals via broadcasts to the aircraft.'®®
There are also other exquisite jamming methods that are highly system
dependent. These include the use of ultrasound signals to disrupt miniaturised
gyroscopes and accelerometers, causing the sUAS aircraft to land.'°

A drawback of jamming is that it can have unintended collateral effects by
interfering with friendly or civilian communications, especially if carried out
over a wide range of frequencies and for long periods of time. Jamming
or spoofing of satellite navigation signals could also result in the failure

of friendly or other nearby systems reliant on those services. Directional
jamming can reduce collateral effects but will not totally eliminate the
possibility of unintended consequences.

Countermeasures to jamming and spoofing of the command link include
communications systems that employ frequency hopping or spread-
spectrum techniques. Frequency hopping involves rapidly jumping between
various frequencies known to the transmitter and the receiver to overcome
jamming on any single frequency. Spread-spectrum techniques involve
spreading a signal across a wider frequency band in order in reduce
detectability and increase the resistance to jamming. To stay ahead of the
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adversary when employing sUAS, agility may be required in the employment
of frequencies and protocols. For example, the conflict in Ukraine has
involved a continual move/countermove process between the command
links employed by Ukraine’s sUAS and the Russian electronic warfare
systems performing CUAS missions.

Directed Energy—High-Energy Lasers and High-Power Microwaves

Directed energy effectors show promise for the CUAS mission due to their
effectiveness, ability to act quickly, relatively small logistical requirements
and low cost per shot once fielded. Importantly, lasers and high-power
microwaves (the two major types of systems in this class) have the potential
to minimise collateral damage associated with UAS engagements. In the
US, directed energy weapons have been the subject of continual research
and billions of dollars of investment since the 1960s. Nevertheless, it took
until 2014 before the US was in a position to field its first operational weapon
of this type, when a prototype 30 kW laser was installed on the US Navy
amphibious vessel USS Ponce.'"" Since that time, there has been significant
progress in directed energy weapons, making them potentially suitable for
the CUAS mission.

High-energy lasers have many benefits, the first of which is fast and precise
engagements. Assuming it has an unobstructed line of sight, the light from
a laser will reach its target at the speed of light (albeit that it usually takes
time to transmit enough power from a beam onto a target area to cause
damage). Most laser weapons are built to maintain a beam on target even if
the aircraft manoeuvres, and this feature allows for precision engagement.
Additionally, by reducing the power or firing time, a laser might be able to
dazzle the imaging sensor on an uncrewed aircraft, resulting in a mission
kill rather than destroying it. The effectiveness of lasers can, however, be
negatively affected by poor weather and obscurants in the air, like smoke
or dust. Further, some laser wavelengths are attenuated by water vapour,
which leads to degraded performance in humid environments.

A high-energy laser is extremely precise against targets in its immediate
area and can confidently illuminate a target. However, a target disabled

by a laser falls from the sky in an unpredictable fashion, resulting in the
potential for unintended collateral damage. In addition to considering such
risks, concepts of operations for high-energy lasers must also consider
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their potential collateral effect on distant sensors (for example, on aircraft
sensors in the area) as well as the risk posed to humans exposed to a
laser’s specular reflection from the target while it is engaged. Temporary

or permanent damage to the human eye associated with scattered laser
energy is a significant concern, and the kinds of modelling required to
estimate the potential for collateral damage are very different for lasers than
for more conventional weapons like missiles or artillery.''?

The effective range of a high-energy laser will be strongly dependent on its
power, system design and dwell time on target, and on the environmental
conditions and the hardness of the target. Nevertheless, a 10 kW laser,
tested from the back of a military dune buggy, has been proven to have an
effective range of 3 km against sUAS in ideal conditions.'"® The cost per
shot of these systems is relatively small. For example, Israel’s Iron Beam, a
laser-based system designed to shoot down uncrewed aircraft, reportedly
costs $3.50 per shot to operate.''

Along with lasers, high-powered microwave weapons are the second
category of directed energy effectors. They can be delivered by RF-
generating equipment (from a fixed site or a mobile vehicle) or from
single-use, specially designed explosive systems. The effects achieved
by microwave weapons can be delivered close to the threat, using a fired
explosive round, a missile or a UAS.™®

High-powered microwave weapons produce electromagnetic interference or
damage by releasing large amounts of energy and they are usually intended
to disrupt or destroy electronics. The currents generated by high-powered
microwave CUAS systems have an effective range against uncrewed aircraft
of a few hundred metres and are unaffected by environmental conditions.''®
High-powered microwaves can be either narrow-band (if the power is
focused around a single frequency) or wideband (which involves short
pulses of intense energy spread across a band of frequencies).""” While
these weapons are directional, they are less precise than lasers. Specifically,
while the beamwidth from a high-energy laser at a distance of 1 km would
be millimetres in size, a high-powered microwave system would have a
beamwidth of roughly 100 m.""®

Unlike laser weapons, which attack a single target at a time, high-powered
microwave weapons are well suited to delivering effects against multiple
targets. This characteristic makes them useful against sSUAS swarms if
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aircraft are gathered closely. As is the case with laser weapons, however, the
use of high-powered microwaves entails a risk of unintended consequences,
particularly to electronics in the area. And because of beam dispersion,

the area of potential collateral effect will be larger than for a high-energy
laser, although collateral effects will be limited to much shorter ranges.
Further, while the high-powered microwaves that are likely to be fielded in
battle are non-lethal to humans, few academic articles address the medical
implications of human exposure to these RF weapons.'"®

Countermeasures are available against both laser and high-powered
microwave weapons. In the case of lasers, these measures include the use
of smoke or other obscurants, or hardening a target vehicle against laser
threats. Hardening may involve using materials that better reflect energy

in the frequency of the laser (which will typically slow, rather than halt, the
laser’s effects). Another countermeasure involves overwhelming the laser
system with large numbers of UAS. This technique succeeds because lasers
eventually need cooling and/or recharge time between shots. High-powered
microwaves can be countered using hardened UAS electronics and smart
aircraft design, such as shielding that keeps pulse energy from entering the
aircraft.’° Similar techniques are used to harden nuclear-capable manned
aircraft, like the B-52H bomber.'?" Such changes typically add to the

size, weight and cost of the aircraft, however, making them less useful for
asymmetric attack.

Summary of Effector Technologies

A 2020 review of commercial CUAS products with effectors shows that
roughly 40 per cent of the systems use a single mitigation technique,

with the remaining products using multiple techniques. Figure 2 shows a
breakdown of effector phenomenology used. The predominant methods are
jamming either of the command link or of the satellite navigation signals.'??
Some of the jamming systems available are portable and directional (like
the DroneGun systems produced by DroneShield), whereas others are fixed
and/or omni-directional.?® The remaining systems marketed specifically for
CUAS involve other methods, with spoofing attacks and entangling nets
being most used.

No single effector is guaranteed to bring down every threatening sUAS, so
a layered approach using multiple types of effectors is preferred for defence
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in high-threat environments. In all situations, selecting the most suitable
type of effector will likely depend on the nature of the operating environment
and the likelihood of collateral effects. For example, using cost-effective
missiles to down sUAS via kinetic means may be acceptable in a remote
location during wartime but might not be feasible for force protection during
peacekeeping in an urban environment. As another example, deploying
high-powered microwaves to defend an airfield against sSUAS could result in
collateral damage to air traffic control systems or the systems of passenger
aircraft operating out of the field.

Fundamental differences in the vulnerabilities of different kinds of UAS,
along with the variety of environments in which CUAS effectors might

be employed, suggest that it would be worthwhile for the Department of
Defence and others to invest in a variety of effector technologies (if funding
allows). In the near term, jamming is an effective solution against many
commercial SUAS systems that might be employed by less sophisticated
actors. The collateral effects of jamming, if targeted in a focused manner,
can also be appropriately mitigated.

Figure 2—Effector types employed by sUAS engagement systems'?*
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Integrating CUAS Thinking and Operations
into the Australian Army

The Australian Army faces a significant challenge in responding to the

threat posed by sUAS. The low cost and wide availability of these systems
makes it feasible for an adversary to use them to threaten forces at all levels,
including dismounted infantry and lightly armoured vehicles. Tanks and other
vehicles may also prove vulnerable to the kinds of top-down attack that
sUAS can deliver. Because of their effectiveness and the challenges entailed
in defeating these threats, in recent conflicts SUAS attacks have become
ubiquitous across many battlefields. For example, the conflict in Ukraine

has witnessed a continual process of ‘move’ and ‘countermove’ between
Ukraine’s drones and the detection and jamming countermeasures brought
to bear by Russian electronic warfare systems.

Unlike air defence against fighters and bombers, defences against sSUAS
threats cannot remain at the theatre level. Solutions need to be distributed
to units at the tactical level. To make this happen, tactical-level units need
to understand the sUAS threat as well as the various methods available to
counter the threat in order for them to continue to operate effectively. This
means that procedures are needed across the force to institutionalise CUAS
capabilities. Simply put, the sUAS threat cannot be a concern only for air
defence units. All units, at home or deployed, may find themselves targeted
by sUAS and therefore need to understand methods to mitigate and/or
defeat the threat.

Interviews with Army leadership conducted in preparation of this paper
indicate that some specific units have developed CUAS tactics customised
to their individual situations, but no systematic approach exists across the
Army.'?5 Rather than relying on initiatives at unit level, the Army needs to
develop a systematic force-wide approach to countering sUAS. Moreover,
this approach should not just focus on destroying or disabling uncrewed
aircraft. Instead, its primary focus should be on keeping the sUAS from
accomplishing its intended mission. SUAS missions might include the
spectrum of surveillance and reconnaissance (optical or electronic), kinetic
attack, communications relay and cyber operations, along with a range of
other missions.
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Because of their low cost and ease of replacement, destroying large
numbers of small uncrewed aircraft may not totally mitigate the threat. While
attrition is a proven tactic for engaging crewed aircraft, replacement of SUAS
can occur much more quickly than replacement of larger aircraft with crew.
This is why Ukraine’s sUAS operations can continue unabated, even with a
loss rate of 10,000 aircraft a month.

Countering sUAS should be viewed through the same lens as countering
terrorist tactics—because all forces could be exposed to the threat, all
forces must know how to react. While destruction of an sUAS aircraft may
be a desirable outcome in many situations, jamming the sensor feed from
an sUAS performing a targeting mission may prove just as effective. This is
why strategies that defeat the sSUAS mission may be preferred over tactics
focused on destroying individual aircraft.

Having good intelligence about adversary sUAS capabilities prior to the
conflict (including knowing which specific systems might be employed)

will make future operations against those forces far more effective. If the
adversary is known to have the capacity to utilise commercial sSUAS, it would
be prudent to possess (well ahead of any potential conflict) a database

of the characteristics, communications methods (datalink frequencies,
protocols and data formats) and vulnerabilities of assets available on
retailers’ shelves. Such a process could be ongoing during peacetime and
would assist in growing the skills needed to quickly exploit and discover
vulnerabilities of modified commercial or military-specific SUAS in times of
conflict. Because of the nature of those systems, they might only become
available for exploitation after being shot down over friendly territory in
conflict. Being able to act quickly to discover vulnerabilities associated with
new threat UAS could save lives.

In writing tactics and doctrine around CUAS, guidance should be provided
about how to organise and employ methods to conduct the CUAS mission.
ATP 3-01.81 Counter-Unmanned Aircraft System (C-UAS) provides a useful
reference and could serve as a starting point for the Australian Army.?® This
document provides a brief overview of threat systems and the individual
components that typically make up such systems. Planning considerations
are identified next. While remaining a valuable source of reference, the
publication does not provide much implementable guidance in critical areas
such as forming an airspace control plan (which will need to account for
friendly aircraft) or an area defence plan. However, the document does argue
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for a layered approach, which calls for early engagement and defence in
depth. Given the likely detection and engagement ranges for many systems
discussed previously, this approach would likely necessitate carrying out and
coordinating the CUAS mission across multiple units.

The US Army Field Manual FM 3-01 U.S. Army Air and Missile Defense
Operations reviews UAS threats and provides some useful guidance
regarding actions that can be taken to counter them. The manual highlights
that all Army forces participate in air and missile defence, which includes the
CUAS mission. The document proposes delegating engagement of sSUAS
to the lower levels of command to account for the time-sensitive nature of
the threat. Paragraph 9-38 of FM 3-01 directs that ‘Virtually all rotary-wing,
smaller class UAS, and RAM [rocket, artillery and mortar] engagement
authorizations are decentralized to platoon level’.”” Procedural controls and
fire direction orders provide guidance for these engagements. Paragraph
11-4 of FM 3-01 describes how all forces participate in CUAS and air and
missile defence, and it includes examples about how manoeuvre, aviation,
special operations, field artillery and intelligence forces might contribute.

Complementing its doctrine, the US Army will soon include counter-drone
training at boot camps, ensuring that all specialties understand the threat.
This includes being able to identify and react to it. The US Department of
Defense also offers a more comprehensive two-week course at Yuma.
Further, Fort Sill recently reopened the Joint Counter Small Unmanned Aerial
Systems University for operators and maintainers.'?®

As of October 2023, reports indicate that NATO is also close to
implementing its first-ever counter-drone doctrine. The doctrine builds
on a 2019 handbook on the topic and is expected to be between 70
and 80 pages long. According to report, the document will detail the
operationalisation of CUAS and training standards for operators while
describing the importance of layered, multi-domain solutions.'?®

While no funded Department of Defence program exists in Australia to
acquire CUAS equipment, a handful of systems have been purchased for
experimental development, demonstration and testing purposes. Examples
include Agile Shield (a Lockheed Martin Australia built battle management
systems), UAS detection and defeat equipment from DroneShield, and the
EOS-built Slinger one shot, one UAS kill capability based on the EOS R400
Remote Weapon Station.™° Notably, in August 2023 the Australian Army
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hosted a counter robotics and autonomous systems focused innovation

day aimed at ‘showcasing Australian Defence Industry and academia’s
ability to use innovative concepts to address capability gaps and grow the
project pipeline’. Several providers involved in developing and building CUAS
capabilities participated in the event with the hope of entering contractual
discussions with the Department of Defence. !

CUAS is a rapidly emerging mission for the Australian Army. The time is
therefore ripe for the ADF to develop its own guidance for countering sUAS
before the relevant technology enters the force’s inventory en masse. The
reality is that these aircraft threaten forces of all types. Further, sUAS threats
are observed and act at a uniquely local level. These characteristics make
sUAS fundamentally different from the threat posed by larger crewed and
uncrewed aircraft, which tend to be of higher value and which can be
detected and engaged across a broader part of the battlefield due to their
operations at medium or high altitude. When dealing with SUAS, sensing
from remote locations is not feasible and many effectors have limited range.
In response, the sense, decide and effect tasks will need to be conducted
at the platoon or section level. In developing guidance for the Army, it should
be remembered that the simple act of detecting sUAS can provide some
level of protection from the threat. Further, such detection can, to a degree,
be carried out by human eyes and ears. Accordingly, with sufficient warning
procedures in place, units may be able to take passive defensive measures
to respond to a detected threat, even if no methods to defeat it are available.
Reporting methods will also need to be specified in Army guidance so that
the overall force can maintain situational awareness about extant threats on
the battlefield.

To implement Army guidance, units will eventually need to be equipped
to perform CUAS-associated tasks. In allocating capabilities, the potential
complexity of the CUAS equipment will need to be matched with the
ability of a unit to properly utilise that system. For example, there may be
some cases in which a dedicated CUAS crew might need to be assigned
to support another unit in a high-threat environment. Army should also
consider what capabilities may be required to technically exploit intercepted
signals, or to deal with captured (including downed) aircraft and control
stations. Such capabilities would be especially important in supporting
efforts to effect threats through RF detection or jamming, spoofing or
hacking. An exploitation capability would also prove useful in determining
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UAS system vulnerabilities and in establishing methods to slow the supply
of UAS systems or components. While such capabilities cannot be built
quickly, performing exploitation of commercial drones during peacetime may
help equip units to develop the capacity to execute this mission during times
of conflict.

Training is an important fundamental input to capability in the CUAS
mission. As previously outlined, limited tests and experiments have been
performed, but no systematic training across the Army currently exists.
Because all units are at threat from sUAS, all units should receive training
about general methods to identify, mitigate or defeat them. Further, because
the sUAS threat is continually evolving (as evidenced by ISIL operations

and the conflict in Ukraine), training needs to be updated and offered on

a regular basis. Indeed, course-based training would be useful across

the ADF, and even across the whole government sector as police and
intelligence organisations may have domestic responsibilities to respond to
UAS threats. As part of its effort to prepare for the CUAS mission, it may

be worth sending Army representatives to attend US advanced courses so
that they are able to develop suitable course materials for force-wide and
specialist training back in Australia. In addition, field training and exercises
must be conducted that include realistic SUAS threats developed by red
teams equipped with the latest technology. Engaging with this technology
during training will provide soldiers and officers with the skills and knowledge
necessary to help overcome this emerging battlefield threat.

Beyond policy guidance, technical capability and training, in order to counter
sUAS, Army (and the ADF in general) needs to maintain its intellectual
currency around this rapidly evolving threat. This requires an ongoing focus
on the evolution of technology and operational art, which can happen
quickly in wartime. Additionally, Army needs to understand how certain
potential adversaries might employ sUAS in the future. Achieving the
requisite level of knowledge will involve a combination of good intelligence
collection on adversary sUAS technology and operations, study of open-
source documents from adversaries’ military journals (and other sources),
and a strong understanding of potential technological advances. A
comprehensive set of lessons learned from combat and terrorist use of UAS
should also be maintained.

Beyond the Army’s remit, one point of concern is the issue of SUAS
regulations inside Australian territory. While Australia was ahead of the
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world in its original regulations around UAS, this legislation warrants
reconsideration given rapid advances in technology and the remarkable
growth in number of hobbyists and commercial users of SUAS. Remotely
piloted aircraft were originally a rarity but are becoming an increasingly
common sight. In Australia, the Civil Aviation Safety Authority is responsible
for ensuring the safe use of airspace by uncrewed aircraft via the Civil
Aviation Safety Regulations, Part 101. If flying a UAS under 25 kg for

sport or recreation, a pilot must follow certain rules but does not require a
remote pilot licence or other approvals to fly. A stricter set of accreditation
and licensing approvals applies when a UAS is flown for work purposes.
Breaking the rules and unsafe flying can attract fines, with the most serious
offences potentially leading to prosecution.'?

In the UK, a whole-of-government approach is described in the UK Counter-
Unmanned Aircraft Strategy. Produced by the Home Office in October 2019,
this recognises the public safety threat posed by uncrewed aircraft. The
document defines a strategy based on mitigating malicious and criminal use
of drones that might threaten national security and critical infrastructure. The
strategy includes a four-phase approach to reducing these risks. Specifically,
it focuses on understanding the threat; using a full-spectrum approach to
deterrence, detection and disruption; building relationships with industry

to help meet security standards; and empowering professionals to access
counter-drone capabilities. While the strategy sets a framework for CUAS
operations, access to counter-drone capabilities by police, for example, may
require changes to UK legislation.

Processes and regulations are reportedly being developed in Australia

to help keep communities safe by ensuring that relevant agencies can

act against and respond to drones that may cause harm. The Australian
Communications and Media Authority has made an exemption to the
Radiocommunications Act 1992 to allow Australian police to access
counter-drone equipment.'®* Additionally, the increased threat from UAS
near airports has resulted in Airservices Australia posting a request for
information on AusTender associated with an upcoming procurement of UAS
surveillance services.™® While contemporary law enforcement efforts inside
Australia are primarily a question for domestic civilian authorities, thought
will need to be given to the potential role that military CUAS capabilities
might play in the future. Such consideration is especially important given the
potential for state or non-state actors to carry out attacks or ISR operations
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from within Australian territory. Especially close attention will need to be
given to risks posed to sensitive Defence bases and infrastructure where

the Defence Security and Estate Group typically has lead responsibility for
protective security. Understanding key roles and accountabilities will become
ever more important as sensitive technology associated with AUKUS Pillars
1 and 2 are developed, tested and fielded.
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Observations and Recommendations

Based on the preceding analysis, this final section provides overall
observations about the threat of SUAS, as well as proposing methods
for countering the harmful employment of these systems. It also makes
recommendations for Army and other Australian government agencies to
consider in their efforts to prevent the malicious use of SUAS to harm the
ADF and other elements of Australia’s national security capabilities.

Observations

The first observation is that the sUAS threat which has emerged over the
past decade is a significant and new challenge for military forces that shows
no signs of abating. Rapid technological advances, primarily occurring in
the commercial world, have improved batteries, propulsion, sensors and
control stations—all of which make sUAS increasingly capable and easy

to fly. The nature of these assets makes them especially well suited to

a variety of military missions including surveillance and reconnaissance,
targeting, and precise delivery of small payloads. This last point means that
many uncrewed aircraft can be converted into small, guided cruise missiles
or bomb-dropping assets for use against their intended targets. Just as
challenging is the low cost of these systems, which allows sUAS to be
placed in the hands of many militaries, groups and even individuals who may
wish to harm Australia’s military forces or its national security more broadly.

Trends towards component miniaturisation and performance improvement
mean that SUAS capabilities will continue to grow. Increasingly powerful
sensors and new types of sensors (like radars) are set to become a feature
of more small aircraft in the future. Communication methods that are

more resistant to disruption should also be expected. In response, two
implementations of SUAS technology should be monitored particularly
closely by the Army: autonomy and swarming systems. Autonomous sUAS
that do not require a link back to a control station will become invulnerable
to a number of contemporary control detection and jamming techniques.
Further, these systems will be operable in much larger numbers than is
possible today as each aircraft no longer needs its own remote operator.
By virtue of their numbers and the use of autonomous coordinated tactics,
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swarming sUAS could simply overwhelm or outsmart much of today’s CUAS
technology. Countering a swarming threat will likely require new thinking
around sensors and effectors.

The second observation is that SUAS are not only a threat for the future.
Since conflicts dating back to 2016, they have already been proven to be
effective against some of the world’s leading military forces, including the
US and Russia. sUAS have successfully been used in attacks that have
caused casualties and have destroyed aircraft, armoured vehicles, trucks,
fixed sites and several other types of targets. sUAS have also contributed
to intelligence-gathering efforts. Military forces unprepared for the threat

of sSUAS have found themselves without options to effectively respond,
leaving them susceptible to the threat of attack at times and places of the
adversary’s choosing. In Russia’s case, reducing the threat demanded
significant changes to tactics, along with the dedication of high-value
electronic warfare resources. However, even with its emphasis on defeating
Ukrainian sUAS, and its ability to down thousands of aircraft per month, the
threat has not yet been eliminated.

Lessons about the changing nature of warfare are emerging daily from the
Russia-Ukraine conflict. Driven by the availability of large numbers of sensors
(including sUAS), the difficulty in massing and generating surprise on the
modern battlefield is becoming increasingly evident. This fact was astutely
observed by David Johnson in an August 2022 article.'® Suddenly it has
become quite challenging for forces to generate the effects of massed fire
and manoeuvre that have conventionally been required during offensive
operations. Further, the fact that sSUAS make it possible to deliver small
explosives accurately against vehicles and individuals has reduced force
morale and force effectiveness in new and confronting ways. To overcome
such challenges, military forces in the future will need to find ways to create
temporary zones of freedom from sUAS and more sophisticated means of
detection and attack.

The third observation is that there are no silver-bullet solutions to deliver
either ‘sense’ or ‘effect’ consequences against sUAS, both of which are
needed for completing CUAS engagements. Thanks to its ability to provide
militarily useful capability at a low cost, the sUAS is a truly asymmetric
capability. As sUAS look and behave in a manner totally different to larger,
crewed military aircraft, most militaries are not currently trained or equipped
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to counter these threats. Indeed, a review of CUAS technology shows that
there exists no low-cost, foolproof solution for eliminating the threat.

For sensing, the best solution based on current technology involves fusing
information together from EO/IR sensors, RF detectors and radars. Radars
can detect sUAS at longer ranges but will be increasingly challenged by
miniaturisation and potential countermeasures. Assuming that RF libraries
are continuously maintained, RF detectors can be effective against many
commercial systems where the communication frequencies and protocols
are known. The effectiveness of RF detectors may, however, degrade

in the future as sSUAS move to 5G networks and other more robust
communications methods. Additionally, SUAS communications can easily be
modified through software or hardware changes to help avoid RF detection.
Nevertheless, EO/IR sensors, especially non-imaging ones with wide fields
of view, can be useful for detection in some situations. Imaging EO/IR
sensors are especially useful for short-range identification, if cued to the
target, but are affected by poor weather and clutter.

For effectors, the choice of system will be strongly influenced by issues

of military utility and cost-effectiveness, as well as concerns about the
system’s capacity to cause collateral damage. Missiles and artillery are a
proven approach for air defence that are effective against sUAS attacks, but
weapons currently in the inventory typically cost far more than the target
they are meant to shoot down. These systems are also the most likely to
create collateral damage or unintended effects, which will inevitably limit
their utility in certain situations. Jammers, spoofing and hacking techniques
require knowledge about the communications being used by the opposing
threat systems. This renders them less useful when little is known about

the sUAS system. Equally, jamming will likely be of little utility against
autonomous sUAS. By contrast, based on tests, new directed energy
solutions appear promising, but these are just starting to be deployed

in combat. High-energy lasers work at long range under good weather
conditions but could be ineffective due to fog, smoke or other poor weather.
High-powered microwaves seem to be well suited to defeating sSUAS
swarms, but their effects tend to be limited in range.

The last observation is that the threat posed by sUAS exists beyond
battlefields and times of war. sSUAS could be used inside Australia today
by terrorists, criminals or malicious foreign actors to gather intelligence,
perform electronic jamming, enable cyberattacks, carry out kinetic attacks
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and/or deliver other lethal payloads. Using sSUAS to harm national security,
to damage critical national infrastructure or to shut down airports is a
relatively easy task, even for a hobbyist. Government agencies dedicated to
generating the methods and technology necessary to detect, understand and
counter the sUAS threat inside Australia are needed just as much as those
that are focused on defeating the threat posed to our expeditionary forces.

Recommendations

The first recommendation for the Australian Army is to develop a training
program for all soldiers around the sUAS threat, along with methods

to counter those systems. The threat from sUAS will be ubiquitous on
battlefields for the foreseeable future, and a peacetime threat already exists
at Defence bases and installations within Australia. Conducting successful
CUAS operations requires a basic understanding of sUAS technology and
its potential applications. A single situation report about sUAS surveillance
at a sensitive site, or a warning about an impending kinetic attack by a
group of sUAS aircraft on the battlefield, could enable threat mitigation and
save lives. Training will also prove immensely useful when CUAS systems
are introduced into service within the ADF. As these systems come onlineg,
procedures and doctrine around CUAS operations need to be implemented
in parallel.

The second recommendation is for Army to invest in a layered approach in
its efforts to detect and effect SUAS. The technology associated with both
the sUAS threat and the methods to counter that threat are evolving rapidly,
so it is too early to focus investment into a single technology. Army, and the
ADF more broadly, should therefore invest in a range of technologies for
research and development of sensors and effectors, either through AUKUS
Pillar 2 or the new Advanced Strategic Capabilities Accelerator. The ADF
should also rapidly agree upon CUAS data standards and protocols for
sensors, like NATO’s SAPIENT standards, to enable data fusion now and
into the future in a sensor agnostic fashion. Reasonable investment should
immediately be made to provide a limited CUAS capability to Army should
combat operations be needed over the next three years.

As the sUAS threat is not limited to foreign combat zones, the third
recommendation involves building a CUAS centre of excellence focused on
sUAS, either inside the Department of Defence or at a whole-of-government
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level. This centre should focus on four missions to improve CUAS capability
investments and operations: technology forecasting; gathering global
lessons learned from nefarious use of SUAS; maintaining databases of sSUAS
capabilities and vulnerabilities; and foreign material exploitation of captured
sUAS. To help focus investments, forecasting should consider advances

in both sUAS and CUAS technology. As demonstrably effective tactics

tend to be mimicked and shared, lessons-learned studies should focus

on how sUAS are being employed by militaries, insurgents and terrorists
around the world. Building and maintaining databases of SUAS capabilities
and vulnerabilities will help feed libraries needed to exploit specific UAS
signatures in the RF, radar or other domains. A foreign material exploitation
capability would prove extremely useful to inform Australia’s understanding
of new sUAS threats in conflict, but any such capability must also be
exercised during peacetime to maintain currency. If foreign sUAS systems
are not available to exploit, commercial systems could be used to help
inform domestic CUAS needs.

The last recommendation focuses on the fact that SUAS are not just a
threat that exists outside Australia’s borders. sUAS could be employed
from Australia’s territory in ways that harm our national security. Forming
a strategy to mitigate the harmful use of SUAS on Australian soil requires
a whole-of-government approach, much like the UK Counter-Unmanned
Aircraft Strategy. Roles and responsibilities for domestic CUAS need to
be assigned, along with equipment and other resources, before national
security is compromised.
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Conclusion

This paper has reviewed the growing threat posed by sUAS to military forces
and to national security in general. While UAS have been a prominent feature
of combat operations for decades, there have been significant advances in
the availability of continually smaller sUAS systems to an ever broader range
of users. These systems are readily available in the commercial market and
have proven quite effective on the battlefield when employed by militaries
and insurgent forces over the past decade, especially in ISR and kinetic
attack mission tasks. In recent conflicts, military forces including those of
the US and Russia have been successfully attacked by sUAS resulting in
casualties and losses of military equipment.

Unfortunately, there are no ‘silver bullet’” solutions to address the sSUAS
threat. Current air defence systems are either not well suited to these
small aircraft targets or are far more expensive to employ per engagement
as compared to the sUAS that they may shoot down. The signatures
associated with sUAS are also small, so technology improvements to
‘sense’ and ‘effect’ these systems are needed. The Australian Army, like
many other militaries, currently lacks the doctrine, training and systems
needed to counter SUAS.

The most important conclusion associated with this work is the fact that
SUAS are not a future threat. The wide availability of these systems and

the ease with which they can be modified to cause harm to the ADF and
Australian national security interests more broadly necessitates urgent action
to mitigate the threat. The Australian Army should therefore immediately
develop concepts and acquire systems that provide the minimum viable
CUAS capability needed for combat operations in the 2020s and beyond.

A new strategy for countering the harmful use of SUAS inside Australia is
also needed and requires a whole-of-government approach. The formation
of a CUAS centre of excellence would allow the government to keep track of
the rapidly evolving threat posed by sUAS and to improve CUAS capabilities
and operations.
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