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Executive Summary

The impacts of the COVID-19 pandemic are seemingly stabilising,
with global economies, including Australia’s, on the road to recovery.

The ‘securitisation’ of diversifying and expanding threats ‘in the national
interest’ might counterintuitively inhibit the development of the resilience
needed from across all of Australia’s elements of national power.

The Quarter 3 Strategic Assessment concludes that Army will face
a planning challenge of ‘building back better’ via an expanding
scope of resilience considerations and an expanding scope of
partnership requirements.
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Introduction

The Chief of Army recently updated guidance for Army’s contribution to
Defence strategy. This guidance notes that ‘people, politics and a pandemic’
are amplifying and accelerating the impact of advancing technology and
tensions between states and other groups.' This year, 2020, has been a
trying one. The Quarter 2 (Q2) and Quarter 3 (Q3) Australian Army Research
Centre Strategic Assessments highlighted a convergence of issues and
their impact upon the Army, if not the Australian Defence Force (ADF),
Defence and even the nation more broadly. This convergence has resulted
in greater uncertainty, amplifying the scale of risks that Army’s commanders
and staff at all levels must consider when planning for the future. The Army’s
decision-making milieu is, however, instructive of the uncertainty that all
Australians now face. The Q4 Strategic Assessment aspires to summarise
this uncertainty by reviewing the events of 2020.

In the Q3 Strategic Assessment, we noted the outcomes of the Lowy
Institute Poll, which recorded that only 50% of Australians felt safe.?

A conclusion that society under siege is understandable for a society that
has now lost 907 citizens to the COVID-19 pandemic® and had 33 deaths
directly attributable and an estimated 445 deaths indirectly attributable to
the 2019-2020 bushfires.* A collective toll of 1,385 people does not include
society’s loss due to disaster-induced suicide over the past 12 months.®
These numbers are together greater than Australia’s loss through military
casualties since World War 11.5 A perception of a society at war has further
basis in that political science defines wars as conflicts involving over 1,000
battle deaths per year.” Political leadership has exacerbated this perception,
using ‘wartime rhetoric ... [involving] the glorification of emergency workers
as “heroes,” [and] the framing of general citizens as “warriors™.®
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The Royal Commission into National Natural Disaster Arrangements
identifies a society that will face further trials and therefore must move past
preparing for natural disasters to being capable to ‘build back better’.®
The ADF has a role in this but is not, and must not become, the primary
mechanism of response to such disasters. Australia is not alone in its
experiences with natural disasters this year. The COVID-19 pandemic has
resulted in over 1.4 million deaths globally at the time of writing; wildfires
in the United States during 2020 have destroyed over 2 million acres in
California and a number of other states; and surging riots and protests
seemingly occur daily around the world. Local issues can become
international crises, requiring partner nations to work with one another.

Addressing collective security issues at an international level has been
challenging as domestic politics around the world create the conditions for
insularity. Deglobalisation might have begun with the 2008 Global Financial
Crisis, but is being exacerbated as a consequence of the pandemic as
health crises force political leaders to prioritise national efforts inward.
Deglobalisation will partially improve resilience as local manufacturing
removes vulnerabilities in global supply chains, improves responsiveness

to consumer requirements, and opens the potential for rapid change like
‘working on cars one month and washing machines the next’'>—or distilling
gin one week and hand sanitiser the next.

The Q4 Strategic Assessment continues the analysis of the trends
introduced in the Q2 Strategic Assessment, balancing jurisdiction and
capability, while expanding upon the key theme of the Q3 Strategic
Assessment, resilience. It finds that ‘securitisation’ of diversifying and
expanding threats ‘in the national interest’ might counterintuitively inhibit the
development of the resilience needed from across all of Australia’s elements
of national power.
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The Pandemic

The global economic impacts of the pandemic continue as global deaths
pass 1.4million people. These statistics notably include over 232,000 in the
US, 48,000 in the United Kingdom and 124,000 in India.’ The economic
consequences of national lockdowns have seen unemployment surge from
5.54% in March 2020 to 7.27% in September 2020 in OECD countries.

Of note is that peak unemployment was reached in April/May 2020 at
approximately 8.7%. The stabilising trend is seemingly replicated in the US,
where peak unemployment of 14.70% in April 2020 rapidly decreased to
7.9% in September 2020 (although this still represents almost double the
pre-pandemic rate of approximately 3.5%)." These trends suggest a steady
road to recovery.

The Q3 Strategic Assessment noted that the OECD predicted Australia’s
GDP could fall by 5% in 2020. This figure was influenced by predictions
that saw the unemployment rate peaking at 9.25% by December 2020.
In September the OECD recorded Australia’s unemployment rate at
6.94%, seemingly stabilising from a high of 7.48% in July.”® Nonetheless,
the Australian GDP contracted by 6.3% from June 2019 to June 2020,
suggesting the calendar year contraction of 5% will be generally accurate.
These figures show the Australian economy is proving responsive

to government intervention or inherent resilience, but the long-term
consequences of these responses are not well understood.
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The Q2 Strategic Assessment outlined the likelihood that the economic
consequences of the COVID-19 pandemic would impact the fulfilment

of Defence capability goals. This was prior to the release of the Defence
Strategic Update (DSU), which, as outlined in the Q3 Strategic Assessment,
reinforced the Defence budget as a consequence of the broad range of
strategic responsibilities given to Defence and the ADF.'* Nonetheless,

it is important that the Army is productive and makes the best use of

the resources available to achieve the tasks set for it by the Australian
Government. Prioritisation of resources and activities may be the cost of
assuring the Army’s resilience and capacity to respond to emergent strategic
needs. The economy is still recovering, and little fiscal capacity exists to
absorb shocks over the 2020-2021 cyclone and bushfire season.

There is opportunity for the Army to progress productivity reforms in the
wake of the seemingly unique workplace practices required this year. It can
learn from the broader Australian community. Australia has weathered the
pandemic well; indeed, there are indications Australian businesses have
adapted to the digital economy in ways that make them more efficient and
resilient. ‘Australian businesses implemented as much change in some
technologies over the past year as they had over the past 10 years.’'®
Importantly, productivity performance was stronger when digital adaptation
was matched with ‘new systems and workplace practices to make the most
of new working arrangements’.'® The implication is that technology is not
enough; people need to be empowered through new arrangements for their
new working environment.

The difficulties of adjusting to a different economic paradigm are not
unique to Australia. In the context of the US economic slowdown,

Lt Gen. Barno (ret.) and Nora Bensahel warn of a coming cultural challenge
to the US Army as a result of shrinking budgets and tensions pertaining

to major power competition.'” This pressure is mitigated, however, by the
US Army’s Project Convergence'® and the Strategic Capabilities Office, '
both of which are driving innovative concepts within the US military.
Emulating such innovation might prove to be a prescient consideration for
the Australian Army.

Strategic Assessment Quarter 4, 2020 5



______w




Civil-Military Relations and Lessons from the Pandemic

Army must be attuned to a disquiet that will exist in civil-military relations as
a tension emerges between Defence resourcing and economic pressures.
On one hand, as Marcus Hellyer from the Australian Strategic Policy
Institute notes:

The DSU states that we can’t match major-power adversaries and
need to develop capabilities to deter them through strike, cyber, and
area-denial systems. This suggests a growing recognition of the need
for asymmetric operational concepts and capabilities, yet the force

is still largely being built around traditional, conventional capabilities
such as expensive, multi-role, manned platforms of the kind Australia
has relied upon to overmatch potential adversaries. Defence is also
investing in an increasingly heavy conventional land force.?

For the Australian citizen, these acquisitions present limited logic as
responses to the daily threats they face. Little connects the majority of
these acquisitions to preparations for a second wave of the pandemic or,
indeed, for the next pandemic or bushfire. Little points towards Australia’s
ability to enhance human security regionally or internationally in ways

that mitigate the civil wars driving refugees in their millions.?' The ADF,

it has been argued, could be employed as a ‘dual-use’ force and support
disaster relief responses to justify the resources given to it.?> Army must
therefore demonstrate the quick wins already implemented, such as the
invigoration of 13 Brigade in Western Australia and pivoting the focus of the
2nd Division towards domestic resilience. Army should also consider further
‘announceable’ quick wins that demonstrably help Army to be ‘future ready’
to meet a full range of circumstances.?®
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Politics

The COVID-19 pandemic has accelerated the widening of fissures in
national unity. As Madeleine Albright recognised, ‘in 2017, The Economist’s
Democracy Index showed a decline in democratic health in seventy
countries, using such criteria as respect for due process, religious liberty,
and the space given to civil society’.?* Democracy itself has been challenged
in a manner that prompted Mark Galeotti to claim, ‘The West is at war’.?®

The Globally Increasing Trend of Authoritarianism

In the name of managing the disease, governments are
already implementing surveillance and tracking systems
that could result in permanent losses of privacy ... they
can be used to spy on private citizens and expand
social control.?®

In every crisis, opportunity presents, and the COVID-19 pandemic is not
immune. The establishment of social controls over a population improves
the ability for autocratic regimes to repress popular protest. This dystopian
vision of authoritarian government is now exportable through surveillance
systems augmented with artificial intelligence (Al). This exacerbates the
pressure upon democracy worldwide.
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Authoritarian governance is simultaneously empowered through filtering
information it makes available to the population and its employment of
disinformation. Within a decade, online disinformation has now been
normalised.?” Within five years, the proliferation of election interference has
manifested worldwide.?® Accelerating change is empowering autocracies in a
manner inimical to Australia’s interests as a democratic nation. The security
implications are well recognised by Australia’s Minister for Foreign Affairs,
Senator Payne:

The disinformation we have seen contributes to a
climate of fear and division when, at a time like this,
what we need is cooperation and understanding ...

Australia will resist and counter efforts of disinformation.
We will do so through facts and transparency,
underpinned by liberal, democratic values that we will
continue to promote at home and abroad.?®

In a ‘war’ against disinformation, citizens are increasingly frontline actors.*
They are both an actor for generating national power and a target of efforts
to undermine it. But we are not alone. Al may help us to identify, target
and discredit an information warfare campaign, in a nuanced form of
manned-unmanned teaming.**

Polarisation through Nationalism Undermines Collective
Security Approaches

The rise of the radical right is both a symptom of an autocratic rise and
an indirect consequence.®? Polarisation through extreme right-wing (XRW)
groups may be a temporary bubble, likely to abate with increasing
deglobalisation.® Nonetheless, the threat posed by XRW groups is being
taken seriously by ASIO.3

Domestic polarisation thus results as anti-establishment and anti-immigration
narratives manifest as an XRW agenda, both domestically and internationally.
Domestically, Army’s counter-terrorism capabilities thus face expanding threat
streams. Internationally, the rise of the radical right may serve to exacerbate
youth bulge grievances that heighten the sense of relative deprivation within a
segment of society.
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Polarising politics also presents a threat to Australia’s support for international
alliance frameworks. When nations are overcome by domestic turbulence,
possibly exacerbated through climate change induced disasters, their capacity
and willingness to support their allies (or the United Nations) may be limited.
For a middle power such as Australia, these dynamics threaten its advocacy
for a global rules-based order.

So What?

The strongest state fragility indicator for the likelihood of civil violence is
factionalised democracy.*® Factionalised democracy features polarising politics
and disenfranchised segments of society. Faced with daily inflammatory
disinformation, disenfranchised populations can become insular, vulnerable

to XRW narratives or to conspiracy theories. These dynamics pose a threat

to Australian democracy and to its democratic values advocated worldwide.
Army should be attuned to understanding how we can contribute to
protecting against such a threat. ‘In the long term, media literacy education
offers the best hope of strengthening the immune system of democratic
media environments.’*
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People

The intellectual component to military power is drawn from our people.
Army is likely to need to think differently as it contemplates geopolitics,
preparedness and concepts, as Australia’s relative economic and
military advantages decrease in size. Unprecedented situations that are
likely to arise should not surprise us when trends clearly point to their
emergence. Key trends that illuminate the contours of the future of war
are accelerating—not emerging. Army’s challenge is not one of problem
identification but one of response. A response that develops asymmetric
operational concepts and capabilities demands investment in the
intellectual component of power, through people who can think differently,
forecast imaginatively and innovate creatively.

Warfare is changing

Warfare is continually changing as adversaries look to take advantage in
striking wars. Innovative operational concepts have recently been displayed
in the Nagorno-Karabakh involving pervasive surveillance paired with
long-range strike and incremental ground action.®” These concepts have
also been employed by non-state actors, exemplified by Islamic State
and Hezbollah in the Middle East. Collectively these trends demonstrate
that tactical concepts thought to be aligned to the 2030 timeframe

have accelerated into employment today.®® For example, Al Palazzo’s
argument of a no-man’s-land of ‘2000 kilometres of death’ was seemingly
realised with Houthi and Kata'ib Hezbollah strikes against Saudi Arabian
oil infrastructure.® Furthermore, the democratisation of space (and the
proliferation of mobile smartphones) will mean that militaries must now
expect to be under continuous surveillance.*
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The acceleration of change will lead to an erosion of traditional mindsets of
preparedness. T.X. Hammes draws attention to the fact that the Joint Strike
Fighter-production line is slated to build approximately 17 jets per month at
full capacity in 2020.4' The Future Frigate program will build approximately
one ship per year.*? The capacity to rapidly mobilise ADF capability is
somewhat limited by this industrial capacity—particularly if recovering from
the loss of a number of these platforms and particularly if multiple countries
are mobilising. Such limitations might demand an expanding breadth of
capability requirements which could be generated through our limited
industrial capability, possibly in the form of small unmanned systems, missile
systems and the repurposing of existing equipment.*3
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Conclusion

In 1999, Dr Jim Rolfe wrote that ‘the major lesson from the Second World
War for New Zealand was [that] it could not defend itself by itself. Security
was to be found through working with like-minded powers with similar
values and similar world-views.’** These words are still valid for New Zealand
and are just as applicable for Australia and our institutions. Thus, the national
interest continues to prioritise building collective concepts, instruments

and agreements.* In this context, Army’s mission that ‘enables the joint
force’ serves to shift our orientation to collective action, with other services,
departments and nations—a whole of society effort.

The Royal Commission into National Natural Disaster Arrangements
recommends becoming a society that is able to ‘build back better’.46
The Royal Commission notes that the ADF is not and must not become
the primary mechanism of response to such challenges. Nonetheless,
Army must be attuned to those threats that society regards as being

in the national interest. Army’s response must not be a victim of its

own demonstrated success. Our response to future challenges must
be measured, with due consideration of broad societal impacts.*

As Anne-Marie Slaughter cautions:

Instead of widening our definition of national security,
we need to start narrowing it. That means distinguishing
national security from global security ... Traditional
military security is ultimately focused on winning. But
many global threats primarily call for greater resilience—
that is, less winning than withstanding.
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A sustained effort for humanitarian and disaster reliver operations,

the ‘Grey Zone’ and combat operations —and, indeed, ‘hybrid warfare’
that is inclusive of all of these demands—requires new ways of thinking
about preparedness. Understanding how economic structural challenges
limit a ‘future ready’ Army requires engagement with society to mitigate such
vulnerabilities or to ‘design in’ the flexibility to support future mobilisation
requirements. The idea of ‘scalability’, creating an Army better able to
expand and contract discrete components as threats are withstood,

must take root. Developing the path to becoming ‘anti-fragile’ is the lesson
from 2020, and its consequences should influence Army (and ADF) force
structure, acquisition and force posture decisions.

In examining the convergence of technologies that empowers the ‘small,
smart and cheap weapons’ revolution, Hammes notes that ‘these weapons
will dramatically increase the ability of small states and even nonstate actors
to challenge major power’.*® As a middle power, this revolution should be

of particular interest for an Australia that seeks to ‘punch above its weight’.
It will also be a threat.

These factors demand an expanding scope of resilience considerations
and an expanding scope of partnership requirements. Hew Strachan and
Ruth Harris conclude this assessment by appropriately highlighting that:

The effect of ignoring domestic resilience is to
undermine deterrence. As with resilience, societal
ownership strengthens deterrence. If the public don’t
understand what they are interested in defending or
what they will fight for, then the enemy will assume that
the democratic state will pursue every policy option
short of war, but not war itself.>°
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